MEMORANDUM FOR:






Heads of Operating Units

FROM:











Deputy Chief Human Capital Officer and







Director for Human Resources Management

SUBJECT:



Information System Security Critical Elements






(Stand-alone Elements or Collateral Duties)

the Office of Human Resources Management partnered with the Office of the Chief Information Officer in the development of mandatory language for existing critical elements (collateral duties) and stand-alone critical elements for employees with information technology security responsibilities. 

A working group was convened to determine whether specific information security technology duties were collateral requiring only the inclusion of specific language (i.e., results and measures) in existing elements or whether the responsibility was of such importance that it required the development of a stand-alone critical element. A decision was made to establish a new requirement mandating that the collateral duties and stand-alone critical elements be incorporated as written into Fiscal Year (FY) XXXX performance plans for all employees with these responsibilities.  Listed below are the information technology security roles affected by this new requirement. 

Stand-alone Elements

· Senior Agency Information Security Officer/Chief Information Security Officer/Information Technology Security Officer
· Information System Security Officer
Collateral Duties in Existing Elements

· Information System Owner

· Certification Agent

· Incident Response Personnel

· Key Contingency Roles

[Performance Management System Information Omitted]

Issuance of the appropriate element and standard (collateral or stand-alone) to non-bargaining unit employees assigned this type of work should be made immediately.  Assignment of the standards to bargaining unit employees should begin only after bureaus meet any duty to bargain.  The attached criteria must be incorporated into the appropriate FY XXXX plans as applicable.  If you have any questions, please contact your servicing human resources office. 





