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1 Introduction

This Federal Information Security Management Act (FISMA) Security Assessment Report details the results from the security review of Agency X’s FISMA-reportable information technology (IT) systems.  This review included the testing of management, operational, and technical controls in order to evaluate the effectiveness of AgencyX information security policies, procedures and practices.  
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The VendorX Assessment Team, in collaboration with Agency X’s Chief Information Security Officer (CISO), identified a subset of AgencyX National Institute of Standards and Technology (NIST)-based IT Security Requirements (ITSRs) for inclusion in the fiscal year 2007 (FY07) assessment.  This FISMA Security Assessment is a part of the continuous monitoring phase of the certification and accreditation life cycle.  This assessment does not constitute the full spectrum of continuous monitoring activities at Agency X, as these also include periodic third party-technical vulnerability testing and the ongoing monitoring provided through the Security Operations Center.
This year’s security assessment is the first step of a CISO-directed three year cycle, through which all AgencyX FISMA-reportable IT systems will be assessed against the full set of Agency X ITSRs.  This schedule requires that roughly 33% of the ITSRs be tested annually.  However, due to time constraints, only 23 % of the ITSRs were identified for inclusion this initial year based on the methodology detailed in Section 2.  It will be important, in reviewing this report, to remember that all findings reported and analyzed are against this subset of ITSRs, not against the entire set.  Figure 1 is included to further emphasize this important distinction.  

The FY07 Security Assessment Report is broken out across the following sections:
1. Introduction:  Overview of the report and assessment findings.

2. Security Assessment Methodology:  Detail of the approach and methodology followed in gathering and evaluating the assessment data.

3. Summary of Findings:  Analysis of assessment data. 

4. Conclusions:  Summary of the assessments findings

A. References:  All directives, guidance, system documentation, and personnel from which data was assembled.

B. Requirements Traceability Matrix:  Spreadsheet of specific ITSRs evaluated against all twelve FISMA-reportable IT systems.

C. Acronym List:  Complete list of document acronyms

2 Security Assessment Methodology

The VendorX Assessment Team, in collaboration with AgencyX’s CISO utilized the following methodology to identify a subset of AgencyX’ NIST Special Publication (SP) 800-53 based ITSRs for inclusion in the FY07 assessment.  For the selection process, the primary criteria were to ensure that the assessment subset included: 

· managerial, operational, and technical controls; 

· a representation from each of the 17 NIST control families; and, 

· at a minimum 20% of AgencyX ITSRs.  

Additionally, the Assessment Team ensured that the subset of controls included, at the ITSR level, each of the nine NIST mandatory security controls highlighted in NIST’s Memorandum for Record titled: “Security Controls Assessment Form”, and dated 02-28-07.  
AC-2: Account Management 

AT-2: Security Awareness

CA-2: Security Assessments

CP-3: Contingency Training
CP-4: Contingency Plan Testing
CP-5: Contingency Plan Update
IR-2: Incident Response Training
IR-3: Incident Response Testing
PE-2: Physical Access Authorization
PL-3: System Security Plan Update

The subsets of ITSRs identified through this methodology are the only ITSRs evaluated under this security assessment report.  These subsets of ITSRs include 23%, or 416 ITSRs out of a total 1,821 ITSRs.  The count of the ITSRs included in this assessment by NIST security control family is provided in the following table.  

Table 1:  Tested ITSR distribution across NIST Security Control Families

	NIST Control Family
	 
	Total ITSRs
	# of ITSRs Tested
	% tested by Family

	Access Control
	AC
	186
	36
	19%

	Awareness and Training
	AT
	51
	49
	18%

	Auditing
	AU
	208
	13
	18%

	Certification and Accreditation
	CA
	171
	15
	18%

	Configuration Management
	CM
	73
	28
	38%

	Contingency Planning
	CP
	135
	26
	19%

	Identification and Authentication
	IA
	72
	10
	28%

	Incident Response
	IR
	141
	50
	28%

	Maintenance
	MA
	78
	15
	19%

	Media Protection
	MP
	88
	23
	26%

	Physical and Environmental
	PE
	95
	62
	31%

	Planning
	PL
	33
	10
	30%

	Personnel Security
	PS
	28
	4
	36%

	Risk Assessment
	RA
	88
	19
	22%

	Systems and Services Acquisition
	SA
	51
	11
	22%

	System and Communication Protection
	SC
	210
	11
	17%

	System and Information Integrity
	SI
	113
	34
	30%

	
	
	
	
	

	Total ITSRs Tested
	 Out of
	1821
	controls, 416
	were tested.

	
	
	
	
	

	% of ITSRs Tested
	23%
	


For a graphical view of this distribution the following graph shows, by percentage, the ITSRs included in this assessment as a percentage of all AgencyX ITSRs within each NIST security control family.  The percentage of ITSRs included in this security assessment is 23%, 416 ITSRs out of 1821.
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Figure 2:  Percentage of ITSRs Included in Security Assessment by NIST Security Control Family

This assessment is a part of the continuous monitoring of all AgencyX IT systems.  The distribution is intended to indicate the breadth of the testing across the NIST security control families.  The Agency X ITSRs are much more granular than the NIST level security control.  Once the subset of ITSRs had been identified, the Vendor X Team reviewed existing FY07 security documentation and assessments, if available, to extract any valid findings.  
Technical testing and site assessments were conducted during the forth quarter (Q4) of FY07 for System A and System B as input to this security assessment.  For the AgencyX IT systems that had not been recently tested by Vendor X, or that did not have assessment findings that were still valid, the Vendor X Team extracted information as available and verified information through interviews, observation, or third party assessments.  
The assessment documents and related security documentation that were provided by Agency X and their service providers are listed in Appendix A.  

The specified subset of ITSRs was assessed and evaluated for each of Agency X twelve FISMA-reportable IT systems.  One of six types of IT security control statuses were assigned to each ITSR for each IT system: In Place (100%), Partially In Place (75%), Dependency (D), Common (C), Not In Place, and Not Applicable (N/A).  The six statuses are described in Table 2 below.

Table 2:  Security Control Status Descriptions
	Control Status
	Description of Control Status 

	In Place (100%)
	Completely meets the requirements of the AgencyX ITSR.

	Planned/Partially in Place (75%)
	Partially meets the requirements in the AgencyX ITSRs or is in initial phase of implementation to meet AgencyX ITSR.

	Dependency (D)
	Relies on another IT system to meet this control; typically a dependency is by a Major Application (MA) on a General Support System (GSS).

	Common (C)
	Relies on an entity or function outside of an IT system to meet this AgencyX ITSR; typically a business unit.

	Not In Place (0%)
	Does not meet the requirements in the AgencyX ITSRs or there was insufficient information available to verify compliance.

	Not Applicable (N/A)
	The ITSR or the entire NIST security control is outside of the system’s scope and therefore does not apply to the IT system.


The primary tool used to capture the results of this IT security assessment and evaluation process was the ITSR requirements traceability matrix (RTM).  The ITSR RTM is included at Appendix B.  The twelve Agency X FISMA-reportable IT Systems include four GSSs – System A, System B, System C, and System D, and eight Major Applications – Application A, Application B, Application C, Application D, Application E, Application F, Application G, and Application H.  

Assessment Team Members

The FY07 FISMA security assessment for Agency X was supported by the following team members:

Person A, Chief Information Security Officer

Person X, Lead Information Assurance (IA) Analyst, VendorX
Person Y, IA Engineer, VendorX
Person Z, IA Engineer, VendorX
Assessment Team members conducted site assessments, technical vulnerability testing, document reviews and interviews from August 1, 2007 through September 13, 2007 as a part of this security assessment task.  Supporting documentation and interviewees are listed in Appendix A of this report.

3 Summary of the Security Assessments 
The FY2007 Security Assessment of AgencyX FISMA-reportable IT Systems identified the following information for the 416 ITSRs regarding in place (100%), partially in place (75%), dependant (D), common control (C), not in place (0%), and not applicable (N/A) ITSRs for each of the twelve systems.
Table 3:  Summary of Security Assessment Findings by IT System

	Office
	System Name
	System Type
	In Place
	Partial/ Planned
	D
	C
	N/A
	Not In Place

	A
	App A
	MA
	
	
	
	
	
	

	B

	System A
	GSS
	
	
	
	
	
	

	
	App B
	MA
	
	
	
	
	
	

	
	System B
	GSS
	
	
	
	
	
	

	
	System C
	GSS
	
	
	
	
	
	

	
	System D
	GSS
	
	
	
	
	
	

	C
	App C
	MA
	
	
	
	
	
	

	D
	App D
	MA
	
	
	
	
	
	

	E
	App E
	MA
	
	
	
	
	
	

	F
	App F*
	MA
	
	
	
	
	
	

	G
	App G*
	MA
	
	
	
	
	
	

	H
	App H*
	MA
	
	
	
	
	
	


* Application Service Provider (ASP) IT systems
An emphasis was placed on Agency-level Common Controls, as is reflected in the column titled “C” in Table 3 above.  Below, Table 4 provides an overview of the findings for the common controls evaluated.  Common controls represented 52% of the ITSRs evaluated and 96% of these were in place.  
Table 4:  Summary of Security Assessment for Common Controls

	Control Type
	In Place
	Partial/ Planned
	Not in Place

	Common Control
	
	
	


A secondary emphasis was placed on controls provided by one IT System, typically a GSS, in support of numerous IT systems.  This relationship was identified as a dependency (D) for the reliant-IT system(s) and evaluated for the providing IT system(s).  Examples of controls where dependencies were identified include:  
· System A and System B GSS logon Warning banners;

· The password protected screen lock provided on AgencyX workstations and laptops;

· Spam protection; and
· Malicious Code protection. 

These specific security controls are relied on by AgencyX IT systems to meet the ITSRs under AC-8 System Use Notification, AC-11 Session Lock, SI-3 Malicious Code Protection, and SI-8 Spam Protection.  As would be expected, ITSRs identified as dependencies were far fewer for the AgencyX IT systems identified as ASPs.
3.1 Summary by NIST Control Family
[image: image5.emf]FISMA Security Assessment FY07

23%

77%

Tested FY07 Not Tested

If viewed by NIST control family the assessment shows an overall trend of over 80% of the evaluated ITSRs as in place, partially in place, common, or a dependency.  Analyses of the findings by each NIST Security Control Family are provided below.

Access Control (Technical):  Account controls tested were largely in place at the IT system level, as indicated by the X% in place, and relatively low percentage of not in place.  A percentage of the Access Control ITSRs evaluated were identified as not applicable.  This was due to several of the ITSR test set being exclusively applicable to System A or System B access; or to Staff X access, rendering many not applicable to IT systems that do not serve one of these user groups. 
Awareness and Training (Operational):  The Office of A has responsibility for the annual awareness computer-based training, which reached out to over XXXXX Agency IT system account holders in FY2007, and had a participation rate of over 90%.  Both Training Specialists and members of the Office of B provided annual specialized training to individuals with significant IT security responsibility, such as IT Specialists, IT System Owners, Authorizing Officials, and Information System Security Officers.  
Audit and Accountability (Technical):  Auditing and Accountability ITSRs had a percentage of not in place findings.  This was largely due to lack of complete documentation of the system specific auditing controls in place for storage capacity and storage medium.  
Certification and Accreditation (Managerial):  The increased number of IT systems that have undergone certification and accreditation (C&A) is reflected in the assessment of the CA ITSRs; not in place findings are nearly all attributable to IT systems that have not yet completed the AgencyX C&A process.
Configuration Management (Operational):  Configuration management ITSRs for IT Systems hosted within AgencyX were largely found to be in place or have made some significant headway – such as with the implementation of Minor Application A.  IT systems that are ASPs operate outside of the AgencyX change management environment, and without sufficient information regarding CM procedures were identified as not in place.
Contingency Planning (Operational):  There is a gap between the Agency-level IT Disaster Recovery capability and each IT system’s contingency planning.  This is apparent in the system specific contingency planning controls evaluated for IT Contingency Plan Training and Plan Maintenance, as well as in a review of the IT Disaster Recovery Lessons Learned Report.  

Identification and Authentication (Technical):  Several of not in place ITSRs fell under AU-5 Authenticator Management and the enforcement of limits on invalid login attempts for one IT system.
Incident Response (Operational):  The Agency has a Security Operations Center (SOC) and Network Operations Center (NOC).  The event management provided through these operations has provided greater visibility into the Agency’s networks.  The implementation of the Agency’s Cyber Incident Response Plan (CIRP) and the appointment of a Cyber Incident Response Coordinator (CIRC) combined with the SOC/NOC capabilities were key items for the overall high performance in this control family.
Maintenance (Operational):  The consistency of maintenance notification for impacted users utilizing a standard template was a strong point for all AgencyX hosted IT systems.  

Media Protection (Operational):  The encryption of removable media was the largest finding in this control family, as neither the System A GSS, nor the System B GSS sufficiently demonstrated that they encrypt backup tapes.  Outside of this area, the Agency’s Media Protection procedures are in place and being followed.
Physical and Environmental Protection (Operational):  Physical security of IT systems and equipment at all AgencyX locations is a joint effort between Office C, Office D, IT System Owners, and users.  The gap in this partnership, the source of the 10% of the tested ITSRs identified as not in place, is largely attributable to the ASP systems.  These IT systems house their operations outside of AgencyX at the providers corporate or contracted hosting facilities, for which sufficient physical security information was not available.
Planning (Managerial):  The 15% of tested ITSRs categorized as not in place hinge on the divide between IT systems that have been or have not been certified and accredited.  The requirement for the maintenance and updating of an IT system’s System Security Plan (SSP) and supporting documentation, such as a Privacy Impact Assessment (PIA), cannot occur if the documentation is not already developed and in place.  The certified and accredited FISMA-reportable IT systems were strong in this control family, with those still in the process were in need of improvement.
Personnel Security (Operational):  Personal security controls are intertwined with Office C’s role at the Agency.  All personnel and contractors with access to AgencyX IT systems must complete a background investigation with Office C prior to accessing AgencyX systems at AgencyX facilities.  
Risk Assessment (Managerial):  Within this control family, the divide in findings was between IT systems that are hosted within AgencyX facilities versus ASPs.  The ASP that has been through a complete AgencyX C&A was the exception to this trend.
System and Services Acquisition (Managerial):  The SA ITSRs evaluated indicated Enterprise Architecture and an Agency System Development Life Cycle (SDLC) are in place.  The lockdown of workstations and laptops throughout the Agency limiting local administrative privileges to authorized individuals ensures end users are not downloading or installing unauthorized software.  A configuration management and monitoring tool provides complete visibility and reporting on all software installed in the domestic environment.
System and Communication protection (Technical):  The majority of not in place findings for SC stem from incomplete information on Denial of Service Protection and Transmission Confidentiality for an ASP.  For IT systems hosted by AgencyX, many of the evaluated ITSRs are dependent on and provided by the System A, System B, and System C GSSs.
System and Information Integrity (Operational):  Between the SOC and enterprise-wide malicious code protection, findings of not in place for SI were relatively few.  Of the findings, the majority of them stem from insufficient information from a single ASP.  
3.2 Summary by IT System
When analyzed by IT system, the assessment findings highlight two primary trends.  First, the IT systems that are hosted by AgencyX fared better in the assessment, as they could be identified as clearly benefiting from the controls that were Agency common, or that were a control provided by another AgencyX IT system.  As stated in the methodology section of this report, if insufficient information was available through document review, observation, or interviews, the IT system was not given credit for a control.  Second, IT systems that have already undergone the AgencyX C&A process or that have gone through C&A with another federal agency, fared well in this security assessment.  
Finally, IT systems that have been developed since the AgencyX ITSRs and C&A process were incorporated into the Agency’s SDLC and contracting process fared among the best of all evaluated AgencyX IT systems. This may be attributed to both the diligence with which the IT System Owners and acquisition personnel have worked with the Office B to incorporate IT security requirements and practices into the IT system’s development and operations; as well as to the availability of comprehensive IT system documentation and assessments.  
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Figure 4:  ITSR Status by FISMA-reportable IT Systems
4 Conclusions
The assessment results and findings identified in this document should be reviewed by the CISO for the preparation of the Annual FISMA Report.  For the ITSRs evaluated this year, which represent 23% of AgencyX ITSRs, the overall findings were strong.  The average percentage of the ITSRs not in place was only 10%, a percentage that includes not only controls that were found not to be in place, but also controls for which insufficient data was available to confirm compliance. When combining the ITSRs that were determined to be in place, partially in place/planned, with the ITSRs identified as common controls or dependencies, the average percentage of the 23% tested was over 80%.  This is illustrated in Figure 5, below.
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Figure 5: Overview of FY07 Security Assessment Findings

Within the not in place 10% there are areas for improvement at both the Agency and IT system levels identified through the testing and evaluation conducted in support of this assessment.  Opportunities for improvement have been noted in Section 3 of this report.  One additional recommendation for the CISO and Office B is to include an evaluation of the ITSRs, especially in terms of applicability to IT systems that operate outside of the AgencyX IT environment, and the streamlining of ITSRs that detail already mature Agency processes. 
Appendix A: References

This appendix provides a list of relevant directives and guidance applicable to IT security and critical infrastructure protection and a complete list of the AgencyX documentation and prior assessments reviewed or referenced as a part of this FISMA assessment.  
Directives and Guidance

· List of NIST, FIPS, OMB, etc used as a part of this assessment
AgencyX Documentation 
· List of all agency documents reviewed as a part of this assessment

AgencyX System Documentation

· List of all system documents reviewed as a part of this assessment
Interviewees

· List Name, Title, and Organization of all individuals interviewed as a part of this IT Security Assessment
Appendix B: Completed ITSR RTM for the FISMA Security Assessment
The ITSR RTM used for this FISMA security assessment is embedded in this Appendix. The ITSR RTM is accessed by double-clicking on the MS Excel icon below.

[INSERT Excel document here]
Appendix C: Acronyms

	Acronym
	Description

	AC
	Access Control

	ASP
	Application Service Provider

	AT
	Awareness and Training

	AU
	Auditing

	C
	Common

	C&A
	Certification and Accreditation 

	CA
	Certification, Accreditation and Security Assessments

	CFO
	Chief Financial Officer

	CIO
	Chief Information Officer

	CIRC
	Cyber Incident Response Coordinator

	CIRP
	Cyber Incident Response Plan

	CIRS
	Crime Incident Reporting System

	CISO
	Chief Information Security Officer

	CM
	Configuration Management

	CP
	Contingency Planning

	D
	Dependent

	FIPS 
	Federal Information Processing Standards 

	FISMA
	Federal Information Security Management Act

	FY07
	Fiscal Year 2007

	GSS
	General Support System

	HR
	Human Resources

	IA
	Identification and Authentication

	IG
	Inspector General

	IR
	Incident Response

	IT
	Information Technology

	ITSR
	Information Technology Security Requirements

	MA
	Maintenance

	M.A.
	Major Application

	MOA
	Memorandum of Agreement

	MP
	Media Protection

	MS
	Medical Services

	NIST
	National Instituted of Standards and Technology

	PE
	Physical and Environmental

	PIA
	Privacy Impact Assessment

	PL
	Planning

	PS
	Personnel Security

	RA
	Risk Assessment

	RTM
	Requirements Traceability Matrix

	SA
	Systems and Services Acquisition

	SC
	System and Communication Protection

	SI
	System and Information Integrity

	SP
	Special Publication

	SAS
	Statement of Auditing Standards

	SSP
	System Security Plan
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