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Centers for Medicare & Medicaid Services (CMS)

RULES OF BEHAVIOR (ROB) for Connection to CMS Networks

In accordance with the CMS Policy for the Information Security Program (PISP), Section 4.1.20, this ROB for Connections to the CMS Network(s) describes the security requirements for non-CMS owned and managed laptops, workstations or other equipment to connect directly to CMS-owned Network(s).  I agree to abide by the following rules when using this non-CMS owned and managed laptops, workstations or other equipment to connect to CMS-owned Network(s):
Manufacturer ______________ Model ______________ Serial # _________________________________

1. Update the Operating System on laptops, workstations or other equipment with current Service Packs and Patches as soon as high priority patches become available and for all other patches at least once a month,
2. Configure laptops, workstations or other equipment with industry standard active firewall protection.  Keep firewall configurations up-to-date to ensure protection of the CMS network and systems.

3. Establish and maintain controls and procedures to ensure CMS information is stored properly and is secure at all times, 

4. Configure laptops, workstations or other equipment with industry standard antivirus software, and:
a. Update virus protection software at least once a week,
b. Implement real-time scanning,
c. Perform full virus scans at a minimum of once a week, and
d. Keep virus protection signature files current to ensure protection against newly identified viruses.
Should I become aware of virus activity or a suspected security incident I agree to immediately:
5. Inform the CMS IT Service Desk of all suspected or known security incidents that could affect CMS information resources,
6. Assist the U.S. Government in activities related to the investigation of security incidents, and 

7. Preserve evidence using legally acceptable forensic processes and ensure that a Chain of Custody is established and maintained for all potential evidence related to a security violation or incident.  All forensics processes should be consistent with the Federal Rules of Evidence. 

I agree to allow CMS to test all non-CMS owned and managed laptops, workstations or other equipment that will be connected directly or indirectly to CMS-owned Network(s). 

This Agreement is valid starting the latest date of any signature below, and retains validity for a maximum of one (1) year.  At that time, the interconnection requirements will be re-assessed, and this Agreement will be cancelled, updated, or re-authorized.  Either party may terminate this Agreement upon thirty (30) days advance notice in writing.  In the event of a security incident or a change of duties this Agreement may be terminated immediately. 

Requestor                                            CMS Manager                                    Director, OIS-EASG-DITPPA
_________________________________         _________________________________          ______________________________

Signature                      Date                       Signature                       Date                      Signature                             Date

_________________________________         _________________________________          ______________________________
Print Name                                                 Print Name                                                  Print Name
_________________________________         _________________________________          ______________________________

Phone Number / CMS User ID                  Phone Number                                             Phone Number
This form is located at http://www.cms.hhs.gov/informationsecurity/downloads/ROBinterconnection.pdf.


