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I. PURPOSE
 

This policy establishes the minimum mandatory requirements to ensure security for wireless data communications at the Centers for Disease Control and Prevention (CDC).
[2]  It applies to the transmission of data by broadcasting it through the air rather than transmitting it through the use of a physical wire or optical cable.
 

II. BACKGROUND
 

Technology permits us to eliminate the wires which have traditionally connected computing and communication equipment together to exchange voice and data.  While this “untethering” increases mobility and function, it also increases the ease with which unauthorized access can be gained to the voice and data transmissions, and to the systems directly and indirectly connected to the wireless communications devices.  
Since CDC can not physically control the air though which wireless communications travel (i.e. there is no wire fully contained within a CDC facility nor a communication line leased for the exclusive use of the CDC), agency officials must carefully evaluate the security risks of wireless communications to determine if there is adequate business justification to permit wireless rather than the use of existing wired solutions.
 

III. SCOPE
 

This policy applies to equipment capable of wireless communications if:
         the device is used to connect (via any connection—wired or wireless) to the CDC intranet or to any network or system owned by or operated on behalf of the CDC (whether on or off site, including contractors providing services to the CDC),
         non-public data obtained from the CDC (regardless of the owner of the data) is stored on or accessible by the device, or
         the device is owned or leased by the CDC or is operated by a person while acting on behalf of the CDC, and contains non-public data from any source.
 

Equipment with wireless capabilities covered by this policy includes, but is not limited to:
         wireless local area networks (WLANS), including computers capable of connecting to WLANs,
         handheld devices including personal digital assistants (PDAs) and Blackberry™ brand communication devices,
         cell phones and two-way pagers,
         accessories such as printers, copy machines, and keyboards, and
         any other device which uses wireless communications.
 

This policy does not apply to:
         the transmission of voice or other human audible sound,
         the transmission of messages to receive-only pagers, provided that the messages were originally addressed to the pager and were not automatically forwarded from an internal CDC e-mail account, and do not contain sensitive information,
         external access to external public resources (such as accessing the CDC public web site from the Internet), or
         remote control devices (such as remote controls for TVs and VCRs) and wireless mice which communicate in one direction only, provided that there is no potential for harm if unauthorized commands were received by and executed by the device being controlled.
IV.  POLICY
CDC wireless standards, guidelines, and procedures shall comply with and enforce all requirements specified in the National Institute for Standards and Technology’s (NIST) Special Publication 800-48, 800-53, and other applicable guidance.
Wireless communications shall be considered external or remote communications (i.e. the same as access via dial-up or from the Internet) and shall be governed by all rules which apply to remote communications or remote access.  This includes, but is not limited to, the requirement for the use of a hardware firewall between any external device (including all wireless devices covered by the policy) and the CDC internal network (intranet).
All wireless communications shall be encrypted using validated NIST-approved encryption.  
In the absence of specific CDC guidance (in any form including policies, standards, guidelines, or procedures), compliance with any guidance from the Department of Health and Human Services (HHS) is mandatory.
 

V. RESPONSIBILITIES
 

The security of CDC/ATSDR information is a critical agency responsibility which requires wireless technology to be approved, deployed, and maintained in strict accordance with current laws, regulations, and policies.  This important responsibility is shared by all organizations and individuals at CDC/ATSDR as delineated in this section. 
 

A.       Information Technology Services Office (ITSO)
 

In accordance with CDC and HHS policies and procedures and other federal mandates, ITSO shall publish and maintain approved:
· Standards, guidelines, and procedures for the deployment and operation of wireless devices at the CDC and specification of the approved configurations for those devices. 

· Listings of wireless devices that are authorized for deployment at the CDC or, for non-configurable wireless devices (e.g. keyboards, mice), technical specifications that are authorized for deployment at the CDC.  
· Architecture for wireless deployments that specifies which devices are required (i.e. firewalls), how they will be interconnected, and specification of procedures for detecting if the configuration of configurable wireless devices is changed from the device’s approved configuration. 

 

B.   Office of the Chief Information Security Officer (OCISO)
 

In accordance with CDC and HHS policies and procedures and other federal mandates, OCISO shall:
· Approve the CDC wireless architecture, device configurations, standards, guidelines, and procedures created by ITSO prior to their publication. 

· Approve the use of all wireless devices that are not compliant with the CDC wireless standards prior to the procurement of such devices.  
· Approve the configuration management and change control procedures of all wireless devices that are not compliant with the CDC wireless standards. 

· Conduct internal control reviews for compliance with this policy. 
 

C.  CDC employees, contractors, and others
 

All individuals within CDC owned, leased, or operated facilities; or using or connecting to computer equipment or systems operated by or on behalf of the CDC shall comply with this policy and its subordinate standards, guidelines, and procedures for the deployment and operation of wireless devices.  Non-compliance can result in disciplinary action, including revocation of access to CDC information technology resources.
 

D.  Supervisors and managers
 

Supervisors and managers shall ensure no unapproved wireless equipment is used by employees and ensure employee adherence to this policy.  In addition, supervisors and managers will assist ITSO and OCISO in implementation of this policy to protect CDC/ATSDR information. 
 

VI.  PROCEDURES 
 

ITSO shall publish standards, guidelines, and procedures for wireless data transmission at CDC no later than November 30, 2005.  All wireless devices that are not compliant with the CDC wireless standards must have OCISO-approved configuration management and change control procedures in place no later than November 30, 2005. 
 

A. New wireless implementations
 

Effective upon publication of this policy, all new CDC wireless equipment and communications must conform to the requirements of this policy.  New wireless equipment and communications shall comply with the CDC wireless standards, guidelines, and procedures issued by ITSO or must have OCISO approval of configuration management and change control procedures prior to procurement.
 

B. Existing wireless implementations
 

Existing wireless implementations must comply with this policy no later than November 30, 2005.  Non-compliant communications must cease no later than November 30, 2005.  Non-compliant equipment must be decommissioned (permanently physically disconnected from power and communication sources) by this date.  All other security requirements (such as certification and accreditation) still apply to these systems, and security deficiencies must be addressed through the established “Plan of Action and Milestones (POAM)” process.  Additional information is available from OCISO.
 

C.  Removal of non-compliant equipment
 

If a non-compliant wireless device is located that, in the determination of the Director, ITSO or the CDC Chief Information Security Officer, presents a serious threat to CDC/ATSDR information security it may be physically disconnected and removed from any CDC network.
Action by ITSO or OCISO, may be made immediately—and without notice—to disconnect any non-conforming equipment and to remove any non-compliant equipment (whether connected to the network, in use, or not).  
However, where time and security limitations permit, notification will be made to organizational management where the non-compliant equipment is located prior to removal.  The protection of CDC/ATSDR critical information and the safeguarding of evidence are recognized as the controlling factors in any notification. 
The custodian of record will be notified within one working day of the removal of equipment bearing a CDC bar-coded property tag.  The appropriate management official will be notified about the removal of equipment which does not bear a CDC bar-coded property tag. 
Disposition of property removed will be made based on the nature of the incident by Directors, ITSO and OCISO, and appropriate center, institute, or office (C/I/O) management officials.
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[1] References to CDC also apply to ATSDR.



[1] Policy revised for clarity and to remove some outdated information. 
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