
Sample Generic Policy and High Level Procedures
 for

Marking, Handling, Processing, Storage, and Disposal of Data

Issue Statement

Unauthorized access to documents containing Large Service Applications (LSA) data could prove very damaging to the XX Agency.  LSA data contains high sensitivity designation specified in the XX Agency Automated Information Systems Security Program (AISSP) Handbook.  Highly sensitive data needs to be protected from unauthorized disclosure, fraud, waste, and abuse.  To protect the security and privacy of the information, there are a variety of security mechanisms that provide physical and environmental protection and accountability for documents, printouts, tapes, diskettes, and other media containing data/information.  All users of the LSA data must become familiar with the requirements for protecting LSA information.  For example, labels are used to identify media with special handling instructions, to locate needed information, or to log media (e.g., with serial/control numbers or bar codes) to support accountability.  When media is disposed of, it is important to ensure that information is not improperly disclosed. 

Organization’s Position

XX Agency has been entrusted with sensitive, private data to accomplish its goals.  For the success of XX Agency programs, and to meet legislatively-mandated privacy requirements, XX Agency must keep that data secure.  All data that is collected, maintained, and processed by the XX Agency is considered highly sensitive and will be marked, handled, processed, and disposed of based on the requirements of that sensitivity level.

Applicability

These procedures apply to data contained in the LSA system.

Roles and Responsibility

Information Systems Security Officer (ISSO) shall ensure procedures are in place for the following:

· Approve, as needed, reproduction of sensitive data files.

· Sign for, or designate an alternate to sign for, receipt of registered, certified, or express mail which can contain sensitive data.

· Review the transmittal logs on a monthly basis to ensure all tapes and hard copies are accounted for and to resolve any discrepancies.

· Identify in the security plan the disposition procedures for media no longer used to process or store sensitive information.

Supervisors shall:

· Ensure that employees are aware of the LSA security requirements.
· Monitor employee activities to ensure compliance with all security requirements and legal requirements.

· Ensure that only XX Agency authorized software runs on LSA automated information systems.

· Approve, as needed, reproduction of sensitive data files.

· Sign for, or designate an alternate to sign for, receipt of registered, certified, or express mail which can contain sensitive data.

· Review the transmittal logs on a monthly basis to ensure all tapes and hard copies are accounted for and to resolve any discrepancies.

· Identify in the security plan the disposition procedures for media no longer used to process or store sensitive information.

System/Application Administrators shall:

· Designate the user profiles.

· Establish and communicate the safeguards required for protecting their systems, data, and databases.

· Ensure that sensitive data are not stored on personal computer's hard disks. 

· Track data sets from creation through destruction.

Users shall:

· Adhere to the security safeguards required to protect sensitive data, databases, and application systems. 

· In accordance with the data rules listed below, appropriately identify, date, and mark sensitive information originated, produced, or processed by LSA.

· Ensure that media containing sensitive data are labeled: “This contains SENSITIVE INFORMATION” and are stored in key-locked or combination-locked filing cabinets when not in use.

· Do not store both sensitive and non-sensitive data on the same media.

· Ensure that sensitive information is not printed on printing devices that use printer ribbons.

· Do not leave computers unattended when processing sensitive data or when sensitive data or a critical application system is resident in memory.

· Sign for all data sent, received, or transported.

· Shred sensitive printed products and appropriately dispose of other data storage media when no longer needed.  

Data Rules

· All LSA data/information is highly sensitive and should be dated and marked as such.  External labeling shall include special handling instructions (e.g., log/inventory identifiers, controlled access, special storage instructions, release or destruction dates). 

· All LSA information transported through the mail or courier/messenger service shall be double-sealed, the second envelope shall be marked “CONFIDENTIAL Designated Official Only.”

· The receipt and delivery of sensitive data must be monitored and accounted for to ensure that data is not lost and potentially compromised while in transit. 

· Sensitive data shall only be given to those employees with a need to know and who have authorized access in the performance of their official duties.

· Sensitive information must not be left unattended, even temporarily.   Sensitive data must remain in the employee’s physical control at all times.  Sensitive material should be kept in a secure safe or a locked cabinet and returned to the safe each evening or during any lunch periods or breaks greater than 30 minutes.

· Sensitive information shall be turned over or be put out of sight when visitors are present.

· Physical, environmental protection controls shall be provided for sensitive data contained in a media storage vault or library.

· Sensitive information shall not be discussed outside LSA restricted areas.

· Sensitive information being hand-carried must be kept with the individual and protected from unauthorized disclosure.

· Diskettes and other magnetic storage media that contain sensitive data must be sanitized when they are no longer needed to store the sensitive data. A degausser which meets XX Agency specifications may be used to purge most magnetic media.  Software overwrite procedures are an alternative to degaussing rigid media.  Magnetic floppy disks containing sensitive information may also be destroyed by burning or shredding.  Crosscut shredders, which produce a residue particle size not exceeding 1/32 of an inch in width by ½ inch in length, may be used to destroy magnetic floppy disks that have been removed from the protective covering.

Compliance

Unauthorized personnel are not allowed to see or obtain sensitive data.  The gross negligence or willful disclosure of LSA information can result in the imposition of administrative penalties or prosecution for misdemeanor or felony resulting in fines, imprisonment, civil liability, and/or dismissal. 

Supplementary Information

XX Agency Automated Information Systems Security Program Handbook

May 1994

XX Agency Administrative Penalties for Computer System Access Violations

Points of Contact 

Information Systems Security Officer
LSA Security Officer – XX Agency Site

� This document was written for a large application it can be modified to serve as a chapter in an organization’s information security manual by replacing any reference to one application with the words “all systems.”
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