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Holidays Online: FREE is not free!


STOLEN CREDIT CARD NUMBERS, USB DRIVES, GIFT CARDS, IDENTITY THEFT





However enticing, force yourself to decline offers of free software.  Almost all “free” software advertized in browser pop-up windows and through email has malware in it, designed to gather information about you, defraud you of money or even steal your identity.  “Free” programs can use various techniques to collect credit card or gift card numbers, social security numbers, examine your computer, or where you go on the Internet.    The bad guys, Black Hats, often gather this information and then use it to trick you into revealing additional information.  They use free software and social engineering techniques as an entry to install malware (malicious software including viruses, trojans, worms, bots, root kits and/or keystroke loggers) on your computer or coax you to visit a malicious website.  Be very suspicious.  Learn to think of “Free” as a synonym of “malware”.  Malware is usually free, recovering from it is not.





A popular scam this year is “free” USB drives.   They are given as advertising come-ons or are “lost” in a public place (mall or parking lot).  When the victim finds the USB drive and plugs it in to his or her computer (even to erase it), it immediately installs malware that can be difficult to detect and remove without reformatting and rebuilding the computer at considerable cost and inconvenience to you.


Awareness and avoidance of these scams is your only protection.  Free is not FREE!





Y,   IT Sec U—R—IT?  





…because we’re under constant attack.  Each person is the front line of defense in a cyber war.  70% of all data loss happens because of actions by an organization’s own employees.  IT Sec U—R—It—Y is a short, visible, easily identifiable reminder that all the millions of dollars MMS has spent on securing computers can be circumvented in seconds by an unknowing action.  Hard to believe?  How many websites display pops up “ads”?  Do you know THE ONLY WAY to close that ad so no malware is activated?  (ALT+F4)  When was the last time a file you needed was accidentally deleted?  Did an MMS insider or outsider cause it?





There are hundreds of thousands of weaknesses the bad guys can use to gain access to a computer’s data.  It is impossible for the good guys to protect 24x7 against that many weaknesses, when the bad guys only need access for less than a second to exploit a single unprotected weakness.  So...Sec U—R—It !!





              






































For Managers


Information and data on computers is the second most important asset an organization has after its people.  The purpose of IT security is to safeguard the information stored on MMS’s computers so it is available when needed.   IT governance is the bridge between MMS business the technical communities that assures the business gets the most value out of its IT investment.  IT staff are only custodians of the business’s data, NOT the owners of it.   Modern managers must learn to manage data,  not just people.











@Home


� HYPERLINK "http://staysafeonline.org/" ��http://staysafeonline.org/�   has good practical suggestions for keeping children safe on the Internet. 


 � HYPERLINK "http://www.esrb.org/index-js.jsp" \o "http://www.esrb.org/index-js.jsp" �http://www.esrb.org/index-js.jsp�   gives you information on types of websites that children are attracted to and their dangers.


Technology is not a substitute for talking to a child.  Just as keeping a child away from a red light district is important, educating children where not to go on the Internet is important.  Learn about and discuss how to safely browse the Web, send Instant Messages, play games and use email.   Where to start?  Much of what you should tell a child is similar to what is done here at MMS.  Next time you read the Rules of Behavior, think about how you would apply them at home.








For IT Professionals


Black Hats are motivated to constantly learn and apply what they learn to break in to systems.  Good, competent system administrators, software developers, web developers and database administrators have to stay abreast of what the bad guys are doing.  This means constantly keeping up with the new directions Black Hats are moving.  Security is best applied in initial stages of software development.  Studies have shown the “rule of 6” for software development.  A $1 fix  in the requirements phase will cost (x6=$6) to change in the design phase, and cost x6=$36 to fix in the Coding/building phase;  x6=$216  to fix in the testing phase and x6 again to fix in the production phase,  for a relative increase of 1296  times for an initial $1 problem.











The Inside Scoop!


What was behind all the emergency updates and reboots during November 2008?  Well, Microsoft releases patches to their software on the 2nd Tuesday of every month (Patch Tuesday).  Late in October, a weakness in Windows XP was found that was so serious that Microsoft issued an “out of band” patch MS08-067 (67th patch issued in 2008).  US-CERT, the government organization that tracks computer incidents, recommended immediate application of the patch.  The DOI Chief Information Officer (CIO) issued a mandate to apply the patch to all DOI computers immediately.





Another serious vulnerability was disclosed the week before Thanksgiving. Symantec issued an updated detection signature to protect computers against it.  MMS immediately distributed the Symantec signature update.       Is your home computer patched and updated?





@Home Computer Protection





MMS utilizes a standard software image to automatically apply security controls that protect our computers and data from vulnerabilities, malware and nefarious behavior.  Home computers require similar controls to ensure your personal data and resources are protected.  Suggestions for safe home computing include:





Use malware (virus, spyware) protection software


Use a firewall


Use strong passwords (use several characters you can reach with your “right pinky”)


Delete email from strangers (the modern version of “don’t take candy from strangers!”)


Don’t download, install or run programs of unknown origin


Un-“Hide extensions for known file types” so you can see the .extension (My Computer-Tools-View)


Keep all applications (including operating system and anti-malware) patched


Turn off your computer or disconnect from the network when not in use


Disable Java, JavaScript, and ActiveX if possible (Internet Explorer)


Disable scripting features in email programs


Make regular backups of critical data to CD/DVD or USB drive





“They have computers, and they may have other weapons of mass destruction.”  (Janet Reno, former Attorney General)





The Next Issue 


….will include answers to questions received before December 31, 2008 








Your Questions:  If you have questions about IT Security issues or items in this newsletter, click on this link or please send an email to � HYPERLINK "mailto:MMSITSecurity@mms.gov" ��MMSITSecurity@mms.gov�  for inclusion in the next issue.








: 





The first rule of any technology used in a business is that automation applied to an efficient operation will magnify the efficiency. The second is that automation applied to an inefficient operation will magnify the inefficiency. (Bill Gates)








Test Yourself:


Question: In the past, malware was mainly introduced by copying files between floppies and other moveable media.  What is the current, most common method of distribution of malware?


email attachments


enticing web advertisements


web bots or bot networks


USB drives and DVD disks


Answer: 


Malware serving web pages are detected at a rate of 6000 per day or one every 14 seconds so answer b is correct.
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