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Y,   IT Sec U—R—IT?





We’re under constant attack.  Each person is the front line of defense in a cyber war.  70% of all data loss happens because of actions by an organization’s own employees.  IT Sec U—R—It—Y is a short and easily identifiable reminder that many of the security controls implemented by MMS can be circumvented in seconds by an unknowing action.  Hard to believe?  How many websites display pops up “ads”?  





There are thousands of weaknesses hackers can use to gain access to a computer’s data.  It is impossible for the good guys to protect 24x7 against that many weaknesses, when the bad guys only need access for less than a second to exploit a single unprotected weakness.  So...Sec U—R—It !











Written by Lydia.Lourbacos@mms.gov





If   IT  Security Were a Super Bowl Team…





Here’s the game plan:  We have to play.  Quitting or changing the rules is not an option. Our team can’t have offensive players, only defensive.  Since we don’t have an offense, we can never score!    The very best we can hope for is ... (continued on page 4) 
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Clickjacking


What is transparent to Internet users, simple to implement and difficult to stop?  “Clickjacking”.  Clickjacking occurs when hackers hide malware under the cover of the graphic content (pictures) on a legitimate web site.  Similar to carjacking, clickjacking yanks you out of the driver’s seat of your browser and drives you, against your knowledge or will, to hostile computer code.  When selecting a clickjacked link on a web site, your browser activates the hidden code behind that clickjacked link and executes the hacker’s content or attack.     What can you do to avoid it?  Not much.   Be alert to what a page does when you click on it’s links, make it a habit to know and check the URL  especially for financial sites like your  bank or credit card payment pages, patch your computer, don’t click on all links and attachments.   This newsletter will help you develop healthy suspicion.
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For Managers


Supporting IT Security is good business and good management.  It is a fact that business will not revert to doing it the way we did before computers.  The volume of data we currently use and the speed at which data are manipulated now, mean we have to use computers to stay competitive and provide services to our customers.  There are five reasons for incorporating IT security at project start: laws, reputation, money, staff, and efficiency.  Laws are enacted to alleviate wide spread problems and standardize corrections.  No manager wants the public embarrassment of a security breach.  Planning security from the beginning stages reduces money spent fixing flaws over the life of the project.  Good security mandates planning, should automate and simplify, reduce staff effort, and yield efficiency.  If it doesn’t, it doesn’t mean security is bad, it means it was planned poorly.  Good IT security is good business.








@Home


Perhaps the most compelling case for securing computers can be made where it matters to us the most, at home; safeguarding bank accounts, credit cards, identity information and your children from online predators.  In no other place is your interest in the relationship between computer security and the data that are most important to you so clear.  At home, only you are responsible for computer security.   There is equal responsibility at work because of the shared nature of the network.  That’s why IT-Sec-U-R IT!





For IT Professionals


IT security has gotten a bum rap.  IT pros complain bitterly about how much time they spend fixing security problems.  The reason time is being spent now is because a little extra time and testing wasn’t taken in the planning stages to eliminate the flaws at the onset.  Much of the time spent now could have been eliminated if standards had been written, tested and followed at the onset of the project, whether it was a desktop, server, database or software application.  Having secure applications and devices means changing the way we approach IT projects.  It means thinking connections and implications through from the beginning.  Yes, it takes a little extra time, but in the long run it saves time and frustration.








The Inside Scoop! Password Length





Passwords are the single most powerful protection for MMS data.   In early systems, passwords were stored in 16 character fields (14 characters plus two “check fields” to total 16 characters).   





Hackers wrote password cracking programs that split the 14 characters up to crack two 7 character fields as this was quicker than cracking one 14 character field.   They’d work on one half (7 characters) and use the results to crack the other half.  It is now simple to crack the 8th character and then use that to crack the first 7 due to advances in computer processing capabilities, complicated cracking formulas, digital dictionaries and lists of previously cracked passwords.  All of this means that 8 character passwords are actually less secure than 7 character passwords!





The 7+7 approach still used by cracking programs can be overcome by using a 15 (or more) character password as the cracking programs register the 15th character as an error and don’t try to crack the password.  Cracking programs also have “levels” of cracking.  The characters it takes them longest to crack are mostly on the lower right corner of keyboards, reachable with your right-most fingers (right-ring & pinky).   An easy way to remember a 15 character password is to use the first letters of song lyric words and punctuate them with the “right pinky” characters ‘ “ / . > [ .<  { ] etc.





The bottom line:  use a 15 character password! It’s only 3 characters more than the DOI requirement of 12 and is significantly more secure.   





Book Review:  The Cuckoo’s Egg by Cliff Stoll





If you like intrigue, espionage or mysteries, then The Cuckoo’s Egg is a must read page turner, complete with villains, love story and heroes, but beware, every word of it is true, not one word is fiction.  Cliff Stoll was a likeable young astronomer at Berkeley who moved into the computer section in the late 1980s.  In the first couple of weeks on the job he discovered a $0.75 error in a program that billed computer time to various departments in the University.  In pursuing the cause of the error he discovered that someone was hacking into the University’s network and began a 10 month hunt for “Hunter” during which he repeatedly begged the FBI, CIA, NSA, Army and other federal agencies to investigate the hacker who was wandering freely through military computer systems across the US and around the world. 


	The book reads like a thriller, is non-technical and easily understood without specialized computer knowledge, yet is accurately enough written that computer professionals won’t be disappointed. 





"I don't have a bank account because I don't know my mother's maiden name." 


-Paula Poundstone, American Stand-up Comic








A good programmer is someone who always looks both ways before crossing a one-way street. — Doug Linder








The best way to get management excited about a disaster plan is to burn down the building across the street. — Dan Erwin, Security Officer, Dow Chemical Co.








Test Yourself:


Question: What is THE ONLY absolutely sure way of closing a pop-up box with no chance of activating malware in it?


Click on the X in the upper right corner


Click one of the buttons in the pop-up


Press CTL+Z keys


Press ALT+F4 keys


Answer:  Popups can be programmed to activate malware by clicking anywhere in the popup so answers a and b are not advisable. CTL-Z will have no effect. Always press ALT+F4 to close pop-ups without activating potential malware.
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(continued from page 1)


...to prevent invisible attackers from carrying the football into our end zone.  (The best we could do is “win” with a 0-0 tie.)   The only other play we have is to put our defensive backs behind the goal posts to provide aid to the spectators if the invisible ball hits them.  





In the computer world, the defensive line is the boundary router (a special purpose device that acts like a traffic cop, directing information in transit) which separates us from the rest of the world.  Between the boundary router and the inside network is a “firewall” (another special purpose device) which like the goal post, prevents all but authorized traffic from passing into the internal network through a specific path.   The defensive backs can be any of several devices and applications.  An Intrusion Detection System (IDS) monitors the traffic coming in the firewall for suspicious addresses and behavior.   There will be a log analysis server which collects all logs from servers and alerts IT staff to abnormal behavior.  Network Access Control (NAC) looks for devices that should not be on the network and shuts down their access to the internal network.


Thanks to JW in GOMR for suggesting this approach.





Answers to Reader Questions (Received by 12/31/2008)


NOTE: For @Home computers only.  The standard MMS desktop image has fixed security settings.


Last month, DM, KER, MC asked how to disable Java, JavaScript and ActiveX in IE.  Here are the answers:


Disable Java, JavaScript, and ActiveX if possible (collectively called Mobile Code)


Disable scripting features in email programs


Numerous security holes in many browsers are related to JavaScript. It can be used as a tool to exploit security holes elsewhere.  JavaScript manages the content and appearance of a page, and is run in the browser e.g. for pop-ups, animations, sounds, disabling the “back” button on scroll bars, etc.  JavaScript is enabled by default.  If you disable it, you may encounter various errors while surfing the Internet. 





Java is a programming language developed by Sun Microsystems and is derived from the C and C++ programming languages.  It can be compiled to run on a “Java Virtual Machine” on any computer.  It is an “add-on” program in Internet Explorer.





Active X is a program that lets programmers perform certain actions that work over the Internet through web browsers.  Examples include gathering data, viewing certain kinds of files, and displaying animation.  Like JavaScript, Active X runs from within the web browser.  Active X is only compatible with Windows browsers. Active X gets a high level of control in the browser and malware is often distributed as Active X content.





To disable Active X (Windows IE only): Open Internet Explorer:


Tools-Internet Options-Security tab- Custom


Scroll down to ActiveX Controls and Plug-in


Click Disable





To disable JavaScript: (for other browsers do an internet search on “disable JavaScript”)


Continue scrolling to Scripting – Active Scripting


Click Disable (or Prompt)





To disable Java: Open Internet Explorer (for other browsers do an internet search on “disable Java Plug-in”)


Tools-Internet Options – Programs- Click Manage Add-ons


Highlight Java Plug-in and Under Settings select Disable





To disable scripting in email programs:  disable JavaScript and Active X in IE and make sure that the word processor is Rich Text or Plain Text, not HTML so that any Active X, Java, or JavaScript embedded in the email won’t run.


Anything else you’ve been wondering about?  Send questions for next month’s issue to � HYPERLINK "mailto:MMSITSecurity@mms.gov" ��MMSITSecurity@mms.gov� by Jan 31, 2009









































Your Questions:  If you have questions about IT Security issues or items in this newsletter, click on this link or please send an email to � HYPERLINK "mailto:MMSITSecurity@mms.gov" ��MMSITSecurity@mms.gov�  for inclusion in the next issue.
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