
Sample Generic Policy and High Level Procedures
 for

Review of Information Technology (IT) Systems

Issue Statement

XX Agency Automated Information Systems Security Program (AISSP) Handbook and the Office of Management and Budget Circular A-130, Management of Federal Information Resources, Appendix III, Security of Federal Automated Information Resources requires all sensitive applications to be reviewed at least every three years or when any significant change occurs to the system. This review includes both the actions of people who operate or use the system and the functioning of the technical security controls.  The review process provides awareness that the system and data is or is not adequately protected from unauthorized disclosure, fraud, waste, and abuse.  

Organization’s Position

XX agency has been entrusted with sensitive, private data to accomplish its goals under the “Privacy Act.”  For the success of XX Agency programs, and to meet legislatively-mandated privacy requirements, XX Agency must keep that data secure.  A formal management review covering the physical, personnel, training, and technical security controls must be conducted every three years or when a significant modification occurs.  Any deficiencies, i.e., no assignment of security responsibility, no security plan, or no certification/accreditation must be reported as required in OMB Circular A-123, Management Accountability and Control and under the Federal Managers’ Financial Integrity Act.

Applicability

These procedures apply to data contained in the Large Service Application (LSA).

Roles and Responsibility

Director, Federal Systems shall:

· publish and maintain policy guidelines for conducting LSA system security reviews

· provide management oversight of the LSA system security reviews, 

· review findings, recommendations and corrective actions, and

· report any deficiencies under OMB Circular A-123, Management Accountability and Control or Federal Managers' Financial Integrity Act.

Information Systems Security Officer (ISSO) shall:

· prepare policy guidelines for conducting LSA system security reviews, 

· ensure LSA system security reviews are conducted every three years or when a system is significantly modified, 

· review findings, recommendations and corrective actions, and
· report any deficiencies under OMB Circular A-123, Management Accountability and Control or Federal Managers' Financial Integrity Act.
Supervisor shall:

· conduct an LSA system security review every three years or when the system is significantly modified, 

· provide the ISSO with documented findings, recommendations, and corrective actions resulting from the review, 

· provide the ISSO with monthly written status report of corrective actions, and

· update the security plan to reflect the results of the review and the corrective actions planned or taken. 

LSA Security Officer - XX Agency Site shall:
· work with XX Agency security personnel to conduct an LSA system security review every three years or when the system is significantly modified, 

· provide the ISSO with documented findings, recommendations, and corrective actions resulting from the review, 

· provide the ISSO with monthly written status report of corrective actions, and 

· update the security plan to reflect the results of the review and the corrective actions planned or taken. 

IT Security Review Policy

· Internal or external organizations or groups may conduct the LSA system security review.  The review shall be independent of the manager responsible for the system.

· To meet the requirement of a formal IT security review, the supervisor should consider using the following: 

· NIST Special Publication 800-14, "Generally Accepted Principles and Practices for Securing Information Technology Systems"

· NIST Special Publication 800-18, "Guide for Developing Security Plans for Information Technology Systems"

· Reports of previous audits, i.e., Inspector General's, Internal Revenue Service

· NIST Special Publication 800-26, “ Security Self Assessment Guide for Information Technology Systems”

· Penetration testing and use of automated audit tools

· General Accounting Office "Federal Information System Control Audit Manual" (FISCAM)

· The review shall be documented with recommendations, dates for corrective actions, and follow-up to ensure completion.

Compliance

The requirements to perform an IT system security review are contained in the XX Agency AISSP Handbook and in the Office of Management and Budget Circular A-130, Management of Federal Information Resources, Appendix III, Security of Federal Automated Information Resources.

Supplementary Information

· NIST AISSP Handbook, May 1994

· NIST Special Publication 800-14, "Generally Accepted Principles and Practices for Securing Information Technology Systems"

· NIST Special Publication 800-18, "Guide for Developing Security Plans for Information Technology Systems"

· General Accounting Office "Federal Information System Control Audit Manual" (FISCAM)

· NIST Special Publication 800-26, “Security Self Assessment Guide for Information Technology Systems”

Points of Contact 

Information Systems Security Officer
LSA  Security Officer - XX Agency Site

Security Assessment Tool

The Child Support Program has recently made tremendous strides.  In the early 90’s the program was in the planning stages and had some automation.  In the late 90’s the automation hit fast and furious—the expanded Large Service Applications (LSA), CSENet 2000, and 43 States and Territories had certified statewide-automated systems.  With all the automation the 90’s brought us what can we expect in 2000 and beyond? 

The vast amount of information available to the child support program brings serious security implications to our day-to-day operations.  Identity Theft is reaching epidemic proportions; cyber-hacking is front-page news; and new viral threats are created daily.  Over 1 million people are hurt in the workplace annually due to workplace violence.  How much do child support managers play a role in this?  Managers are responsible for “safety in the workplace”.  What exactly does safety in the workplace mean?  Let’s look at this in what we refer to as a “Security Trilogy.”  PEOPLE:  the foundation of security begins with hiring highly qualified, conscientious employees and providing solid training as well as a safe and secure environment.  DATA:  the core of the child support program is the data that is available to the child support program—now more than ever we have access to an unprecedented amount of private information on Non-Custodial Parents (NCP’s) and Custodial Parties (CP’s).  We must take proactive measures to secure this data.  FACILITIES: the work location must provide for a safe and secure environment for employees and information.  

How does this impact the Child Support Program?  Managers can set the tone for security.  Your agency can be held liable for negligence—from hiring unqualified personnel to allowing harm to come to your employees, NCP’s, and CPs.  In order to provide for a secure workplace, you must identify and evaluate the risks your agency faces.  You must implement safeguards and continually update ongoing security programs.

The attached Assessment Tool is designed to help you assess your agency’s strengths and weaknesses with respect to security issues.  Please use this tool to evaluate each area, which will provide an assessment of where your office stands today.  You will find helpful information and suggestions that will assist you in each area.  Remember, every action you take will positively impact the child support program—making a strong program stronger! 

	ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent



	

	
	

	Written Policies and Procedures
	1

2

3

	
	

	1. The agency has a security mission statement.


	(

(

(


	2. There is a formal definition of objectives and formal policy statement on security endorsed by agency management.


	(

(

(


	3. There is a formal manual defining the agency’s security standards and procedures.


	(

(

(

	4. Changes in security practices are incorporated into the manual and disseminated to staff.


	(

(

(

	
	

	TOTAL =
	(       (          (


	

	Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

4-6
=
No action necessary.

7-12
=
Review written policies and procedures.*

*For information and resources available from XX AGENCY on Security see page 14:  Security Resources



	


	ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent



	
	

	Physical Security


	1

2

3


	1. Employees are required to wear ID badges.


	(

(

(


	2. Access to the building is controlled.


	(

(

(


	3. Armed security guards are present.


	(

(

(


	4. Procedures are established concerning possession of weapons; visitors are either permitted to possess weapons, or are disarmed.  If visitors are disarmed, there is a secured holding place for the weapon.


	(

(

(


	5. Interview rooms or offices where the public is present with a worker are supplied with panic buttons.  Polices and procedures are in place for action when the button is activated.


	(

(

(


	6. Interview rooms are separate from employee work areas.


	(

(

(


	7. Video cameras are placed in strategic locations throughout the office.


	(

(

(


	8. All public access entryways have metal detectors.


	(

(

(


	9. All employee parking areas are sufficiently lighted.


	(

(

(



	ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent




	10. Cypher lock codes are frequently changed.


	(

(

(


	11. Furniture in interview rooms is situated for employees to have direct and easy exit (escape route).


	(

(

(


	12. Reception personnel are protected with bulletproof glass.


	(

(

(


	13. The public utilizes separate bathrooms.


	(

(

(


	14. Procedures are in place that dictate appropriate responses to viral and bacterial threats (Anthrax, etc.).


	(

(

(


	15. Procedures are in place that dictate appropriate security and safety drills.


	(

(

(


	16. State or local police departments provide periodic security assessments.


	(

(

(


	17. Contact numbers for police, fire, and emergency personnel are easily accessible to all staff.
	(

(

(


	
	

	TOTAL =
	(       (          (


	
	


	
	

	Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

17-20
=
No action necessary.

21-51
=
The safety of your staff and information may be at risk.  Review the physical safety 


section and carefully evaluate any answers that are marked 2 or 3. 

*For information and resources available from XX AGENCY on Security see page 14:  Security Resources




	

	


	ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent



	
	

	Personnel


	1

2

3

	1. Job descriptions include accountability for security.


	(

(

(


	2. Applicant references and backgrounds are fully checked prior to employment.


	(

(

(


	3. Security and reference checks are completed on temporary and contract staff.


	(

(

(


	4. All employees sign a non-disclosure statement (or equivalent) at hire and annually.


	(

(

(


	5. Management personnel are responsible for security awareness on the part of the staff.


	(

(

(


	6. Management has taken steps to ensure that ALL employees are aware of the security polices and procedures.


	(

(

(


	7. Continuous updating of policies and procedures has been arranged to ensure that new or revised requirements are accommodated.


	(

(

(


	8. Policies, procedures, and disciplinary actions have been established to deal with  misuse of data.


	(

(

(



	ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent



	
	

	9. There are written policies on conflicts of interest, outside employment, accepting gifts, drug and alcohol abuse, and stealing company property.


	(

(

(


	10. There are written policies that address falsifying records.


	(

(

(


	11. Security responsibilities are included in employees’ performance evaluations.


	(

(

(

(

(


	12. Personnel are penalized for security violations.


	(

(

(

	
	

	TOTAL =
	(       (          (


	Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

12-14
=
No action necessary.

15-36
=
Your personnel practices may leave your agency open to negligence in hiring.  


Review the personnel
section and carefully evaluate any answers that are marked 2 or 3. 

*For information and resources available from XX AGENCY on Security see page 14:  Security Resources 




	ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent



	
	

	Training


	1

2

3

	1. Employees are trained not to leave computer terminals unattended.


	(

(

(


	2. A security training plan has been developed.


	(

(

(


	3. Training programs include a review of security objectives and polices.


	(

(

(


	4. Security training is delivered to all staff regularly and consistently per an established schedule.


	(

(

(


	5. Employees are trained on proper disposal of confidential documents to include secure containers and shredding of data.


	(

(

(


	6. All employees are trained in their roles and responsibilities as outlined in emergency, disaster response, and contingency plans.


	(

(

(


	7. Management is involved in measuring the effectiveness of the security initiatives.


	(

(

(


	8. Staff has been assigned, trained, and participated in tests of emergency, disaster response, and contingency plans.


	(

(

(


	TOTAL =
	(       (          (


	
	

	
	

	Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

8-11
=
No action necessary.

12-24
=
Your training practices may need to be reviewed to provide increased safety in the 


workplace.  Review the training section and carefully evaluate any answers that are 

marked 2 or 3. 

*For information and resources available from XX AGENCY on Security see page 14:  Security Resources




	


	ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent



	
	

	Budget/Resources
	1

2

3

	1. Budget and resources are dedicated to security initiatives.


	(

(

(


	2. Budget and resources are actually spent on security initiatives.


	(

(

(


	3. There a dedicated full-time Information System Security Officer (ISSO).
	(

(

(


	
	

	TOTAL =
	(       (          (


	

	

	

	

	

	

	Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

3
=
No action necessary.

4-9
=
Your budget and resources may need to be reviewed to ensure security is a priority.  

Review the budget and resource section and carefully evaluate any answers that are 

marked 2 or 3. 

*For information and resources available from XX AGENCY on Security see page 14:  Security Resources




	ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent



	
	

	Technical


	1

2

3

	1. Employees follow strict password and log-on protection procedures.


	(

(

(


	2. Virus detection and elimination software is installed on each personal computer.


	(

(

(


	3. Virus detection and elimination software is regularly updated automatically or manually.
	(

(

(


	
	

	4. Audit trails are established and monitored to prevent/reduce misuse of data.


	(

(

(


	5. Terminals are monitored closely to prohibit the installation of off-the-shelf and pirated software.


	(

(

(


	6. User access is restricted to minimum necessary to perform the job.


	(

(

(


	7. System tests are regularly conducted to determine if it is “hacker” proof.


	(

(

(


	8. All connections go through a “firewall” system.


	(

(

(



	9. Transmission of sensitive data is protected from unauthorized disclosure through encryption.
	(

(

(


	
	

	TOTAL =
	(       (          (


	
	

	
	

	
	

	Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

9-11
=
No action necessary.

12-27
=
Your technical resources may need to be reviewed to tighten security.  Review the 


technical section and carefully evaluate any answers that are marked 2 or 3. 

*For information and resources available from XX AGENCY on Security see page 14:  Security Resources 




	ASSESSMENT TOOL

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent




	
	

	Contingency Plans


	1

2

3

	1. Contingency plans are in place in the event of loss of personnel (strike, etc.), disasters, and emergencies.


	(

(

(


	2. Contingency plans specify who will (and how to) notify customers and staff in the event that the office is inoperable.


	(

(

(


	3. Contingency plans assign individual and team responsibilities in order to expedite mobilization of personnel.


	(

(

(


	4. Contingency plans are available that address back-up and recovery procedures.


	(

(

(


	5. Contingency plans have been tested and measured for effectiveness.


	(

(

(


	
	

	TOTAL =
	(       (          (


	Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

5-7
=
No action necessary.

7-15
=
Your contingency plans may need to be reviewed to ensure ongoing operations.  Review 

the Contingency Plans section and carefully evaluate any answers that are marked 2 or 3. 

*For information and resources available from XX AGENCY on Security see page 14:  Security Resources




Security Resources

The Child Support Enforcement Program—Securing the Future Video:  Produced by XX AGENCY, this 13-minute video draws attention to the data and physical security issues in child support enforcement.  Child support workers are privileged to have access to many powerful databases that provide them with timely and accurate data, which in turn improves our service to the children that we work so hard to support.  The video uses real life scenarios and interviews to demonstrate that the careless use of, or unauthorized access to, the data could result in physical harm to the families we serve, and that the data could be used in criminal activities such as fraud and identity theft.  The video discusses how protecting the data and ensuring the physical safety of our child support offices is essential to the continuation of our much-needed services.  In addition to the video, a copy of the script is available upon request.

The Child Support Enforcement Program—Securing the Future: Training of Trainers (TOT) Course:  This six-hour train-the-trainer course is designed to prepare trainers to deliver the security course to child support personnel.  The course focuses on raising security awareness and the need to make security a priority in your personal life, the child support program, and the office.  This course focuses on the changing world of technology and its impact on the job.  Participants in this course will receive all the materials necessary to deliver the course to child support workers  

The Child Support Enforcement Program—Securing the Future: A Manager’s Perspective:  Developed for managers in child support offices, this four-hour course is designed to focus on security from the manager’s perspective.  Managers will learn the critical role they play in ensuring security of information, personnel, and other assets, as well as the need for both security and disaster recovery plans.  The course will provide managers with an assessment of where they are in security preparedness and provide helpful tools to design and implement a comprehensive, successful security plan. 

The Child Support Enforcement Program—Securing the Future: The NXX AGENCY Perspective:  This course is currently being developed and will focus on the Network/Server/System Admissarator’s (NXX AGENCY) responsibilities in safeguarding and protecting data on state automated child support enforcement systems.  The course will provide the participants with assistance in assessing the security and safeguarding practices and procedures within the IT environment, as well as the need for both security and disaster recovery plans.

To obtain copies of course materials, please contact Julie Hopkins at (202) 401-6505 or via e-mail at jhopkins@acf.xx agency.gov.

� This document was written for a large application it can be modified to service as a chapter in an organization’s information security manual by replacing any reference to one application with the words “all systems.”
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