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Media Sanitization

Refers to the actions taken to 
render data written on media 
unrecoverable by both ordinary 
and extraordinary means.

NIST SP800-88
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Why Sanitize?
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NIST SP 800-53rev4
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Special Publication 800-53 Revision 4                                  Security and Privacy Controls for Federal Information Systems 
                                                                                               and Organizations 

________________________________________________________________________________________________ 

destruction, or tampering. Organizations establish documentation requirements for activities 

associated with the transport of information system media in accordance with organizational 

assessments of risk to include the flexibility to define different record-keeping methods for the 

different types of media transport as part of an overall system of transport-related records. Related 

controls: AC-19, CP-9, MP-3, MP-4, RA-3, SC-8, SC-13, SC-28. 

Control Enhancements: 

(1) MEDIA TRANSPORT | PROTECTION OUTSIDE OF CONTROLLED AREAS 

[Withdrawn: Incorporated into MP-5]. 

(2) MEDIA TRANSPORT | DOCUMENTATION OF ACTIVITIES  

[Withdrawn: Incorporated into MP-5]. 

(3) MEDIA TRANSPORT | CUSTODIANS  

The organization employs an identified custodian during transport of information system media 
outside of controlled areas. 

Supplemental Guidance:  Identified custodians provide organizations with specific points of 

contact during the media transport process and facilitate individual accountability. Custodial 

responsibilities can be transferred from one individual to another as long as an unambiguous 

custodian is identified at all times. 

(4) MEDIA TRANSPORT | CRYPTOGRAPHIC PROTECTION  

The information system implements cryptographic mechanisms to protect the confidentiality and 
integrity of information stored on digital media during transport outside of controlled areas. 

Supplemental Guidance:  This control enhancement applies to both portable storage devices 

(e.g., USB memory sticks, compact disks, digital video disks, external/removable hard disk 

drives) and mobile devices with storage capability (e.g., smart phones, tablets, E-readers). 

Related control: MP-2. 

References:  FIPS Publication 199; NIST Special Publication 800-60. 

Priority and Baseline Allocation: 

P1 LOW   Not Selected MOD   MP-5 (4) HIGH   MP-5 (4) 

 

MP-6 MEDIA SANITIZATION 

Control:  The organization: 

a. Sanitizes [Assignment: organization-defined information system media] prior to disposal, 

release out of organizational control, or release for reuse using [Assignment: organization-

defined sanitization techniques and procedures] in accordance with applicable federal and 

organizational standards and policies; and 

b. Employs sanitization mechanisms with the strength and integrity commensurate with the 

security category or classification of the information. 

Supplemental Guidance:   This control applies to all information system media, both digital and non-

digital, subject to disposal or reuse, whether or not the media is considered removable. Examples 

include media found in scanners, copiers, printers, notebook computers, workstations, network 

components, and mobile devices. The sanitization process removes information from the media 

such that the information cannot be retrieved or reconstructed. Sanitization techniques, including 

clearing, purging, cryptographic erase, and destruction, prevent the disclosure of information to 

unauthorized individuals when such media is reused or released for disposal. Organizations 

determine the appropriate sanitization methods recognizing that destruction is sometimes 

necessary when other methods cannot be applied to media requiring sanitization. Organizations 

use discretion on the employment of approved sanitization techniques and procedures for media 

containing information deemed to be in the public domain or publicly releasable, or deemed to 

have no adverse impact on organizations or individuals if released for reuse or disposal. 

APPENDIX F-MP   PAGE F-122 
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Media is Everywhere
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NIST SP 800-88rev1

• Revision released- December 2014

• Provides guidelines for organizations 
making practical sanitization decisions
– Considerations for sanitization and disposal

– Recommended sanitization methods

• Security categorization of information 
should drive sanitization decisions

• Technical guidelines cover full 
sanitization of media
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Document available at:
http://dx.doi.org/10.6028/NIST.SP.800-88r1

http://dx.doi.org/10.6028/NIST.SP.800-88r1


Roles and Responsibilities

• Information System Owner
Ensures that maintenance or contractual agreements are in place and are 
sufficient in protecting the confidentiality of the system media and information.

• Information Owner/Steward
Ensures appropriate onsite media maintenance while understanding sensitivity of 
information under their control.

• Senior Agency Information Security Officer
Ensures that IT security requirements for disposal and sanitization are 
implemented in a timely and appropriate manner.

• Property Management Officer
Responsible that for ensuring that reused/donated/destroyed media are properly 
accounted for.
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Categorize Data- FIPS 199
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Impact levels

Security Objective Low Moderate High

Confidentiality Unauthorized 
disclosure could have 
limited adverse 
effect.

Unauthorized 
disclosure could have 
serious adverse 
effect.

Unauthorized disclosure 
could have severe or 
catastrophic adverse 
effect.

Integrity Unauthorized 
modification/destruc
tion could have 
limited adverse 
effect.

Unauthorized 
modification/destruc
tion could have 
serious adverse 
effect.

Unauthorized 
modification/destruction
could have severe or 
catastrophic adverse 
effect.

Availability Disruption of access 
could have limited
adverse effect.

Disruption of access 
could have serious 
adverse effect.

Disruption of access 
could have severe or 
catastrophic adverse 
effect.



Sanitization Types
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• Resistant to keyboard attacks.Clear

• Resistant to laboratory attacks.Purge

• Resistant to recreation of 
mediaDestroy



Decision Flow
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Summary

• Security categorization of data

• Determine sanitization type
Considering:
– Security categorization of data

– Desire to reuse media

– If you will retain control of the media

• Select/perform media-appropriate method

• Verification of sanitization results
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Challenge and Trends

• New Technologies

– Advances in storage media

– Storage interfaces

• User-inaccessible Regions

• Wear-Leveling in Flash Memory

• Self-Encrypting Drives & Cryptographic Erase
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Sanitization Methods

Examples:

• Destroy methods

• Degaussing

• Overwriting/Block Erase

• Cryptographic Erase
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Destroy

• Definition: A method of sanitization that renders data 
recovery infeasible using state of the art laboratory 
techniques and results in the subsequent inability to use 
the media for storage of data

• Examples:
• Shred

• Disintegrate

• Pulverize

• Incinerate
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Degaussing

• Definition: To reduce the magnetic flux to 
virtual zero by applying a reverse 
magnetizing field

• Uses a strong magnet to sanitize magnetic 
media

• Process may be destructive

– Modern hard drives, some tape systems will be 
rendered unusable

– Lower-tech magnetic media might be reusable
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Overwriting/Block Erase

• Overwrite
– Writing data on top of the physical location of data 

stored on the media

– Single-pass typically sufficient for magnetic media

– Supports CLEAR, possibly PURGE

• Block Erase
– Electrical erasure of individual blocks in flash 

memory, generally resetting bits to “1”

– Supports CLEAR or PURGE

• SANITIZE Commands
– ATA and SCSI command sets support sanitization

– May overwrite/erase user-inaccessible areas
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Cryptographic Erase

• Definition: A method where the cryptographic 
key used to encrypt data is sanitized, making 
recovery of the (plaintext) data infeasible.

• Supported by some forms of media that 
transparently encrypt all data written to the 
media.

• Strength of sanitization based on strength of:
– Cryptographic algorithms and modules

– Management of cryptographic keys

– Sanitization of the key(s)

• Provides very fast sanitization

• Supports selective (partial) sanitization
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Media-Specific Recommendations

• Appendix A provides recommended 
sanitization methods for common media, e.g.,

– Hard copy (e.g., paper)

– Office equipment (e.g., copy/fax machine)

– Magnetic media

– Flash/Solid State media (e.g., SSDs, flash drives)

– Mobile devices

– Optical media
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Magnetic Hard Drives

• Clear
– Single-pass overwrite

• Purge
– ATA/SCSI sanitize command

(or similar) using OVERWRITE

– Cryptographic Erase

– Degauss

• Destroy
– Shred/Disintegrate/Pulverize/Incinerate
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Solid State Drives
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• Clear
– Single-pass overwrite

Warning: Overwriting on SSDs may be unreliable due to 
wear leveling.

• Purge
– ATA/SCSI sanitize command

(or similar) using BLOCK ERASE

– Cryptographic Erase

• Destroy
– Shred/Disintegrate/Pulverize/Incinerate



USB Flash Drives

• Clear
– Two-pass overwrite

• Purge
– Most do not support sanitize commands

– If supported, typically implemented using 
vendor-specific interfaces/methods

• Destroy
– Shred/Disintegrate/Pulverize/Incinerate
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Mobile Devices

• Clear
– Perform a factory or data reset

– Remote wipe

• Purge
– Vendor-specific capabilities

– Factory/data reset MAY effectively purge data using 
a block erase or cryptographic erase

– Consult SP800-88rev1 and vendor for more 
information

• Destroy
– Shred/Disintegrate/Pulverize/Incinerate
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Verification

• Verification ensures target data was 
effectively sanitized

• What to sample?
– If time/resources permit, verify each piece of 

media; or

– Representative sampling

• Caveats
– Not applicable to destructive methods

– Verification may not be possible with 
Cryptographic Erase

• Document verification results
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Documentation
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ISO/IEC 27040:2015

• Storage security

• ISO/IEC 27040 covers:

– Key storage and storage security concepts

– Associated Risks

– Security controls for storage architectures

– Guidelines on design/implementation

– Media-specific sanitization guidance
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Based on NIST SP800-88r1 Appendix A



Summary

• Security categorization of data

• Determine sanitization type
Considering:
– Security categorization of data

– Desire to reuse media

– If you will retain control of the media

• Select/perform media-appropriate method

• Verification of sanitization results

• Documentation
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Contact Information

Andrew Regenscheid

Andrew.Regenscheid@nist.gov

More Information

NIST standards and guidelines available at:

http://csrc.nist.gov
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