INEorRMATION SECURITY AND PRiIvacy Abvisory Boarp

Established by the Computer Security Act of 1987
[Amended by the Federal Information Security Management Act of 2002]

FINAL

MEETING AGENDA
July 13, 14 and 15, 2011

Homewood Suites by Hilton D.C.
1475 Massachusetts Avenue, NW Washington, DC 20005

*Please note: Speakers/times are subject to change without notice.

Wednesday, July 13, 2011

8:00AM. - B8:30AM. Welcome and Remarks
Dan Chenok, Chairman, ISPAB

830 AM. - 9:30AM. NIST Updates
Donna Dodson, Division Chief, Computer Security Division, NIST
930 AM. - 945AM. B-R-E-A-K
9:45AM. - 11:15AM. Cloud Security and Privacy
Earl Crane, (Moderator), Director of Cybersecurity Strategy, OCIO, DHS
Jim Reavis, Co-Founder and Executive Director, Cloud Security Alliance
(CSA) and President of Reavis Consulting Group, LLC
Laura Posey, Senior Security Strategist, Trustworthy Computing Microsoft
David Mihalchik, Head of Google Apps, Federal Google
11:115AM. 12:15P.M.  Current Status of the Cyber Legislative Process
Matt Grote, Senate Committee on Homeland Security & Governmental
Affairs
Denise Zheng, Senate Committee on Homeland Security & Governmental
Affairs
12:15P.M. - 1:45P.M. L-U-N-C-H
1.45P.M. - 2:45P.M. International Standards and Cybersecurity
Chris M. E. Painter, Coordinator for Cyber Issues, Office of the Secretary,
U.S. Department of State
245P.M. - 4:15P.M.  Doctrine for Cybersecurity
Fred Schneider, Professor, Cornell University
4:15P.M. - 4:30P.M. B-R-E-A-K
4:30P.M. - 530P.M.  NIAP Testing and Assurance

Shaun Gilmore, Lead Validator, NSA
Carol Houck, Director, NIAP, NSA Commercial Solutions Center

6:00 P.M.  Meeting Recessed
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Thursday, July 14, 2011
8:00 AM. ~

8:30 A.M.

Board Review of Dayl Meeting

8:30 A.M.

- 915AM.

Mississippi State Research on SCADA and Mississippi State

Research on Wounded Warrior

Ray Vaughn, Associate Vice President for Research, Mississippi State
University

Dave Dampier, Associate Professor, Mississippi State University

9:15 AM.

— 10:00 A.M.

Mississippi State Research on Wounded Warrior

Ray Vaughn, Associate Vice President for Research, Mississippi State
University

10:00 A.M.

- 10:15 A.M.

B-R-E-A-K

10:15 A.M.

- 11:15P.M.

Medical Device: Security and Privacy Concerns

Kevin Fu, Associate Professor, University of Massachusetts Amherst

11:15 A.M.

- 12:15P.M.

Enabling Distributed Security in Cyberspace
Kim Johnson, Sr. Cybersecurity Strategist, DHS

12:15 P.M.

- 1:30 P.M.

L-U-N-C-H

1:30 P.M.

— 3:00 P.M.

Beyond FISMA - A Policy Framework for an Interconnected World

Julie Boughn, (Moderator), Deputy Director for Operations, Center for
Medicare & Medicaid Innovation DHHS/CMS
Ryan Brewer, Senior Manager, Deloitte & Touche, LLP

Ashley Corbin, Director, Division of Research, Innovation and Standards,
Centers for Medicare & Medicaid Services

Henry Chao, Deputy CIO, Centers for Medicare & Medicaid Services

3:00 P.M.

- 3:115P.M.

B-R-E-A-K

3:15P.M.

— 4:.00 P.M.

A study on Economic Incentives and Cyber
Herb Lin, Chief Scientist, National Academies

4:00 P.M.

- 5:30P.M.

Continued CIP Report and Industrial Control Systems Security

Phyllis Schneck, PhD., (Moderator), McAfee
Stewart Baker, Steptoe & Johnson LLP

Kevin Gronberg, US House of Representatives
Michael Peters, FERC

5:30 P.M.

Meeting Recessed
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Friday, July 15, 2011

8:00 A.M. 8:15 AM.  Board Review of the Meeting
8:15AM. — 830AM. Public Participation
8:30AM. — 9:30A.M. NICE and Cybersecurity Awareness Month

Ernest McDuffie, Leader of NICE, NIST
Kristina Dorville, Director, National Cybersecurity Education Strategy,

DHS
9:30AM. — 945AM. B-R-E-A-K
9:45 A.M. — 10:45 A.M. NSTIC - Governance

Jeremy Grant, Senior Executive Advisor, NIST

10:45AM. = 11:30 A.M. Health IT Policy Committee - Tiger Team Recommendations on
Security and Integrity of ePHI

Deven McGraw, Director of the Health Privacy Project, CDT

11:30 AM. — 12:30P.M. Legislation and Related Activities in Cybersecurity and Privacy
Danny Weitzner, Office of Science and Technology Policy
12:30P.M. — 1:15P.M.  Board Discussion

1:15P.M.  Adjournment
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