INEorMATION SECURITY AND Privacy Abvisory Boarp

Established by the Computer Security Act of 1987

[Amended by the Federal Information Security Management Act of 2002]

FINAL

MEETING AGENDA

May 30, May 31, and June 1, 2012

NIST, 100 Bureau Drive, Gaithersburg, MD 20899, (301) 975-5236
http://www.nist.gov/public_affairs/visitor/boulder-visitor-info.cfm

*Please note: Speakers/times are subject to change without notice.

Wednesday, May 30, 2012

8:30 A.M.

9:00 A.M.

Welcome and Remarks

Dan Chenok, Chairman, ISPAB

Vice President for Technology Strategy, Public Sector Strategy & Innovation
Practice Senior Fellow, Center for The Business of Government IBM Global
Business

9:00 A.M.

9:45 A.M.

FISMA, RMF partnership with CNSS

Ron Ross, Fellow, NIST

9:45 A.M.

10:00 A.M.

B-R-E-A-K

10:00 A.M.

11:30 A.M.

DIB pilot and its potential application to other private sector

Greg Garcia, (Moderator), Garcia Cyber Partners

Denise Anderson, Vice President FS-ISAC, Government and Cross-Sector
Programs Financial Services Information Sharing and Analysis Center FS-
ISAC

Scott Algeier, Executive Director of the IT-ISAC and President and CEO,

Conrad, Inc.
Eric M. Hutchins

11:30 A.M.

1:00 P.M.

L-U-N-C-H

1:00 P.M.

2:30 P.M.

Automated Indicator Sharing Panel

Phyllis Schneck, (Moderator), VP & Chief Technology Officer, Global Public
Sector, McAfee

Robert Dix, Vice President, Government Affairs & Critical Infrastructure
Protection, Juniper Networks

Peter Fonash, Chief Technology Officer for Cybersecurity and
Communications, Department of Homeland Security

Ron Plesco, CEO, National Cyber Forensics and Training Alliance

Richard Struse, Deputy Director, Software Assurance Program, GCSM,
National Cyber Security Division, DHS
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Wednesday, May 30, 2012

2.30P.M." - 345P.M. " Eyploring the Future of Privacy for Federal IT

Toby Levin, (Moderator)

Gerald Beuchelt, Principal Information Security Engineer, The MITRE
Corporation

Jeannette M Wing, President’s Professor of Computer Science and
Department Head, Carnegie Mellon University

K. Krasnow Waterman, Visiting Fellow with DIG, the Decentralized
Information Group of the Computer Science and Artificial Intelligence

Laboratory at MIT
3:45P.M. - —  4:00 P.M. B-R-E-A-K
4:00P.M. - 5:30P.M.  The Road to confidence in IT System Performance

Gordon Gillerman, Director, NIST Standards Services, NIST
Barbara Guttman, Group Manager, Software Quality Group, NIST
Paul E. Black, Computer Scientist, Software Quality Group, NIST
Matt Scholl, Deputy Chief, Computer Security Division, NIST

\ \ 5:30 P.M. | Meeting Recessed
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Thursday, May 31. 2012

8:30AM. — 945AM. Board Review of the Meeting
9:45AM. — 10:45AM. Red Team, Blue Team

Don Benack, Program Manager, Cybersecurity Assurance, Federal National
Security, National Cybersecurity Division, DHS

Rob Karas, Risk Evaluation Program Manager, National Cybersecurity
Division, DHS

Matt Coose, National Cyber Security Division (NCSD), DHS

Matt Scholl, Deputy Chief, Computer Security, NIST

10:45AM. - 11:00 AM. B-R-E-A-K
11:00 AM. - 12:00P.M.  A-130 project outline/template - planning with the end in mind

Dan Chenok, Moderator
Karen S. Evans, National Director, US Cyber Challenge

Frank Reeder, Chairman, Council of Directors, National Board of
Information Security Examiners

12:00P.M. - 1:30P.M.  L-U-N-C-H and T-O-U-R (ISPAB Board only)

1:30P.M. = 2:30P.M. A Comprehensive Approach to Key Management

Tim Polk, Group Manager, Computer Security Division (CSD), NIST
Elaine Barker, Computer Scientist, CSD, NIST

Lily Chen, Mathematician, CSD, NIST

John Kelsey, Computer Scientist, CSD, NIST

2:30P.M. = 3:30P.M.  The NIST Beacon: Prototyping a Public Randomness Service

Larry Bassham, Computer Scientist, CSD, NIST
Micheala Iorga, Computer Scientist, CSD, NIST
Rene Peralta, Computer Scientist, CSD, NIST

3:30P.M. - 3:45P.M. B-R-E-A-K
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Thursday, May 31. 2012
3:45P.M. — 4:30P.M. Supply Chain and Risk Management for Federal Information

Systems
Jon M. Boyens, IT Specialist, CSD, NIST

4:30P.M. - 5:30P.M.  Updates on FIPS 201-2

Hildegard Ferraiolo, Computer Scientist, CSD, NIST
David Cooper, Computer Scientist, CSD, NIST

5:30 P.M.  Meeting Recessed
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Friday, June 1, 2012
8:15AM. = 9:00AM. E-Gov update (Discussion/Presentation via Telephone)
Lisa A. Schlosser, Deputy CIO, Federal Government, OMB
9:00AM. - 9115AM. Public Participation
Debbie T. Moore, Founder & President, CyberZephyr
9:15AM. - 10:15AM. Legislature Updates
Matt Grote, Senate Homeland Security and Governmental Affairs
Committee
10:15AM. — 10:30 AM. B-R-E-A-K
10:30 A.M. = 12:00 P.M.  Highlights of New Federal Guide to Privacy and Security of

Health Information

Kevin Fu, (Moderator)

Kathryn Marchesini, Office of National Coordinator for Health IT, Office of
the Chief Privacy Officer, HHS

Deven McGraw, Director of the Health Privacy Project at CDT

Ross Koppel, Ph.D. University of Pennsylvania Sociology Department
Faculty
Kevin Stine, Group Manager, CSD, NIST

12.00P.M. - 1:00P.M.  NSTIC Updates (Working Lunch)
Jeremy Grant, Senior Executive Advisor for Identity Management, NIST

1:00P.M. — 2:00P.M.  SEC Security Breach Notification
Jacob Olcott, Principal, Cybersecurity, Good Harbor Consulting

2.00P.M. — 2:30P.M. NIST Updates
Donna Dodson, Division Chief, Computer Security Division, NIST

2:30P.M. Adjournment



