INFORMATIONSECURITYAND PRIVACYADVISORYBOARD

Established by the Computer Security Act of 1987

[Amended by the Federal Information Security Modernization Act of 2014]

MEETING AGENDA

Oct 26, 27, and 28, 2016

NIST

West Square Conference Room, Building 101, 100 Bureau Drive, Gaithersburg Maryland

*Please note: Speakers/times are subject to change without notice.

Wednesday, October 26, 2016

9:00AM. - 9:30AM.
9:30 AM. : —  10:00 AM.
9:45 AM.  — 10:00 AM.
10:00 AM.  —  11:00 AM.
11:00 A M. 12:00 P.M.
12:00P.M. - 1:00P.M.
1:00 P.M.  —  2:00 P.M.
2:00P.M. ; — ; 3:00 P.M.
3:00P.M.  — 3:15P.M.

Welcome and Remarks

Chris Boyer, Chair, ISPAB
Assistant Vice President, Global Public Policy, AT&T

Welcome and Remarks

Dr. Charles Romine, Director of Information Technology Lab,
NIST

B-R-E-A-K

National Telecommunications and Information Administration
Internet of Things Report

Travis Hall, NTIA

National Cybersecurity Incident Response Plan (PPD 41)
Dr. Neil Jenkins, DHS

Bridgette Walsh, DHS

L-U-N-C-H

Information Sharing Analysis Organization Processes

Michael Echols, CEO of the International Association of Certified
ISAOs

Matthew Shabat, DHS
Legislative Update Panel

Stephen Vina, Deputy Chief Council, Senate Homeland Security
Government Affairs Committee

Liam McKenna, House Oversight and Government Reform

B-R-E-A-K
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Wednesday, October 26, 2016
3:15PM. - 415P.M.  Ransomware Threat Information Briefing

William Wright Symantec Corporation

[liana Peters, Health and Human Services, Office of Civil Rights
Senior Advisor for HIPAA Compliance and Reporting

4:15PM. — 4:45PM.  Public Participation

Review of Wed Actions

4:45P.M. | Meeting Recessed
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Thursday, October 27, 2016
9:00 AM. - 10:00 AM. Recent Cybersecurity GAO Reports and Findings

Greg Wilshusen - Director, Information Security Issues GAO
10:00 AM. — 11:00 AM. CNAP Update and Plans for Transition of Effort

Trevor Rudolph - OMB Office of Cybersecurity

11:00AM - 11:15AM BREAK
11:00 A.M. 12:00 PM.  IoT Security and Recent IoT DDoS Malware
Andrew Kennedy, Senior Program Manager, BITS Financial
Services Roundtable
Dr. Manos Antonakakis, Georgia Tech School of Electrical and
Computer Engineering
12:00 PM. - 1:00 P.M. L-U-N-C-H
1:00P.M. — 2:00P.M. NIST Update
Matthew Scholl; Kevin Stine; Donna Dodson NIST
2:00P.M. — 3:00P.M. Baldrige Cybersecurity Assessment Program for Industry
Robert Fangmeyer, NIST Baldrige Excellence Program Director
Matt Barrett, NIST Cyber Framework Program Lead
3:00P.M. - 3:15PM. B-R-E-A-K
3-15P.M. — 4:15PM. EO 13636 Cybersecurity Framework and the US Government
Matt Barrett, NIST Cyber Framework Program Lead
Kelley Dempsey, NIST
4:-15P.M. — 5:15P.M. Board Review and Discussion

 Chair

5:30P.M.  Meeting Recessed
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Friday, October 28, 2016

Continuous Diagnostics and Mitigation V2.0 Update

Martin Stanley, DHS

Matt Hartman, DHS

" DHS Study on Secure Mobility and Mobile Threats

Chris Brown, MITRE
NIST Welcome

Dr. Kent Rochford, Associate Director for Laboratory Programs,
NIST

National Initiative for Cybersecurity Education (NICE) Update
Rodney Petersen, NICE Director

Board Work and Consensus Recommendations

Chair

9:00 AM. — 10:00 AM.
10:00 AM. — 11:00 AM.
1:00AM - 1120AM
1120 AM. — 12:00 AM.
12:00AM. — 1230 AM.
12:30 P.M.

Adjournment



