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Why We Do It

Guiding Proposition 1:

* We believe that there is a strong positive correlation between the
public’s perception and extant practice. Those organizations with
higher PTS results appear to do a superior job in managing sensitive
personal information about people.

Guiding Proposition 2:
* Good privacy creates real value for organizations because it promotes

the trust of key stakeholders such as employees, tax payers,
customers, and organizational partners. Tangible benefits are:

— Reduces operating bureaucracy and inefficiency
— Improves the quality of information exchange about people
— Decreases the risk of data security breaches and abuse

Ponemon Institute 2004 Privacy Trust Survey ©: Based on fixed cluster sample of 6,313 adult individuals in the United States



Page 3

Privacy Trust Survey

e Qur study is about perceptions of people concerning the privacy
commitment of U.S. governmental departments, agencies and
other federal organizations that are known to collect and use the

public’s personal information.
 Three Research Questions:

— Do we believe that the privacy commitments of federal
governmental departments, agencies and commissions vary
in discernable ways?

— Are there demographic factors that explain differences in our
perceptions or beliefs about the privacy commitments of
different federal organizations?

— Do our beliefs about the importance of privacy influence
what we think about the privacy commitments made by
federal organizations?

Ponemon Institute 2004 Privacy Trust Survey ©: Based on fixed cluster sample of 6,313 adult individuals in the United States
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Privacy Trust Defined

* Personal information — Data about yourself and your family. This
information includes name, address, telephone numbers, e-mail
address, Social Security number, other personal identification
numbers, access codes, passwords, age, gender, income level,
tax information, travel itineraries, bank account activity and
many other pieces of information collected and used about you.

* Privacy commitment — Obligation of the specified government
organization to keep your personal information safe and secure.
This includes the commitment not to share your personal
information without a just cause or without obtaining your
consent to do so.

Ponemon Institute 2004 Privacy Trust Survey ©: Based on fixed cluster sample of 6,313 adult individuals in the United States
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Research Process

* Expert panel: Grand list of 102 U.S. government entities that
were identified as collecting and using the public’s sensitive
personal information (of which 53 organizations were not

overlapping).
* Focus group: Grand list reduced to 60 government entities
based on:
— (1) level of privacy concern about the governmental
organization’s use of personal information

— (2) belief that the organization collects and uses personal
information about them or their families.
* Pilot sample: 305 adults tested survey reliability and internal
validity (Web only).

* Full sample: 6,313 adults completed revised survey using three
confidential channels (Web, paper and telephone).
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About the Sample

* Fixed cluster sampling frame of adults across the
United States (47 states)

e Contact by paper, telephone and e-mail
— 33,305 contacted individuals
— 6,537 Responses to survey (20%)
— 6,313 Usable responses (19%)
o All regions of the United States (32 States)
e Subjects compensated at $5 per completed return
e Field work oo.B_u_mﬁma December 19, 2003

Ponemon Institute 2004 Privacy Trust Survey ©: Based on fixed cluster sample of 6,313 adult individuals in the United States
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Sample Distribution by Region

West/Pacific

Southeast 15.6% Southw est
15.9% 14.5%

Mid-Atlantic
18.6%

Northeast
19.2%
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Sample Distribution by Age

@ 66 to 75 B>75 B18to25
8.1% 1.1% 7.0%

W26 to 35
22.0%

W 56 to 65
20.1%

0 46 to 55 0 36 to 45
21.0% 20.7%

Ponemon Institute 2004 Privacy Trust Survey ©: Based on fixed cluster sample of 6,313 adult individuals in the United States



Page 9

About the Survey

e Short form (about 2 printed or HTML pages)
with fixed responses

* Privacy Trust is defined as:
— Total Yes divided by Response Total

e Other measures:

— Inverse metric = Total No divided by Response
Total

— Uncertainty metric = Total Unsure response
divided by Response Total

Ponemon Institute 2004 Privacy Trust Survey ©: Based on fixed cluster sample of 6,313 adult individuals in the United States
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Privacy Trust Variable

* Yes — | feel confident that the governmental
organization is committed to protecting the
privacy of my personal information.

* No - | do not feel confident that the
governmental organization is committed to
protecting the privacy of my personal information.

* Unsure — | am not sure if the governmental
organization is committed to protecting the
privacy of my personal information.
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Researcher Caveats

* Non-Response Bias. The current findings are based on a
sample of survey returns of adults in the United States.

* Sampling-Frame Bias. The quality of results is influenced by the
the degree to which the list is representative of the population of
adults in the United States being studied.

* Extrapolated Behavioral Data. Analyses relies on perceptions
rather than actual behaviors or firm beliefs.

* Unmeasured Variables. Other normatively important variables
(such as media coverage) may have biased individual
perceptions at the time of data collection.

* Self-Reported Results. The quality of survey research is based
on the integrity of confidential responses received from subjects.

Ponemon Institute 2004 Privacy Trust Survey ©: Based on fixed cluster sample of 6,313 adult individuals in the United States
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Government Organizations with Highest and

Lowest Privacy Trust Scores

US Postal Senice 78%
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Administration

76%

Internal Revenue

Senice 75%
Moioe I
entities 52%
Central Intelligence o
Agency I 27%
Homeland Security 27%
Justice/Attorney o
General 23%
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Government Organizations with Lowest and
Highest Uncertainty Levels

U.S. Postal Service

Internal Revenue Service
Veterans Administration
TSA

Average for all Entities

FDA

Department of Transportation
U.S. Dept. of Agriculture
SBA
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90%
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Entities with Social Welfare Mission
versus Defense & Law Enforcement

75% -
63%
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50% | 43%
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Enforcement
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Average PTS by Importance of Privacy

64%

52%
42%

Very Important (19%) Important (64%) Not Important (10%)
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Average PTS by Self-Reported Rating
about Being a Victim of a Privacy Abuse
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Average PTS by Age Range

Age > 75 69%
Age 66 to 75 67%
Age 56 to 65 52%

Age 46 to 55 40%
Age 36 to 45 52%
Age 26 to 35 53%

Age 18 to 25 60%
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Average PTS by Income Range

Income > 200k 53%
Income 151k to 200k 50%
Income 101k to 150k 49%

Income 81k to 100k 52%
Income 61k to 80k 47%
Income 41k to 60k 57%
Income 20k to 40k 51%
Income < 20k 52%
0% 20% 40% 60%
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Average PTS by Party Affiliation
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What Privacy Issues Concern Us Most?

7

Theft of your identity 1,212 19%
Theft of your personal assets 1,009 16%
Sharing with state and local government 1,970 31%
Sharing with non-governmental organizations 2,146 34%
Monitoring of e-mail and Web activities 2,995 47%
Surveillance into personal life 4,001 63%
Loss of civil liberties 4,058 64%
None of the above 2,102 33%
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Other Interesting Findings

Debriefing of numerous subjects revealed the following:

* Many people do not understand the U.S. government’s personal data
collection and usage practices. This suggests the need for government
to enhance transparency in the handling of the public’s personal
information. One such venue is the public disclosure of privacy impact
assessments (PIlAs) as required under the 2002 E-Gov Act.

* Many people have skepticism about the privacy commitments made by
government, especially law enforcement and homeland security.

* Mission appears to moderate the impact of privacy. Entities that are
responsible for managing criminal and terror threats against the public
are given the greatest leeway for having lower privacy standards.

* Many people expressed concern that the U.S. government has
lessened privacy protection to enhance its national security agenda
(which sorely impacts individual freedom and civil liberties).

Ponemon Institute 2004 Privacy Trust Survey ©: Based on fixed cluster sample of 6,313 adult individuals in the United States
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Questions & Answers

Dr. Larry Ponemon Mr. William Ferguson
Ponemon Institute  ¢|O Institute, Carnegie Mellon University
- Www.ponemon.org cioi.web@cmu.edu
Larry @ ponemon.org Bferguson @ cmu.edu
520.290.3400

D e

Ponemon Institute ..,



JX3)U0J AJ1INO3S PUR[SWIOY B UT IShf JOU pUe — SIAI] 9AeS 0} [eruslod [eal oY) 9ARY Paapur
$30P ‘$90p SO LSIN eym ‘A71001p A19A 0§ "11jouaq [[Im oym sjusned siowr oY) “JoxIew
0 393 s3nup 19)s8) oY, "saAl[ s,o[doad asow Suraes suesw osfe 11 Jnq — uonoajoid Jusred
19pun s1onpoid J1ayy [[9s 03 Swn s10W ARy £aY) asneseq soruedwod [eonneseuLreyd

10j syjoxd 107813 sueow sprepuels 03d£10 ST Sursn ssao01d oy Sunelspeooe

‘s34 :yet uo jurod Suyy © Jnd pue “JUSWIOUT € JOF SNSST S[RLY) [BOTUI[O OY) O} UINJAI QUK 1]

"([29( Ye WAY) 3sn am)  pIepue)s p[os,,

oY se 101098 eurreyd ayj uryim pasn A[apim are LSIN pue VSN £q paystqnd sayedura;
uoneIn3yuod JINo3S prepue)s 3y} ‘THd Puokaq (o) ‘sourrduiod SJLJ paquie o) pajoadxa
are ynq mou paredaid 3uraq are 98puq eureyd oY) 10§ prepuess oY) ‘O g oY) Sunenuwo
VD 93puq,, eureyd e oyur SuneSaidse pue — gy Sd14 Suneow sonpowoydLio Sursn
ATreroadsa — (f29[ 18 pIp om) ST Suneaw sy 1nq aAey 1o Surp[ing ore sorueduwiod
eurreyd [e10A9s (q) (ST Ym 2oueridwos sajesridutl yorgm VO] oY) JIIm 1190-SSOI0
01 euLreyd Surpnjour 10309s oyeALid Sy UL AU JO JUSIUL Y} ST IT PUB — 1I30-SSOID JeYf) SY-)
Aue 10§ 2duer|dwod g4I sarmbar Aiuoyiny uonesyIIsy) s8pug [eIepa, oy ‘ofdurexs
10J “a0eds [3[d oy3 uI (8) :, S1uawanmbal,, 15011pul Ie 915y} ‘WILISIUI SY} UT Jnq — SUIUI0D
aq [11m 1 A[[ngadoy — souerdwios ST 2quosard A13oa1tp 194 j0u op s3a1 SHH/V A

SUOISIOaP INOJ [[e $199)Fe s90p (0SD LSIN 18YM “asInoo JO

Aremew
OU —~ PapuuI ST jeym ST 11 UO ST Jeym a1nsud o) , doydey/dorysop,, oYy Suunoog
(urei3oid uonepIfEA/UONBIIITIISD
01 SdI “8-9) sprepuess sjeudoidde syeaw Jeyy uoneuswsidun Sunjen
sy1Suans Koy y3u Sunpoig
(s)urpuodre 1y unjorg
114311 e JO [[e SUIOp 0] SIUSWIAS [BOTILID INO]

"S[ew} oy jo aseyd yoee woIj s)nsal

[e1n [eorur[d oYy A[eroadss ‘syjousis/maraal 10y punoie saded Suraow isnf £q pawnsuod
Sem ow) Y} JO 9,06 JaA0 ‘Teacidde v 198 01 003 J1 s1eak Qa1y) o) JO ‘[eLn) Snip Jusoal
Jofewr e 10§ :o[durexs suQ ‘sreak z-1 A[resrdA) pue (Kue J1) 1oded spy K194 0) paonpal aq
0} 9[qe aq Aeur ‘939[dw0d 01 s1eak G-¢ oye) pue Joded Jo uo) B asn Kepo) Yorym pue saseyd
[e19A9S Ul paao01d yorym “S[ers) [eSIuI]o Jey) SUBSW ‘QUO SNOULIOUS Ue SI Jf JoB] Ul Ing
o1do} molreu e 9YI[ Weas ABWI SIY) JBY) 9)0U SPI0dAI PauSis-d oY) 0] SANsST JusureSeueur
$P10231-2 0s[e Jnq $AIFo[ouyo3) unyewr-aImeusIs Jo AJuo jou AjoreA e saresrpdur yorym
— SpI0321-0 U0 s31s 1om Furoerdar [ [ wed YID 17 1od (repnonred ur sSis Sip) sSis-q ¢
uorjeuLIOJul

[enuapijuod juaned jo uonosjold oy Suruieaod sSa1 reyjo pue vy Iy 1od uondLioug ‘g
"Bale Jey) Ul Wnnoads opim A19A Apuaimd — AJunoss 1oindwos [nyuruesw

9AQIYOE A[[ea1 03 paules) 1911aq SUONEZIUESIO PuUE SISNIOM dIBdyI[eaY Sumen |

:SBaIe [BIOASS S109)Je aredy[eay ul Lunoss seindwod pue 03dL1)




'sassed own se mo13 [[1m 1oedut ey pue ‘Ansnpur areoyiesay oy uo joedur
Jueoyrugis e Sutaey Apeaife sre yiom pue suonesrqnd SO LSIN 18y} ST 9UI] W0)0q 0S

"suoyge s, LSIN 03 [[13s douenoduir 191918 90uay pue SJI. Jo uondope
pider a1ow sueaw yorym 101095 drearid o) Suraowr sy[oF A0S-xq :10ey Juenodun Joyjouy




