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o MNISIE ol gorithms not used for cIaSS|f|ed data
[ST & NSA coordinating standardized public
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SENSA selected a subset of NIST algorithms for
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== " classified applications through TOP SECRET:
":_r “see http://www.nsa.qov/ia/

e NSA approval still required for implementations
and systems that are used to protect classified
iInformation
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SRIZ/GED t AES can be used for up thru
#--ET

= 19'2 & 256 bit AES can be used for up thru

_"r- TOP SECRET

o http://www.cnss.gov/Assets/pdf/cnssp_15
_fs.pdf
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J FIHS _|4J Fr\ stoaraphic*Module Validation
req ied for unclassified applications

""'evaluate products used for classified
gl r)f)her tions

== Commercial COMSEC Evaluation Program
—*(CCEP) and User Partnership Agreements
- (UPA)

¢ Jse Suite B algorithms
® Provide extensive design guidance
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ERcyption Algorithm AES (FIPS 197)
F\F:;”f 8 up thru SECRET

r\r\ . 56 up thru TOP SECRET

2 Dlejji 1 Signature (Draft FIPS 186-3)

== — fCDSA with 256-bit prime modulus up thru
_ ~ SECRE

— ECDSA with 384-bit prime modulus up thru
TOP SECRET




VIAG Jr ement (NIST SP800~ 56A)
fﬂe Hellman or EC MQV with 256-bit
'r)r" ne modulus up thru SECRET

— = leﬂe Hellman or EC MQV with 384-bit
,,.;-_:_prlme modulus up thru TOP SECRET

:: “Hash Functions (FIPS 180-2)
— SHA-256 up thru SECRET
— SHA-384 up thru TOP SECRET




Security
Strength

1024 1024 160-223

% 2048 2048 224-255

| ~ AES-128 3072 3072 256-383

= —= 'AES-192 7680 7680 384-511
= 256 AES-256 15360 15360 512+
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I The guarantee of at least 80-bits of security for 2TDEA is based on the assumption that an
- attacker has at most 24 matched plaintext and ciphertext blocks.

FFC = Finite Field Cryptography
[FC = Integer Factorization Cryptography
ECC = Elliptic Curve Cryptography
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. SHA-224

SHA-256 SHA-1
= _ SHA-384 SHA-224
_;;?-':_ SHA-512 SHA-256
f';_..:___"‘ —‘,"i;z 56 SHA-384, SHA-512

1 The security strength assumes that the random number generator has been provided with
adequate entropy to support the desired security strength.

2 A recent attack on SHA-1 claims that SHA-1 provides less than 80 bits of security for digital
signatures; the claimed security strength for digital signatures is 63 - 69 bits.
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15 equwalent to ECC-512
2 IS equivalent to ECC-384

) C] J} # 15: AES-192 for TOP SECRET
= _ES 192 not included in Suite B

Eat
—

= -AES 256 with ECC-384 seems a mismatch

- = lLittle performance penalty for AES-256 over AES-192
— Many implementers choosing to use AES-256
— Significant performance cost for ECC-512 compared to ECC-384
— ECC-384 is strong enough for TOP SECRET

— Make life simple: use ECC-384, which is fast and strong enough,
with AES-256 which is strong and fast enough.
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J\Ja't]omal urity applications need to use COTS products
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- iJ;_&:; *& NSA cooperation: cryptography for both SBU and classified
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=" NSA approval of implementations required for classified data
-~ — Expect NSA-managed keying material for classified applications

® Unclassified users must have CMVP-validated crypto modules
— More choices of algorithms than in Suite B
— Users typically generate their own keys
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SINISIFComputer Security Resources Center

— [itie) // rt: nist.qgov/

o NIS LG pto toolkit
— fliiie) .Jcsrc.nist.qgov/CryptoToolkit/
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= —— httD //csrc.nist.gov/publications/fips/index.html

- ® NIST Security Special Publications
— http://csrc.nist.gov/publications/fips/index.html
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