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The HSPD-12 Mandate

Home Security Presidential Directive 12 (HSPD-12):
“Policy for a Common Identification Standard for Federal

Employees and Contractors”
-- Signed by President: August 27, 2004

¢ HSPD-12 has Four Control Objectives:

¢ Issue ldentification based on sound criteria
to verify an individual’s identity.

¢ Strongly resistant to fraud, tampering, counterfeiting, and
terrorist exploitation.

¢ Personal Identity can be rapidly authenticated electronically.

¢ Issued by providers who's reliability has been established by an
official accreditation process.
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Key Milestones

Timeline Agency/Department
Requirement/Milestone
gAugust 27, 2004 HSPD-12 signed and issued
ot later than 6 months NIST Issue standard (FIPS-201)

(February 27, 2005)

Not later than 8 months following issuance of Compliance with FIPS-201 Part One:
dstandard Identity Proofing and Enroliment.

(October 27, 2005) PIV-I|

Not later 20 months following issuance = Commence deployment of FIPS-

of standard 201 compliant Identity Credentials

(October 27, 2006) (FIPS-201 Part Two). PIV-II

Not later than 32 months following issuance of Compliance with FIPS-201 Part Two: Fully

standard operational Physical and Logical Access

(October 27, 2007)

*E-Gov °



Four Authentication Assurance Levels

to meet multiple risk levels
Multi-Factor Token

PIV Card

PKI/ Digital Signature

Biometrics
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Increased Need for Identity Assurance
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Multiple Authentication Technologies

To provide multiple authentication assurance levels, FIPS 201
requires multiple authentication technologies:

Authentication using PIV Visual Credentials
Authentication using the CHUID — contact or contactless
Authentication using PIN

Authentication using Biometric (match on/off card)

Authentication using PIV asymmetric Cryptography (PKI)

Something | have — PIV Card
Something | know - PIN
Something | am - Biometric
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OMB Guidance — Key Points

OMB Guidance for HSPD-12 - M-05-24:

« To ensure government-wide interoperability, agencies must
acquire only products and services that are on the approved
products list

 GSA is designated the “executive agent for Government-wide
acquisitions of information technology" for the products and
services required to implement HSPD-12

«  GSA will make approved products and services available for
acquisition through SIN 132-62 under IT Schedule 70

«  GSA will ensure all approved suppliers provide products and
services that meet all applicable federal standards and
requirements

http://www.whitehouse.gov/omb/memoranda/fy2005/m05-24.pdf
|
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http://www.whitehouse.gov/omb/memoranda/fy2005/m05-24.pdf

GSA’s Role

« Establish interoperability and common performance testing to
meet NIST standards, product interoperability testing

« Establish Approved Products Lists for product and services
categories requiring FIPS 201 compliance

* Qualify products and services on IT Schedule 70 and SIN 132-62
as FIPS 201 compliant

« Provide full-range of qualified products and services to meet
Agency implementation needs

* Approved products and services will be made available on
government-wide basis through GSA IT Multi-Award Schedule 70

v’ Under E-Gov Act of 2002, State and local Governments can acquire
products/services directly from IT Schedule 70.
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GSA FIPS 201 Evaluation Program

 NIST FIPS 201-- the PIV Standard -- established normative
requirements for processes and technologies for HSPD-12
security and interoperability

« GSA identified 22 categories of products/services directly
impacted by FIPS 201 requirements

v All 22 categories of products/services are needed for HSPD-12
implementation

« GSA Evaluation Program evaluates all products/services for
conformance to FIPS 201 requirements

v" Approved products are posted to the Approved Products List

« Evaluation Program Goal — Ensure products/services used to
implement HSPD-12 meet all FIPS 201 security and
iInteroperability requirements.
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Relationship of HSPD-12 Evaluation and

Acquisition Programs

NIST NPVIP Testing
* PIV Applets
* PIV Middleware

l

GSA Qualified Integrated
Solutions and Services

l

GSA Evaluation Program
« 22 categories of products
and services
* Interoperability testing
« Compliance with FIPS 201

|

GSA Approved Products
List
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GSA HSPD-12 Acquisition
Program
* IT Schedule 70
« SIN 132-61, 62
* Approved products
* Qualified services
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Accessing the Approved Products and Services GSA

Approved Products for PKI, systems integrators, and FIPS 201 products
are accessed at http:idmanagement.gov

dmanagement.gov - Microsoft Intemnet Explorer provided by General Services Administration - |E|i|
File Edit “iew Favorites Tools Help | ;?
G Back ~ () - ﬂ ﬂ ..\| /- ) Search ‘d\ Favarites {E-‘ = Wl - ﬁ “:‘"‘
Address I@j http:/ fidmanagement. govAdrilldown. cimPaction=gov_app_products j a Go

| ,

ABOUT US CALENDAR SITE MAP

Home
Accessibility
Contact Us

Government Approved Products

HSPD-12 reguires that federal identity management and credentialing systems be interoperahle;
this is the first time that interoperahility across all departments and agencies has been
mandated. To ensure interaperahility, products and semices will be evaluated and approwed for
HSPD-12 implementation.

The Mational Institute of Standards and Technology (MIST) established the MIST Personal |dentity
Wearification Program (MP P to validate Personal Identity Verification {PIV) smartcard and
middleware components. For maore information wisit hitpJfcsre.nist.gownpivid,

G5A established the FIPS 201 Evaluation Program to complete the perfarmance and
interoperability testing process. GSA publishes an Approved Products List for products and
senvices that have completed KIST validation and GSA testing, as reguired. Far mare information
wigit bt

Government Cerified and Approved Product and Service Listings: (
Pkl Shared Serice Praviders (hitp: o cio. govficeicpl htm)
FIFS 201 Froducts and Services (hitpifips201 ep.cio.goviapl.php)
Gualified HSPD-12 Systern Intearation Service Praviders

FEA iz committed to Section 505 compliance and accessibiity of wehstes. We welcome your comments to
improve upon the accessibilty and usahilty of our website. Click on the link to view GEA's Privacy Policy.
Printer Friar

@:WI-lnEHOUSE.GOV % READYGOV FIRSTGOVeo: ExpectMore

— T [ @ e E——
dsa| GRBS AL EEHO »| @@ |[ETia v | &) |Gr| & (WM | | 2P| L5 DT [« m2ram
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Where are we today? 43 days to go (counting weekends) Felagy

« 9 agencies committed to their own infrastructure:
v DHS, DoD, NASA, DoS, SSA, EPA, NSF, HHS, Treasury

« 100+ Agencies want to share infrastructure

v All small agencies

v" DOC, HUD, USDA, DOI, GSA, DOE, OPM, Federal Reserve, NARA, FCC
committed

v' Several undecided

« Shared Service Providers
v" DoD - for branches of military
v 8 agencies serviced by State Dept
v" DOI RFP issued July 24 for agencies serviced by DOI HR
v GSA

GSA Government-wide Shared Service

SSP RFP award 8/18

Intended for government-wide use

Agencies to sign up through MOU and Interagency Agreement by
September 30

GSA Managed Service Office established 7/06

Will meet 10/27/06 implementation requirements for all participating
agencies
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HSPD-12 Shared Services Architecture

SIP. The SIP provides reports back to the agency.

Adjudicator Personnel COTR
First, the issuing agency provides affiliation (sponsorship) < -
o N K ssuing
feeds, adjudication results, and revocation requests to the Agency

Third, the SIP sends fingerprint data collected from the
ESP to OPM for suitability checks, and results are sent to

Resultge agency.
OPM

FBI

Fingerprints

- \\
Agency affiliation Y
M
revocation data \
, the ESP retrieves applicant data from the SIP,
rolls the applicant, and sends enroliment data back to the

returned to the SIP, including which chip ID was used for this applicant. The
card is then locked with a transport key and shipped to the designated FSP.

+
¥

&)

Document

Card Reader, SesrmnET

Enrollment Data

/

&

Helpdesk Operations Security

Card Data

oMS  cara  imvenmory
_Lrgﬁn;?n pnent Se IDMS CMS Provider Distribution Service Provider
SSece Scope of shared services are
HSPD-12 system components
- inside the red border. These are
certificate cou < core HSPD-12 services to meet
SO Rﬁg@ —&  |¥| PIV1& 2 compliance.
::Iheii'::dp.‘, ' @ Finalizatijr:a:::vice LACS/PACS’ FBI and OPM
e " PL/ interfaces are outside scope.
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Shared Services Initial Operating Capability

GSA Shared Services will issue PIV cards NLT 10/27/06 for all
participating agencies in 4 multi-tenant locations.

New York, NY
Jacob K Javits
Federal Bldg

26 Federal Plaza

Seattle, WA
Jackson Federal
Bldg

915 Second Ave

-‘.
| |7 Kloridike Gold " k
Rush NHP /A | T8 £

Washington, DC

GSA-ROB
7thand D StSW

-
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tlanta, G na i, {x{@ o,
Richard B Russell %L" ymﬁ
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. s F:
75 Spring St 0 ; 9o S
™ ((4 Gaorgia
:‘? A ,,%9 Slate Unbvers
Yy o LA
19? N {?‘&1’ ,.-\,OP‘SEP ”

14
*** These are the expected locations




Agencies Touched by Initial Rollout

GS

Initial Operating Capability in New York, Seattle, Atlanta, Washington DC
provides local access to shared enrollment stations for 133 federal agencies.

A

NARA frpic Ngg FAMA

FEC MCC DRA
pBGB POL  prC
HRSF o T )
HUD uSsIP
IMLS L5C

NCPC CPPBSD OSC
NWTRB NCD
FCSIC TD

NGA
NCLIS

COM  USPS DOL oo\ GSA coM DOC DOS DpOJ USDA por
SBA HHS  RRB  NiRB USDA HUD DHS va Dor  DOE DOT
DOS FTC EEOC
EPA USA DoD Navy ED
DOJ USPS EPA GSA
USAF Dept EOP
Rept HUD DHS e NLRB GAO
SBA HHS
SSA
A RRB
Tax CT ggpt
New York, NY: Javits Federal Bldg Seattle, WA: Jackson Federal Bldg
ED sss ATBCB I1MLs FCC OPIC USITC CRC DOE DOJ HUD gSAF USDA Navy SSA
MSPB GSA FHFB DOC CFA ept
AFRH BBG o ED DOI rEoc  DOL DOT
ABMC  ARC USSC CNS HHS
USDA  yssc ED
GSA NEA EOP USA
FTCAC/IR ADF EEOC COM FLRA GSA EPA
SBA DO]J USTR Dept
FCA NIGC FRB TPT
DOT cNFSB  MMC NSF RRB STB DHS
TDA
USDA

Atlanta, GA: Richard B Russell Federal Bldg

* Washington, DC: GSA-ROB
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HSPD-12 Federal Shared Enrollment Service

Station 1

£o8
O

G54

Station 2 < »

Dual Site
Shared Centralized
Components

+ Card Mgmt System
ID Mgmt System
» Card Printing System
PKI Certificate Integration

Other HSPD-12

Centralized Answers
(a authorized by OMB)

» 200+ geographically
distributed & shared
Enrollment Stations;
* GSA provides
leased space,
operators Add. Needs

The Shared Enrollment Service will
provide an “Enrollment Broker” to
handle standard enrollment data

Stations

from hundreds of enrollment
stations into the shared PIV system.
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Sharing Opportunities

1. Enroliment Stations — largest single
cost; largest opportunity for savings |

Dual Ste
’) 3‘ \ Shared Centralized
Components

2. Centralized Components — “fixed <4

cost” item whether 10,000 card ssmags ;‘ e
holders or 1 million card holders <& . P Cenficme regraton

3. Standard Interfaces

-- AWG developing standard
interfaces for enrollment/SIP,

SIP/OPM, SIP/FBI, SIP/PACS,
backend authentication R

-- Potential for standard AP & saios:

Operated by Various
Agencies for

4. Other Opportunities - TBD S s
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FAR Amendments for Implementation of HSPD-12 G A

* FAR Interim Rule: Common Identification Standard for
Contractors

v" Published as Interim Rule January 3, 2006; final rule approved for
issuance 9/06.

v Contractors must comply with PIV requirements for personnel
needing routine access to Federal facilities and/or information
systems

v" Coordinated and issued by Civilian Acquisition Council (CAC) and
Defense Acquisition Regulations (DAR) Council.

 FAR Case 2005-017: Requirement to Purchase Approved
Authentication Products and Services

v Issued as Proposed Rule, 8/23/06.

v" Requires agencies to use only FIPS 201 approved products and
services for the implementation of HSPD-12.
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Conclusion

Where we are today.....

It ain’t pretty .....

Gotta move forward ...

Lots and lots of moving parts...

| believe we'll achieve the goal.
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For More Information

e Visit our Websites:

http://www.idmanagement.gov
http://www.cio.gov/ficc
http://www.cio.gov/fpkipa
http://www.csrc.nist.gov/piv-project

e Or contact:

David Temoshok

Director, Identity Policy and Management
202-208-7655

david.temoshok@g@sa.qov
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http://www.idmanagement.gov/
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