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What are the benefits of 

software in medical devices?
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Benefits of Medical Device Software
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“Recent reports show 
improvement over 
the earlier model 

mechanical hearts” 

Computer July 19, 2010 

Source: NY Times, Thoratec 



          

 
  

 

Without software,
 
many medical treatments
 

could not exist.
 

Medical Device Security & Privacy Concerns  • Prof. Kevin Fu, UMass Amherst Computer Science 



          

  Medical Devices 101:
 
A 10-minute residency for the 

security & privacy researcher
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Networking 
+ Wireless ! 

Photos from: 
Medtronic 



          

Pacemakers: Regulate heartbeat
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Pacemakers: Regulate heartbeat
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> Energy spent on radio & 
computing, etc. 

overhead! 

< Energy 
for pacing! 
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Medical Device Failures
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``...the machine could not 
possibly over treat a patient 
and ... no similar complaints 
were submitted...” 
[Leveson & Turner, 1993] 



          

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

      

      
          

         

        

       

How Much SW in Medical Devices?
 
! 1983-1997 

" 6% of all recalls attributed to SW 
! 1999-2005 

" Almost doubled: 11.3% of all recalls attributed to SW 
" 49% of all recalled devices relied on software (up from 24%) 

! 1991-2000 
" Doubled: # of pacemakers and ICDs recalled because of SW 

! 2006 
" Milestone: Over half of medical devices now involve software 

! 2002-2010 
" 537+ recalls of SW-based devices affecting 1,527,311+ devices 
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(1) Software breeds overconfidence,
 
(2) is not thoroughly testable, but 
(3) is flooding into medical devices. 
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FDA Center for Devices and Radiological Health
 

Regulatory pathways
 

Pre-market 

approval
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It’s complicated.
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FDA Center for Devices and Radiological Health
 

Regulatory pathways
 

Pre-market 

notification 


[510(k) clearance]
 
It’s complicated. 
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510(k) Substantial Equivalence
 
! “One of the interesting classes is 

radiation equipment...Even the 
software, which I wonder where they 
got the first predicate for software.” 

-David Feigal 
Fmr. Director, FDA Center for Devices 
and Radiological Health (CDRH) 
[Institute of Medicine Meeting 2, June 2010: 
Public Health Effectiveness of the FDA 510(k) Clearance Process] 
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Contributing factors
 
for S&P risks
 

in medical devices
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Specification of Requirements
 

! Risk not unique to medical devices,
 
just ignored
 

``Perhaps the most striking 
[difference] is the almost 
complete lack of regard, 
in the medical-device 
software domain, for the 
specification of
 
requirements.'' 
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[NITRD Report on High-Confidence Medical Devices: Cyber-Physical Systems for 21st Century Health Care, Feb 2009] 



          

Implementation Errors
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Implementation Errors 
! Infusion pump: Underdosed patient experienced 

" increased intracranial pressure 
" followed by brain death 

! Factor: Buffer overflow shut down infusion pump 
" Failure difficult to reproduce during service 
" Software upgrade tickled the coding error 
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! Caused failure of drug infusion 
" propofol (sedation/anesthetic) 
" levophed (blood pressure) 
" insulin 

17 



          

 

Emerging
 
issues
 

for information 

security and privacy
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 Managerial issues:
 
Diffusion of responsibility
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Dirty Secrets: SW Maintenance
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Software Update Woes 
! Health Information Technology (HIT) devices globally 

rendered unavailable 
! Cause: Automated software update went haywire 
! Numerous hospitals were affected April 21, 2010 

" Rhode Island: a third of the hospitals were forced ``to postpone 
elective surgeries and stop treating patients without traumas in 
emergency rooms.” 

" Upstate University Hospital in New York: 2,500 of the 6,000 
computers were affected. 



          

Users are Helpless
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Not It!  Olly Olly Oxen Free!
 
!Security falls outside the purview of the Food 
and Drug Administration, [FDA spokeswoman 
Karen Riley] said, unless mandated measures 
taken to protect data end up causing problems. 
... 
“We don’t weigh in on security per se, but on 
measures like encryption that might affect or 
could have an impact on product safety and 
effectiveness, we might look at it.’’ 
[E. Cooney, “Security of medical devices is a concern,” Boston Globe, July 5, 2010] 
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Still Not It: Hospitals, Manufacturers
 

Medical Device Security & Privacy Concerns  • Prof. Kevin Fu, UMass Amherst Computer Science 24 



          

 

  
 

Managerial issues:
 
Diffusion of responsibility
 

Who’s covered when
 
Secure Health IT hits the fan?
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Physical
 
safeguard issues
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The Tylenol Scare of 1982
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[Source: truTV crime library] 



          

        
        

        
        

    

21 CFR 211.132 and Security
 

(a)General. The Food and Drug Administration has the 
authority under the Federal Food, Drug, and Cosmetic Act 
(the act) to establish a uniform national requirement for 
tamper-evident packaging of OTC drug products that will 
improve the security of OTC drug packaging 
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Administrative issues:
 
Insufficient software/security expertise available to FDA
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 Technical issues
 

Medical Device Security & Privacy Concerns  • Prof. Kevin Fu, UMass Amherst Computer Science 



          

 

Achoo!
 

Th
e 

W
ee

kl
y 

W
or

ld
 N

ew
s:

 th
e 

on
ly

 re
lia

bl
e 

jo
ur

na
l
 

Medical Device Security & Privacy Concerns  • Prof. Kevin Fu, UMass Amherst Computer Science 32 



          

        
     

      
          
          

Viruses on Radiology Equipment?
 

“over 122 medical devices have been compromised by 
malware over the last 14 months” 
Statement of The Honorable Roger W. Baker
 
[House Committee on Veterans' Affairs, Subcommittee on Oversight and Investigations,
 
Hearing on Assessing Information Security at the U.S. Department of Veterans Affairs]
 

Medical Device Security & Privacy Concerns  • Prof. Kevin Fu, UMass Amherst Computer Science 33 



          

 How significant are
 
intentional,
 
malicious
 

malfunctions
 
in software?
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    Information Assurance or Bliss? 
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    Information Assurance or Bliss? 
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“To our knowledge there 
has not been a single
reported incident of 
such an event in more 
than 30 years of device
telemetry use, which
includes millions of 
implants worldwide,” a
Medtronic spokesman,
Robert Clark 
[B. Feder, “A Heart Device Is Found
Vulnerable to Hacker Attacks” NY 
Times, March 12, 2008] 
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Since January 2009, the VA
has detected that 181 medical 
devices have been infected 
with a virus, but "none has 
resulted in any major harm to
our patients, to our
knowledge," Ledsome says. 
[VAʼs acting director of field security operations]
[H. Anderson, HealthcareInfoSecurity.com,
June 21,2011] 
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Since January 2009, the VA
has detected that 181 medical 
devices have been infected 
with a virus, but "none has 
resulted in any major harm to
our patients, to our
knowledge," Ledsome says. 
[VAʼs acting director of field security operations] 
[H. Anderson, HealthcareInfoSecurity.com, 
June 21,2011] 

St. Jude Medical, the third major 
defibrillator company, said it used
“proprietary techniques” to protect
the security of its implants and had
not heard of any unauthorized
or illegal manipulation of them. 
[B. Feder, “A Heart Device Is Found Vulnerable to
Hacker Attacks” NY Times, March 12, 2008] 
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Since January 2009, the VA
has detected that 181 medical 
devices have been infected 
with a virus, but "none has 
resulted in any major harm to
our patients, to our
knowledge," Ledsome says. 
[VAʼs acting director of field security operations] 
[H. Anderson, HealthcareInfoSecurity.com, 
June 21,2011] 

St. Jude Medical, the third major 
defibrillator company, said it used
“proprietary techniques” to protect
the security of its implants and had
not heard of any unauthorized
or illegal manipulation of them. 
[B. Feder, “A Heart Device Is Found Vulnerable to
Hacker Attacks” NY Times, March 12, 2008] 

Boston Scientific said it used 
encryption in its defibrillators,
and doubted its devices 
could be hacked. 
[K. Winstein, “Heart-Device Hacking Risks 
Seen” WSJ, March 12, 2008] 



          

Bad People Do Exist
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Implantation Scenario
 

1. Doctor sets patient info
 

2. Surgically implants 
3. Tests defibrillation 
4. Ongoing monitoring 

Device Programmer
 

Photos: Medtronic; Video: or-live.com
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Implantation Scenario 

1. Doctor sets patient info 
2. Surgically implants 
3. Tests defibrillation 
4. Ongoing monitoring 

Home monitor 

Photos: Medtronic; Video: or-live.com 
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 Privacy?? 
Diagnosis Implanting

physician 

Hospital 

Also: 
Device state 
Patient name 
Date of birth 
Make & model 
Serial no. 
... and more 



          

Wardrobe Malfunctions
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Wirelessly Induce Fatal Heart Rhythm
 

ICD software allows wireless 
induction of ventricular fibrillation 

[Halperin et al., IEEE Symposium on Security & Privacy 2008]
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Technical issues
 
Vulnerabilities are in plain sight.
 

When will risk become a tangible threat?
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 ←Ways Forward? !
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Thoughts to Consider 
! S&P standards for all relevant phases of product lifecycle 

" holistic system-level properties, not just components 
" reporting and collection of statistics about S&P issues 
" informed consent of patients 
" not causing unwarranted anxiety 

! Interdisciplinary educational programs 
" Increase number of people trained in medical devices and S&P 

! Emergency response plans for rare, catastrophic events 
" Stuxnet meets implantable medical device or hospital ward? 
" Zero-days addressed by in-clinic appointment? Not effective. 

! Open research platforms for innovation 
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[“Clinically Significant Magnetic Interference of Implanted Cardiac Devices by 
Portable Headphones” by Lee et al. Heart Rhythm Journal 6(10), October 2009.] 
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How Might NIST Help?
 
! Coordinate S&P standards for medical devices 

" DHHS FDA burdened with its remit for safety and effectiveness 
" HIPAA within DHSS OCR is mostly post-market
 

(reminder: P = portability, not privacy)
 
" Entities with most ability to address S&P risks have least incentive 

(manufacturers, regulators) 
" Entities with most incentive to address S&P risks have least ability 

(patients, health care professionals) 
! Help remove roadblocks to medical device S&P research 

" Researchers accepting resources from industry, branded as biased 
" But S&P innovation unrealistic without industrial participation 
" Contracts with manufacturers lead to S&P vulnerability dark matter 

! Secret hospital contracts prevent legitimate S&P research 
! Reinforces “no evidence” claims and promotes “everything’s fine” mindset 

Medical Device Security & Privacy Concerns  • Prof. Kevin Fu, UMass Amherst Computer Science 47 



          

 

 

 

Wireless + Internet Can Improve Healthcare
 

But not without fully understanding trustworthy computing
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Insulin pump Artificial pancreas Neurostimulators
 

Artificial vision Obesity control Programmable 
Vasectomy 
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