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The Beacon will...

e Broadcast full-entropy bit-strings
e Broadcast blocks of 512 bits per minute
e Sign and time-stamp each block

e Link the sequence of blocks with a secure hash



Database Schema

e \ersion

e Frequency

e Timestamp

e Random Value

e Previous Hash Value
e Error Code

e Signature

e Current Hash Value
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id version frequency tstamp random_value previous_hash_value error_code
- » Version 0.1 60 1323186391 CC1AEDA9699FDAGEC,.. 000000000000000000000... 1
9 Yersion 0.1 60 1323186451 3417BB48D6A46C41A2,.. ESA4A96A1BBCIBDCAB4E... 0
Yersion 0.1 60 1323186511 145219FF4764F6EBOEB. .. 860S032EDDBECICBI1S7... O
Version 0.1 60 1323186571 89DSFBOB3FEFF3E470... 42AD6198EES66D2027DF... 0
Version 0.1 60 1323186631 BC20B6397D10BDFAS?... 1SE9FB3DCFSEECSEBED4... 0
Version 0.1 60 1323186691 4724E2473950DDD7288.., E768D6C35BA29637F94D... 0
Version 0.1 60 1323186751 43C04716C8E7F62529,.. 0C40295746EDSFE488CE... 0
Yersion 0.1 60 1323186811 AF6701DD44AAGBACD... OFA1B3BDS80186B3CBSD... 0
2 Yersion 0.1 60 1323186871 565851D7C4CF4230CE... FS18AF3EAD712565D513... 0
2 Yersion 0.1 60 1323186931 0F1613E6CIDCCA7DIS... 92DAF20BEDCFF2B8B84B... 0
Version 0.1 60 1323186991 07AE3E171FE174F777... F7B2B8443935487F18239... 0
Version 0.1 60 1323187051 8C41CABI76F287A553.., 62F664DE7A21DBDEB7039... 0
Version 0.1 60 1323187111 92565B4EE360FEA7IE... ACBIEOAOD7SASD3SESFAD... 0
2 Yersion 0.1 60 1323187171 E6FEB4F2894830C1A2.., 875232220150AC72A04D... 0
2 Yersion 0.1 60 1323187320 51DD0DB2216ECSELFD... FB47D32C95DC4C01284B... 2
2 Yersion 0.1 60 1323187380 603BEOAGC1C8155D69.., 7F78B75C2692675E11BC9... 0
2 Version 0.1 60 1323187440 BDAZZBEF4A5363282A,., C3D3A41D43ACC43FFBESS... 0
Version 0.1 60 1323187500 849D3F72E8A4DF2746.., 2AEEESCCD2ZBS3CE63F157... 0
Version 0.1 60 1323187560 689174677DD6C469C4,,. ASO36103B1E04E31451F5... 0
Version 0.1 60 1323187620 SABS3FBCOFSSD3FCD4... 04C1074184ACE193F266... 0
2 Yersion 0.1 60 13231876380 A4A4735CB4CIDD2380.,, 3CCESSS72A32C134F5CD... 0
2 Yersion 0.1 60 1323187740 95F817B3486C597700.., 3ADEFS97E0BS73ESCDS6... 0
Yersion 0.1 60 1323187800 1ESAD3A240A713E39E... 7C8F119A11E0D96A3SDE... 0O
Version 0.1 60 13231873860 3AA7186EBDABFESCEF.., 6992739C4A8C20E01410... 0
Version 0.1 60 1323187920 4A457BCBS13E723BF6,.. D117C3CFBS741513DAG89... 0
. Version 0.1 60 1323187980 2FCF453922A8E3DBE3... 2A3S60FE9FFA369650BA... 0
of200 b b Cellis Read Only.

signature_value

A91B0A1097CAZOFZS. ..
4BDFSDE40ZASEBASF. ..
39550B16F34807046...
C49746D292D597AC. ..
C922DD737D3FB45E1...
940ECS7B2262620D1...
67BF3ECCO89085E22. ..
9D76FC7CBA71CTSE. ..
10C7D0SSEAFD79927...
4F4EF91C529031A59. ..
6A92379AEDAE4D180. ..
SCD4FBBBE32888721...
B96149B66D9D38FED. ..
78565ACEDEBCOCZF. ..
SEE4ACDS18B1B737E...
95A4063EFA3FE445A. ..
6AACABBAIESBESZ264. ..
8763FBSBSDD62680F. ..
12248ADDB7DC3368...
07F0SA0D1BSEES047. ..
7AB3AA3595CS4EFL...
AD97DBE782134908C. ..
115BA8625654F2CCE. ..
97A534BABES6AABLS. ..
A777F1E4EAFZESSZE. ..
600D99936C35E2158. ..

current_hash_value

ESA4A96A1BBC3EDCAB4EA. ..

8605032EDDSEC1CEI157D. ..
42AD6198EES66D2027DFD. ..
15SE9FB3DCFSEECSEBED4S. ..

E768D6C35BA29637F94D36. ..
0C402958746EDSFE488CE4E. ..

OFA1B3BDS80186B3CBSDC. ..

FS18AF3EAD712565D51363...
92DAFZ0BEDCFFZBSBS4BE3. ..

F7B2B8443935487F182396. ..

62F664DE7AZ1DBDE703914...

ACBOEOAD7BASD3SESFADT. ..

875232220150AC72A04D40. ..

FB47D32C95DC4C0128489...

7F78B75C2692675E11BC91...

C3D3A41D43ACC43FFESS0. ..
ZAEEESCCDZ2BS3CH3F157C. ..

AS036103B1E04E31481F8S. ..

04C107A184ACE193F266D. ..

3CCESSS572A32C134FSCDC. ..
3ADEFS97EDBS73ESCDSEES. ..

7CB8F119A11E0D96A3SDEE. ..

6992739C4ABC20E01410SE. ..

D117C8CFBE741513DAB91...

2A3560F89FFASE69650BAEZ. ..
9534B9B14E203FD4218AF1. ..
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e Many forms of human interaction have moved from the meeting table to
the Internet.

e At a meeting table, six people can roll a die to decide fairly who gets to
speak first.

e Who rolls the die at a virtual meeting room?

e Cryptographers solved this problem in the early 80’s, but the solutions are
costly in several ways.

e New solution: use a trusted public source of randomness.
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From abstraction to real applications.

e Simulating the die and meeting room is a cryptographic primitive.

e A practical solution to this primitive is a powerful tool in solving a large
class of problems related to transactions in the digital era.

e Some examples:
e \oting.

e Contract signing (I'll commit my signature only if you commit yours).
e Sealed-bid auctions.

e Many more ...



From abstraction to real applications.

In Tim Polk’s words,

“the Beacon puts us back in the meeting room.”



Beyond simulating the meeting room

New functionalities allow new capabillities ...



Beyond simulating the meeting room

New functionalities allow new capabillities ...

enhancing trust, transparency, fairness, privacy, etc. in
digital commerce and digital government.



Two Example Applications

e Post-Election Auditing.

e Selection of Qualified Volunteers.



Post-Election Auditing

e Texas state law requires post election auditing of “One percent of the
election precincts, or in three precincts, whichever is greater.”

e Predictable precinct selection could enable fraud.

e Selection of precincts could skew results.



Selecting Precincts For Auditing
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IETF Nominating Committee Selection Process (RFCs 3777 and 3797)

e A pool of qualified volunteers is announced.

e The exact algorithm to be used, including the public future sources of
randomness, is made public.

e Once the pre-specified sources of randomness are available, those

values plus a summary of the execution of the algorithm for selection are
announced.

e Anyone in the IETF can verify that the correct randomness source
values were used and the algorithm was properly executed.



Implementing the IETF Process with the NIST Randomness Beacon

“first NIST beacon output for July 7, 2012”
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Identity a la NSTIC

e A collection of encoded attributes about myself on a portable token.

e Selective disclosure allows me to reveal only whatever information is
necessary to complete a transaction.

e “| am young enough to join this online forum”

e “| have a valid prescription for this pain medication” (I might not want to
disclose whether the prescription was issued by an oncologist or by an
orthopaedic doctor).

The NIST Beacon could make selective disclosure simpler,
cheaper, faster.
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Majority of three

uexv T3,(X,y,2) = Xy + Xz + yz




Majority of three

The problem is to verify these

>




Majority of three

T3,(X,Y,2) = Xy + Xz + yz

too many multiplications



Majority of three

T3,(X,Y,2) = Xy + Xz + yz

much better
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Threshold Functions

What about 77" ?

T35 = X1T2X3 T T1T2T4 + T1XT2T5 + T1T3T4 +
T1T3T5 + T1X4T5 + T2X3T4 + T2X3T5 +
ToXALs + T3X4T5 + T1X2L3T4 +
T1L2T3T5 + T1T2X4T5 + T1T3L4T5 +

L2X3XAL5

It turns out only 3 multiplications are needed.



Future Plans

e Enhance user interface with REST design.

e Migrate database and web services to NIST public network.
e Increase number and diversity of randomness sources.

e Collaborate with PML to integrate quantum noise sources

e Two phase approach; PML leads are Josh Bienfang and Sae Woo
Nam



NIST Beacon

Future Architecture.
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