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Full disclosure 
§ Whatever you see next is joint work with the following 

researchers:  
•  Chaz Level, GT 
•  Dr. Yacin Nadji, GT 
•  Dr. Fabian Monrose, UNC 
•  David Dagon, GT 

§ This work would not be possible without our sponsors: 
•  NIST (David Ferraiolo and Tim Grance) 
•  DARPA (Angelos Keromytis) 
•  Comcast (Michael O'Reirdan)  
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. . . . 

What we consider as IoT in our 
measurements? 



. . . . 

IoT Definition 
§ Numerous definitions have been proposed by 

government, industry and academia.  
§ For our measurements we do consider as IoT;  

•  Consumer devices (i.e., light bulbs, door locks, 
cameras, thermostat, etc.), and 

•  Home automation devices (HVAC system 
controllers, building access controls, automated 
blinds, etc.) 

that use the network to reach out to the rest of the 
Internet.  

§ For this presentation we do not consider as IoT 
devices laptops, mobile devices and industrial 
control sensors.  
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What is the problem with IoT? 
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. . . . 

What is the problem with IoT? 
§ They are “trusted” devices in 

our networks. 
•  Increases the attack profile 

of our networks. 
§ They have less than good 

understanding of how 
network protocols and crypto 
should be used. 

•  Opens holes to both end 
user’s security and privacy. 
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§ Really hard to track the growth of these IoT devices.  
•  Very important to measure.  
•  Helps the community to anticipate events.  



. . . . 

How to measure the IoT growth? 
§ We need an IoT lab! 

•  Set up the network in a way 
where networking events can 
be clearly attributed to 
devices. 

•  Run the devices for a long 
period of time. This is critical 
for measuring their behavior 
in real networks. 

•  Collect IoT network indicators 
that can uniquely attributed to 
certain classes of IoT 
devices.  

§ We are ready for passive 
measurements!  
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IoT Network Indicators 

§  IoT devices are extremely “chatty”. 
§  They tend to connect to tenths of different locations in the Internet.   
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What kind of protocols they use?  
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§ Using the devices in the 
IoT lab we can see the 
by-volume 
communication patterns 
from the IoT devices.  

•  Surprisingly, they 
speak more UDP 
(DNS) than TCP.  

•  Large numbers of 
ICMP and IGMP traffic 
too.  

•  Many custom 
protocols on top of 
UDP.  
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What is the attack surface for IoTs? 
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IoT HTTP and HTTPS? (I) 
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IoT HTTP and HTTPS? (II) 
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Summarizing, can IoT encrypt?  

§ Food for thought: Will these known security issues will 
ever be fixed (i.e., through patching)? 
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. . . . 

IoT device growth in the US (I) 

§ Using DNS data from one of the largest Telcos in the 
US, we can see the clear growth of certain very 
popular IoT devices over the last 5 years. 
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. . . . 

IoT device growth in the US (II) 

§  Note the home automation growth over the last 3 years.  
§  The rest of the groups of IoT devices have been steadily 

growing over the last half a decade.  
§  IoT are clearly growing in US Telcos.  
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IoT device growth in the US (III) 
§ What can we see from a week’s worth of full DNS 

traffic?  
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DOW	 Date	 Daily	DNS	Lookups	 Unique	IPs	
Thu	 10/6/16	 	560,028,803		 	153,769		
Fri	 10/7/16	 	585,327,840		 	160,803		
Sat	 10/8/16	 	552,157,350		 	156,138		
Sun	 10/9/16	 	530,898,186		 	155,836		
Mon	 10/5/16	 	548,243,844		 	141,429		
Tue	 10/6/16	 	581,421,503		 	174,348		
Wed	 10/7/16	 	559,714,577		 	161,295		
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Policy Recommendations (I) 
§ By now we should all agree that this is a problem.  
§ There are some key points we need to consider (ordered 

from more basic to more sophisticated): 
•  How can we ensure that devices are shipped with default 

password off?  
•  How can we ensure that devices are able to facilitate 

unique passwords?  
•  How can we “grade” the devices with the respect of the 

pen-testing they have been through? (think PCI-IoT) 
•  How can we ensure that IoT devices can be tracked 

uniquely? (Note: There is no hope for remediation without that.) 
•  How can we ensure that IoT devices can be patched? 
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Policy Recommendations (II) 
§  It is only mater of time for the US government to issue massive 

recalls on IoT devices due to security issues.  
•  How can we do this in a way that is reasonable and objective? 

§  Food for thought:  
•  Voluntary certification of IoT devices. Do we need for an UL 

certification mark for IoT devices? 
•  We are in desperate need of an IoT lab that would act as an early 

warning platform for security issues. 
•  US telecommunication companies own part of this problem. 

Instead of regulating the space, I suggest MAAWG-like initiatives 
to increase awareness and come up with practical solutions.  

•  Who else have a stake in this game? 
•  US and International manufacturing companies. 
•  Retail chains. 
How can the DoC and the US government incentivize them to promote 
certified IoT devices?  
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The IoT things at your environment! 

§ Visit https://www.findyourthings.info/ from your local 
network and you will find out if you have a IoT-based 
trust violation problem. J  

Astrolavos Lab 

20 



. . . . 

Thanks, questions?  
manos@gatech.edu 
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