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Growing	Dominance	of	Crypto-Ransomware
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35%	Increase	in	Crypto-Ransomware	Attacks
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Growth	factors

• Still	profitable	for	the	attacker
• Easy	access	to	encryption
• Cryptocurrencies
• Effective	infection	vectors
• Adoption	of	advanced	attack	techniques
• Ransomware	as	a	service
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100	new	families	identified	in	2015	compared	to	77	in	2014
79	new families in	2016	so	far
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Ransomware	Cryptolocker Expansion	
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Ransom	demand	increased
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Average	ransom	demand	has	more	than	doubled
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Common	infection methods

• Email
– Script	file	(Javascript,	VBS,	Powershell,…)	
• Can	be	in	archives	(Zip,	RAR,	HTA,	WSF,…)

– Office	with	malicious	macro	(and	social	engineering)
– Link	to	malicious	files	on	Dropbox	&	Co.

• Infected	Websites
– Web	exploit	toolkits
– Malvertisement

• Targeted
– Server	exploits (e.g.	Jboss)
– Bruteforcing passwords (e.g.	RDP)
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Example	of	Spam	Email	Distributing	Locky
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Typical	Locky Ransom	Note
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Where	are	the	victims?
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Businesses	as	a	target

Ransomware	and	Business	2016
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• Cybercrime	is	not	just	an	end-user	problem
• 43%	of	ransomware infections	occur	inside	business

• Organizations	are	being	targeted	APT’s
• User	behavior	is	being	leveraged	criminally

• All Segments	&	Verticals	are	Affected
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Advanced	attack	techniques
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Recent	ransomware attacks	use	tactics	and	techniques	typically	seen	in	APT-style	attacks

Infiltration Exploit	server-side	vulnerabilities	to	gain	access	to	the	network.

Reconnaissance
Attackers	gather	information	that	may help	in	later	stages	of	the	attack,	
such	as	back-up	policy.	Information	gathered	may	also	be	used	in	the	
ransom	note.

Lateral	movement Attackers	use	publicly	available	tools to	plot	out	and	traverse	the	
network	and	gain	access	to	strategic	locations.

Stealth Once	the	attack has	been	successfully	carried	out	the	attackers	attempt	
to	hide	their	tracks	by	removing	any	tools	used.
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Victim	organization	profile

Services
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What	about	
Healthcare?

Healthcare	seeing	more	
targeted	attacks	and	

therefore	not	reflected	in	
the	numbers
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Ransomware-as-a-service
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Ransomware	on	Smart	Devices

16I	started	out	with	nothing,	and	I	still	have	most	of	it.

• Android	Ransomware	decreased

• IoT device ransomware	not	seen at	large	in	the wild
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