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With new algorithms and tools, developers can apply high-strength
combinatorial testing to detect elusive failures that occur only when

multiple components interact.

uppose we want to test a process-control

system that has 20 sensors, each with 10

possible values. As usual, exhaustive test-

ing is out of the question: 10?° tests would
require billions of years to execute. We could test
all 10 values for each sensor with only 10 tests, but
that’s unlikely to be enough. Experience suggests
that some faults are triggered only by unusual
combinations—hence, the popularity of pairwise
testing, which is based on the observation that
software faults often involve interactions between
two parameters. In pairwise testing, all possible
pairs of parameter values are covered by at least
one test, and good tools are available to generate
arrays with the value pairs.! By selecting parameter
values carefully, we could test all value pairs for the
20 sensors in our example with only 180 tests.
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But what if some failure is triggered only by a
very unusual combination of three, four, or more
values? It’s unlikely that our 180 tests would de-
tect this unusual case. We would need to test
at least three- and four-way value combinations.
Combinatorial testing beyond pairwise is rare,
however, because good algorithms for higher-
strength combinations haven’t been available or
were too slow for practical use. In the past few
years, advances in covering-array algorithms,
integrated with model checking or other test-
ing approaches, have made it practical to extend
combinatorial testing beyond pairwise tests.
The US National Institute of Standards and
Technology (NIST) and the University of Texas,
Arlington, are now distributing freely available
methods and tools for constructing large t-way
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