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Subject: Comments on Public Draft FIPS 201
To: Draftfips201@nist.gov

Cc: Harry.Lee@do.treas.gov

MEMORANDUM FOR THE NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY

FROM: Mike Parker
Deputy Chief Information Officer
‘Department of the Treasury
SUBJECT: FIPS PUB 201 Comments from the Department of the Treasury

The Department of the Treasury appreciates the opportunity to provide technical comments on the
Public Draft of FIPS PUB 201. We fully appreciate the timeline in which the NIST team is working
under to issue the Personal Identification Verification (PIV) standard as mandated by Homeland
Security Presidential Directive-12 (HSPD-12).

The attached comments are intended to provide NIST with visibility into the Treasury-wide
challenges anticipated in implementing FIPS PUB 201. These comments also request clarification
and provide recommendations so that Treasury can meet the needs of our Bureaus with their
diverse missions, while leveraging the investment Treasury has already made in common access
card (Smart Card) technology for use by Treasury employees and contractors for both physical
and logical access to Treasury-controlled facilities and information systems.

We hope that our comments prove helpful as NIST continues to support HSPD-12. In the
meantime, should there be specific questions, please contact Trung Nguyen at 202-622-2583 or
trung.nguyen@do.ireas.gov.
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Comments on Public Draft of FIPS PUB 201, Federal Personal Identity Verification
(PIV) Standard.

PURPOSE OF DOCUMENT

This document provides the U.S. Department of the Treasury’s (“Treasury”) high-level
comments on the Public Draft of FIPS PUB 201, Federal Personal Identity Verification
(PIV) Standard, for review and consideration by the National Institute of Standards and
Technology (NIST) team working on the development of this standard.

OVERVIEW

Treasury would like to submit for consideration the following comments on the public
draft of FIPS PUB 201. These comments are intended to help provide NIST with a true
understanding of Treasury’s concerns and areas where more explanation from NIST
would provide needed clarity and guidance.

As part of our response, Treasury has aggregated 183 comments from the Treasury
Bureaus and Departmental Offices using the template provided by NIST. These
comments along with the narrative from this document should provide a feel for the
current Treasury position. Any consideration and clarification from NIST on these
comments and others received on FIPS PUB 201, will help to clarify Treasury’s position
and direction in support of complying with Homeland Security Presidential Directive-12
(HSPD-12).

Treasury supports the direction and intent of FIPS PUB 201; however, the comments
included in this document will provide insight into a few high level challenges for all to
overcome. These challenges include:

Major Concerns:

1. Funding Implications: The timing of the release of HSPD-12 does not allow for the
funding of new initiatives in the FY05 and FY06 budget. It is the beginning of Q2
FYO035 and it 1s difficult to identify and reallocate funds that are being used for other
critical programs.

2. Definition of Federal Facilities and Information Systems: The anticipated guidance
from OMB concemning applicability of FIPS PUB 201 and the definitions of federal
facilities and federally controlled information systems will be essential to
understanding the scope of FIPS PUB 201. The potential cost impact of a universally
applied standard could be significant. Agencies operate a wide range of information
systems and facilities, many having unique access controls based on the operations of
the organization. Agency implementation plans will depend a great deal on this OMB
clarification and guidance. ‘
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Personal Privacy and Union Concerns: Treasury has several unions that we deal
with. One of the biggest concerns from the unions is privacy. To this end, the
implication of storing biometric information and other personal information on a
common identification card could create great concern for these organizations.

General Concerns:

4.

Marketplace Maturity and Product Availability: Tn general, FIPS PUB 201 refers to
some concepts and techniques that are technically possible but highly complex. This
complexity may inadvertently delay the implementation of the PIV concept as
demonstrated by current and previous Federal smart card programs.

Graduated Migration Path: FIPS PUB 201 needs to consider migration paths for
legacy systems. This will ensure that risk mitigation factors are considered for legacy
systems mvestments, reducing risks of implementation and business policies and
practices.

Existing Investment in Legacy Access Control Systems: Treasury, like many other
Federal Agencies, has sensitive operational activities for which robust access control
systems have already been implemented. Some are even integrated into production
environments. Though Treasury and its Bureaus seek compliance with FIPS PUB
201 and 1ts goals; it is recommended that there will be transition periods that will:

a) Recognize the legitimate need for dual systems while legacy systems are
replaced or re-engineered,;

b) Cross multiple fiscal years;

¢) Have minimal impact upon existing operations and services; and

d) Give agencies flexibility as to migration strategy and timelines.

Centralized Card Issuance: FIPS PUB 201 seems to be geared towards local
issuance of identification cards which could unnecessarily increase the cost of
operation for agencies that have a widely dispersed population. Card issuance for
these agencies could be handled through an equally effective local proofing process
coupled with a centralized card production facility. Agencies should be able to
conduct cost benefit analysis to determine best approach,

PIV Appearance Uniformity: There are only generalizations about the card topology.
This ambiguity will lead to varying levels of compliance as each agency interprets the
standard in a manner which suits its individual needs. FIPS PUB 201 defines
minimums for font sizes. This should be strengthened to limit the ability to determine
agency specific font sizes. There also appears to be no provision for the use of a
background color or graphic. If this is not to be allowed it should be stated.
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9. Imposed Sensitivity Designations: With the introduction of position sensitivity
determinations and associated background investigations, the roles and
responsibilities of OPM have become blurred. The background investigations
associated with the proposed levels of sensitivity do not seem to coincide with current
guidance from OPM. It appears inconsistent with the intent of HSPD-12 for FIPS
PUB 201 to impose additional implementation guidance beyond that issued by OPM
concerning position sensitivity determinations. It should also be noted that FIPS PUB
201 does not appear to coincide with the requirements of FIPS PUB 199, whereby
FIPS PUB 201 imposes four levels of sensitivity and FIPS PUB 199 mandates three
levels and permits agencies to establish additional levels.

10. Identity Credential Issuance: By requiring a completed background investigation
prior to issuance of a final Identity Credential, FIPS PUB 201 imposes an
unnecessarily strict procedure as compared to the current accepted practices for other
types of accesses, such as those concerning interim and final personnel security
clearances. A final Identity Credential should be made available to all employees and
contractors immediately upon verification of their personal identity and not wait for
the completion of a potentially lengthy background investigation. An effective policy
could be for issuance of the final Identity Credential once the Registration Authority
verifies the Applicant’s source identity documents with the agency issuing those
documents. Additionally, clarification is needed concerning the associated limitations
of authority, responsibility, rights, and privileges of the employee during the period
they are waiting for the completion of the background investigation and, in
accordance with FIPS 201, are being treated as a “visitor”,

11. Physical Access Control Systems. NIST has stated several times that it is not dictating
the type of physical access control systems for agencies to use, but in reality NIST is
dictating the technologies and process to be employed by any physical access system,
which in tum has a direct affect on the availability of compliant systems.

12, Certification and Accreditation: The requirement for certification and accreditation
specified in FIPS PUB 201 is going to prove to be a monumental task for all agencies
implementing the systems required to meets FIPS PUB 201. The C&A process is a
lengthy and costly one that should be discussed in great detail. Agencies will have to
determine the resources and funding necessary to meet the requirement in an
unrealistic timeframe. Guidance is required to identify the appropriate references,
time frame and tools available to meet this requirement.

13. Implication of Mandatory FIPS: Because Federal Information Processing Standards
are mandatory and cannot be waived, it is unclear what status non-compliant practices
will have on the effective date of FIPS PUB 201.

Thank you for taking our comments into consideration. If you have any questions, please
contact Trung Nguyen at (202) 622-2583 or trung.nguven(@do.treas.gov.
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Comment template for draft FIPS 201 and SP 800-73

Submitted by: Department of the Treasury, Trung Nguyen

Date: 12/23/2004

Cmt # Org. Point of Comment Type| Section, |Comment {Include rationale for comment) Proposed Change
Contact {G-General, E-| Annex, :
Editorial, T- etc. and
Technical} Page Nbr
1 Department of [Trung Nguyen G Cveral! The standard does not put any emphasis on the overall effect of this
the Treasury type of standard. There are three major aspects that is not
discussed; one resources that it will take to implement and carry out
the standard, two this is a un-funded mandate, and three the
enterprise systems that are already in place.
2 Department of [Trung Nguyen G Overall Within the standard it states the various systems and how they will
the Treasury interact with each other. One issue with the interaction of the
systems is there is no disconnect between the physical access
control system and the logical access systems. This could create
possible vulnerabilities. Within Figure 3-1 the relationships between
the systems needs to be clarified.
3 Department of |Trung Nguyen G Overall There is a presentation on the NIST web site: Perscnal Identity Add a description of Federal Contractors
the Treasury Verification for Federal Employees and Contractor. William Barker |and employees using sited presentation.
is listed as the POC. Page 2 provides a Scope of PiV Subscribers.
This level of detail would add value to 201.
4 Department of |Trung Nguyen G Overall The requirements concerning personnel security should be
the Treasury coordinated with OPM. OPM is delegated authority to make and
implement policy concerning security requirements of "people”,
much of which has been tested in court. Changes to position risk,
investigations, etc., would be expected to require public notice and
comment through the Federal Register. Moreover, OPM and DOD
have been collaborating on centralizing investigation information
(CVS, DCIl, and Sl systems)} and creating one repository. This has
not happened according to early plans, nor is an expected rotlout
date addressed in FIPS 201.
5 Department of |Trung Nguyen G Overall No section on integration and interoperability of card readers for
the Treasury physical access. Industry is currently highly proprietary.
6 Department of |Trung Nguyen G Overall Sure to be significant: National Treasury Employee Union interest
the Treasury regarding privacy implications with the biometrics portion of the
concept. {Operational Assurance}
7 Department of [Trung Nguyen G Overall How will the notice, personal information and privacy rights of

the Treasury

employees and contractors be protected across agencies and during
exchanges? Are specific assurances to be given to contractors and
their companies? Will there be independent oversight or external
enforcement? ]

D = Document,1 = FIPS201, 2 = SP800-73
T=Type of Comment, E = editoral, T = technical
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Comment temptate for draft FIPS 201 and SP 800-73

Submitted by: Department of the Treasury, Trung Nguyen

Date: 12/23/2004

Cmt#

Org.

Point of
Contact

Comment Type
{G-General, E-
Editorial, T-
Technical)

Section,
Annex,
etc. and

Page Nbr

Comment (Include rationale for comment)

Proposed Change

Department of
the Treasury

Trung Nguyen

G

Cverall

Market research and case studies of actual deployments indicate
that the reliability, quality and acceptance of smart card and
biometric technologies have not risen to a level of maturity that
qualifies for widespread usage. While the science and technologies
are advancing rapidly, it does not appear that the commercial sector
presently provides multiple sources of a mature product offering in
biometric technology to support large scale general purpose
applications at the quality assurance levels required for production
operations, commercial use or interoperability.

Department of
the Treasury

Trung Nguyen

Overall

Agency use policies may need to be annotated to prescribe
responsibilities and standards for the life cycle management of
digital signatures and encrypted data fites created by employees and
contractors especially in the event of changes in status such as
retirement, termination, promotion or transfer to a different division.
What restrictions will apply to the recovery, access or deletion of
encrypted data files subsequent to a change in status?

10

Department of
the Treasury

Trung Nguyen

Overall

What assurances for privacy and identity data protection will all
empioyees and contractors be afforded with the implementation of
this standard?

11

Department of
the Treasury

Trung Nguyen

Overall

What constitutes agency due diligence with respect to he card
holder’s rights of privacy and the protection of personal data should
be explicitly stated in the standard. The card holders’ intended role,
rights and responsibility in the lifecycle management of their
personal data and credentials should be clearly stated as guidance
for the agency and the card holders to ensure consistent application
across agencies..

12

Department of
the Treasury

Trung Nguyen

Qverall

Will service level metrics or customer services standards be
prescribed for agencies to assure subscribers that the card
issuance, identity verification and customer related services will be
handled in a timely and professional manner? A federal service
level management standard should be proposed to establish a
minimally acceptable standard of performance.

Service level agreements should be
prescribed to ensure that personal identity
verification is actually accomplished in a
timedy manner from a customer-centric
perspective comparable to the e-Gov and

PMA initiatives.
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Submitted by: Department of the Treasury, Trung Nguyen

Date: 12/23/2004

Cmt #

Org.

Pgint of
Contact

Comment Type
{G-General, E-
Editorial, T-
Technicali)

Section,
Annex,
etc. and

Page Nbr

Comment {Include rationale for comment})

Proposed Change

13

Department of
the Treasury

Trung Nguyen

G

Cverall

Was it intended that employees, contractors or supervisors be able
to receive information abeut the status of their request for card
issuance or review the data collected to verify their identity for
accuracy as a routine service capability? If so, will a2 uniform service
capability be prescribed?

14

Department of
the Treasury

Trung Nguyen

QOverall

Will service level agreements (SLAs) or customer services
standards be prescribed for agencies to assure subscribers that the
card issuance, identity verification and customer related support
services will be handled in a timely and professional manner? Will
employees or contractors be able to request information about the
status of credentials or review the data collected to verify their
identity for accuracy? A federal service level management standard
should be proposed to establish a uniform and minimally acceptable
standard of service.

15

Department of
the Treasury

Trung Nguyen

Overall

Federal efforts to improve security and identity management have
established a number of initiatives and working groups with
overlapping scope and conflicting guidance. Given the constraints
upon resources, a clear understanding of roles, responsibilities and
objectives is needed to comply with the aggressive schedules and
timelines established {o achieve the critical improvement in our
security posture. Guidance should be provided to reconcile
inconsistencies and cenflicts in the schedule and objectives of
competing and complementary activities.

Prescribe use of existing standards and
policies such as SP 800-36, SP 800-37, SP
800-63 and others.

16

Department of
the Treasury

Trung Nguyen

Overail

In an effort to increase the assurance of personal identity, it is
equally or more important that we certainly do not create a security
infrastructure that is a more vulnerable or attractive target to
terrorists and attackers than the existing systems that are being
modified or replaced. In order to share common data and reduce
costs, it is critical that data privacy and data protection controls do
not put potentially more useful information in the hands of terrorist
and attackers in the event of a security breach. This standard does
not address how agencies must protect and secure shared privacy
and identity data about employs and contractors.

The standard should prescribe a uniform
implementation strategy to clarify the
desired cutcomes, reduce the opportunities
to increase costs or select options that
compromise interoperability.
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Comment template for draft FIPS 201 and SP 800-73

Submitted by: Department of the Treasury, Trung Nguyen

Date: 12/23/2004

Cmt# Org. Point of Comment Type| Section, {Comment {Include rationale for comment) Proposed Change
Contact {(G-General, E-| Annex,
Editorial, T- etc. and
Technical) Page Nbr
17 Department of |Trung Nguyen G Overall It is important that the contact and contactless cards and readers
the Treasury used for physical and logical access be compatible. It is unclear
from the specifications and referenced standards that this is the
desired outcome. The cards and readers that are specified for
physical access shouid be capable of meeting requirements for
‘ logical access as well.
18 Department of {Trung Nguyen G Qverall How will prescribed physical access controls apply to federal staff
the Treasury and contractors working in buildings or facilities that are not federally-
controlled or federally-owned?
19 Department of [Trung Nguyen G QOverall With all the words that are being utilized interchangeably throughout |Provide a clearer definition of the two terms
the Treasury the document, the most confusing is the process of procfing the and explain how they work together in the
individual is to provide a level of assurance that the individual is process. Discuss both in the context of the
indeed who the say they are. Where as a credit check may be done |topic and be consistent in the necessity of
to determine the trustworthiness of said individual. Is it the intent of |how one is used. Is trustworthiness
the standard to provide a level of assurance that the individual is necessary for validating an identity or is it
who they say they are and that they are trustworthy? Oris it to to determine someone, who's identity has
provide a level of assurance that they are who they say they are? been established worthy of hold a specific
The utilization of these words within the document is so loosely position. This would pertain to the
based that it creates confusion towards what the standard is trying tojrequirement of credit checks.
accomplish. .
20 |Department of [Trung Nguyen G Overall Seems to be gear more too local issuance of identification cards Provide for local face to face proofing and
the Treasury than one with the flexibility to provide for the numerous employees |centralized card production.

and contraciors located in remote locations that may not be cost
effective to host a local issuance process. This approach could un-
necessarily increase the cost of operation for agencies that have a
widely dispersed population and one that could be handled through
an effective local proofing process coupled with a centralized card

production facility.
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Comment template for draft FIPS 201 and SP 800-73

Submitted by: Department of the Treasury, Trung Nguyen

Date: 12/23/2004

Cmt#

Org.

Point of
Contact

Comment Type
{G-General, E-
Editorial, T-
Technical)

Section,
Annex,
etc. and

Page Nbr

Comment {Include rationale for comment)

Proposed Change

21

Trung Nguyen

G

PIV-I

PVl is lacking an extreme amount of detail. What about data
archival requirements - 1AW NARA, for how long should the archives
be stored, etc? Audit requirements? What about lifecycle
mangement of cards, especially with respect to digital certificate
maintenance when certificates expire, are revoked, suspended eic.?
How does PIV | registration process scale to accomodate larger or
more gecgraphically diverse agencies with greater challenges? How
are Registration Authorities and other authoritative roles vetted
themselves - how are they "trusted" to issue credentials for others?
What about "M of N" procedures in the vetting process that would
require collusion to subvert?

22

Department of
the Treasury

Trung Nguyen

PIV |

In PV | there is only the standardization of some of the business
processes of issuing a credential, this section does nothing to
ensure the validate of the issuer, provide a strong identity card or
even standardize the ID card. There is not effort to ensure the
issuance of a standardize government identification card which has
the ability to be verified as being issued by a accredited issuer.
There is no means to provide an 1D that has employed any anti-
counterfeiting measures. There is not specified means of
authenticating electronically. These items are listed as control
objectives of PIV | but never listed or explain within PIV |. Without
the requirement for these control objectives and the re-issuance of a
STANDARDIZE PIV card how is this providing anything stronger
than what is currently in place?

State upfront how this will meet HSPD 12 if

it does.

23

Department of
the Treasury

Trung Nguyen

PIV-il

Strong requirements are needed regarding card management as it
relates to the collection, storage, access to and disposal of this
extremely sensitive information, that if compromised/stolen can have
adverse consequences to the individual the information is about.
Should the card management be handled by contractors or should it
be an inherently government position. {Privacy}

24

Department of
the Treasury

Trung Nguyen

Section 3,
pg. iv

Define an official accreditation process.

per NIST 800-37

25

Department of
the Treasury

Trung Nguyen

Section 6,
Pg. v

It is not clear what is meant by the term "federally controlled
information system™ nor how it would be determined. Some federally
owned applications are hosted on commercially controlied, owned

and operated systems.

D = Document,1 = FIPS201, 2 = SP800-73
T=Type of Comment, E = editoral, T = technical

50f 31




