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Jim and Curt

The following are the final comments from the IAB in your required format
for FIPS 201. in addition we are providing a cover letter of general
explanation, a proposed rewrite of the FIPS and a Power Point Presentation
outlining the major areas of change.
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Comments for FIPS 201 Public Draft

Bob

Section 1

Minor edits. Change references of “computer” to

See IAB Recommended Revisions to FIPS

requirements in SP 800-73

Donelson “logical” 201
2 IAB |Bob Section 1.1 Expanded, tied back to HSPD-12, combined with  |See |JAB Recommended Revisions to FIPS
Donelson scope. 201
3 IAB |Bab Section 1.2 Cornbined with previous section. See |IAB Recommended Revisions to FIPS
Donelson 201
4 IAB {Bob Section 1.3 Updated to reflect new organization. See |IAB Recommended Revisions to FIPS
Donelson 201
5 IAB |Baob Section 2 Expanded to reflect PIV-l compliance is mandated [See IAB Recommended Revisions to FIPS
Donelson by Qct 2005; Tied reference to SP 800-73 201
6 IAB |Bob Section 2.1 Augmented four HSPD-12 objectives with six This change has been included IAB
Donelson functional objectives. Recommended Revisions to FIPS 201,
Deleted staternent specifying PIV-Il content Section 2.2.1.5
Added Use Case and Reguirements
+* Registration
+ Validation
* Physical Access
+ |ogical Access
Added new subsection 2.1.1 Definitions
Added new subsection 2.1.2 Scope of PIV-I
7 |AB |Bob Section 2.2 Replaced old process with a new one; Added a This change has been included IAB
Donelson figure; Defined roles, components, identity proofing,| Recommended Revisions to FIPS 201,
issuance requirements and workflow. Section 2.2.1.5
8 IAB |Bob Section 2.2.1 Change title, dropped “of New Employees and Focus on identity and chain of trust, not
Donelson Contractors” and made section apply to both new  jtrustworthiness. This change has been
and current employees included IAB Recommended Revisions to
Deleted entire notion of Position Sensitivity Level  [FIPS 201, Section 2.2.1.5
Explicitly allowed centralized issuance
Specified electronic aspects of enrollment package
Mandated an Identity Management System (1DMS)
that includes a one-to-many search for alias
chacking
Added a detailed breakdown in additional
subsections
+ Employer/Sponsor
» PIV Application Process
+ PIV Enroliment Process
« ldentity Verification Process
+ Card Production, Activation, and issuance
+ Suspension, Revocation and Destruction
9 IAB {Bob Section 2.2.2 This section has been changed to “Re-Issuance to {See |IAB Recommended Revisions to FIPS
Donelson Current PIV Credential Holders” 201
10 | IAB |Bob Section 2.2.3 Minor edit. Change “background” to “1:many” This is consistent with identity rather than
Donelson check. trustworthiness. See |AB Recornmended
Ravisions to FIPS 201
1 IAB |Bob Section 2.2.4 Minor edit See |AB Recommended Revisions to FIPS
Donelson 201
12 IAB |Bab Section 2.3 Incorporated above in *Card Production, Activation, |See IAB Recornmended Revisions to FIPS
Donelson and Issuance” 201
13 IAB |Bob Section 3 Section 3 and all subordinate subsections were See IAB Recommended Ravisions to FIPS
Donelson removed. These were informative and did not add |201
any requirements to the standard. This information
may be included in a separate rationale or
guidance document.
14 |AB |Bob Section 4 Substantially reorganized and re-titled this section |See IAB Recommended Revisions to FIPS
Donelson and subordinate subsections: 201
15 | IAB |Bob Section 4.1 Minor edits. Reformatted See |IAB Recommended Revisions to FIPS
Donelson 201
16 | IAB |Bob Section 4.1.1 Deleted in its entirety. Procurement requirements, [See IAB Recommended Revisions to FIPS
Donelson perhaps more appropriate for printer and inks. 20
17 | 1AB [Bob Section 4.1.2 Reformatted. See IAB Recommended Revisions to FIPS
Donelson Added reference to expanded physical security 201
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[see 1AB

mendad Revisions to FIPS

recognition systems are mandatory if fingerprint is
not available.

Bob ion4.1.3 gely .
Donelson Requirements to NOT emboss, punch, or affix with 201
decals promoted one level
19 IAB |Bob G |Section4.1.4 Renamed “PIV Credential Data” with 3 major See IAB Recommended Revisions to FIPS
Donelson subsections: 201
« Graphical Data
* ICC Data
» Machine Readable Data
Surnmarize free text in succinct table format
Require that all data elements will conform to
PDMF as specified in SP 800-73
20 IAB |Bob G [|Section 4.1.5 Subsumed into table above See |IAB Recommended Revisions to FIPS
Donelson References PDMF in SP 800-73 20
21 IAB {Bob G |Section 4.1,5.1 Deleted. Relegated to SP 800-73 See |IAB Recommended Revisions to FIPS
Doneison 201
22 IAB {Bob G |Section4.1.52 The PIV card must be activated to perform See IAB Recommended Revisions to FIPS
Donelson privileged operations. The PIV card shall be 201
activated for privileged operations only after
authenticating the cardholder or the appropriate
card management system. Cardholder
authentication is described in Section 4.1.6.1 and
Card Management system authentication is
described in Section 4.1.6.2.
23 | 1AB |Bob G |Section4.1.6 Deleted. Relegated to SP 800-73 PDMF and See |AB Recommended Revisions to FIPS
Donelson Access Control Rules. 201
24 | IAB |Bob G |Section 4.1.6.1 Deleted. Relegated to SP 800-73 PDMF and See IAB Recommendad Revisions to FIPS
Donelson Access Control Rules. 201
25 IAB |Bob G [Section4.2 Deleted. Relegated to SP 800-73 POMF and See IAB Recommendad Revisions to FIPS
Donelson Access Control Rules. 201
26 | IAB |Bob G [Section4.2.1 Deleted. Relegated to SP 800-73 PDMF and See |IAB Recommended Revisions to FIPS
Donelson Access Control Rules. 2m
The TIG PACS version 2,2 is a normative
reference to SP 800-73 and the PDMF.
Specifically. Position Sensitivity Level and
Expiration Date will NOT be added
C 27 IAB |Bob G |Section4.2.2 The TIG PACS version 2.2 is a normative See |IAB Recommendead Revisions to FIPS
Donelson reference to SP 800-73 and the PDMF. 20
Specifically. Asymmetric signature field in CHUID
conforms with ICAC 9303 MRTD PK! technical
guidance.
28 | 1AB |Bob G |Section4.3 Elevated to a major section. See IAB Recommended Revisions to FIPS
Donelson Reformatted content M
Removed narrative text and extracted explicit
requirements.
29 | IAB |Bob G |Sectiond4.4 Elevated to major section See IAB Recommended Revisions to FIPS
Donelson Kept mandatory biometric data to be collected and [201
retained
Moved technical specifications to SP 800-73
Reorganized subordinate sections to:
* Fingerprint Biometric
+ Facial Biometric
* PIV Registration [Biometric Enrollment] and
Issuance
30 | IAB [Baob G |Section 4.4.1 Minor edits. Deleted descriptive text. See |AB Recommended Revisions to FIPS
Donelson Specified biometric data quality, format, integrity,  [201
and confidentiality will be described in SP 800-73.
3 IAB |Bob G |Section4.4.2 Deleted. Relegated to SP 800-73. See IAB Recommended Revisions to FIPS
Donelson 201
32 IAB |Bob G |Section4.4.3 Deleted. Relegated to SP 800-73. See IAB Recommended Revisions to FIPS
Donelson 201
33 IAB |Bob G |Section4.4.4 Deleted, Relegated to SP 800-73. See IAB Recommended Revisions to FIPS
Donelson 201
34 | |1AB |Bob G |Section4.4.5 Reformatted. Sea IAB Recommended Revisions to FIPS
Donelson Added statement that no algorithmic facial 201
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35 Bob G |Section4.4.5.1 Deleted. Relegated to SP 800-73. Sea |IAB Recormnmended Revisions to FIPS
Donelson 201 .
36 IAB |Bob G |[Section4.45.2 Deleted. Relegated to SP 800-73. See |IAB Recommended Revisions to FIPS
Donelson 201
37 | 1AB |Bob G [Section4.4.5.3 Deleted. Relegated to SP 800-73. See |IAB Recommended Revisions to FIPS
Donelson 201
38 | IAB |Bob G |Section4.4.54 Deleted. Relegated to SP 800-73. See IAB Recommended Revisions to FIPS
Donelson 201
39 | |IAB |Bob G |Section4.4.55 Deleted. Relegated to SP 800-73. See IAB Recommended Revisions to FIPS
Donelson 201
40 IAB |Bob G |Section4.4.56 Deleted. Relegated to SP 800-73. See |IAB Recommended Revisions to FIPS
Donelson 20
41 IAB |Bob G |Section44.5.7 Deleted. Relegated to SP 800-73. See IAB Recommended Revisions to FIPS
Donelson 201
42 IAB [Bob G |Section 4.4.5.8 Deleted. Relegated to SP 800-73. See |AB Recornmended Revisions to FIPS
Donelson 201 )
43 | IAB [Bob G |Section 4.4.6 Deleted. Relegated to SP 800-73. See IAB Recommended Revisions to FIPS
Donelson 201
44 IAB |Bob G |Section4.5 See |IAB Recommended Revisions to FIPS
Donelson Elevated to major section. 201
Reference to SP 800-73 for additional card reader
specifications
45 IAB |Bob G |Section 4.5.1 Reformatted with minor edits See IAB Recommended Revisions to FIPS
Donelson 201
46 IAB |Bob G |[Section4.5.2 Reformatted with minor edits See IAB Recommended Revisions to FIPS
Donelson 201
a7 IAB |Bob G |[Section45.3 Deleted. Relegated to Implementation Guidance |See |IAB Recommended Revisions to FIPS
Donelson 201
48 IAB |Bob G |Sections Deleted and all subsections are deleted. See |AB Recommended Revisions to FIPS
Doneison Relegated to chapter 2 and SP 800-73. 201
49 IAB |Bob G |Section 5.1 Deleted and all subsections are deleted. See IAB Recommended Revisions to FIPS
Donelson Relegated to PIV-l, section 2 and SP 800-73. 201
50 IAB |Baob G |Section 5.1.1 Deleted and all subsections are deleted. Sea IAB Recommended Revisions to FIPS
Donelson Relegated to PIV-I, section 2 and SP 800-73. 201
Ragistration Database one component of the
IDMS.
51 IAB {Bob G |Section 5.1.2 Deleted. Relegated to SP 800-73. See |IAB Recommended Revisions to FIPS
Donelson 201
52 IAB {Bob Section 5.2 Deleted and all subsections are deleted. Moved to |See IAB Recommended Revisions to FIPS
Donelson PIV-l, section 2 and Implementation Guidance. 201
53 IAB |Bob G |Section5.2.1.1 Moved to PIV-l, section 2. See IAB Recommended Revisions to FIPS
Doneison 2M
54 IAB |Baob G |Section5.2.1.2 Moved to PIV-l, section 2. See |IAB Recommended Revisions to FIPS
Donelson 201
55 IAB |Bob G |Section5.2.1.3 Moved to PiV-l, section 2. See IAB Recommended Revisions to FIPS
Donelson 201
56 IAB |Bob G |Sectionb.2.2 Moved to PIV-l, section 2. See JAB Recommended Revisions to FIPS
Donelson i 20
a7 IAB |Bob Section 5.2.3 This and all subordinate sections have been See IAB Recormmended Revisions to FIPS
Donelson deleted. PKI and Certificate management and 201
policy for logical access control are within the
purview of the FICC and out of scope for this
document.
58 IAB |Bob G [Section 5.2.3.1 Deleted, See IAB Recommended Ravisions to FIPS
Donelson 201
59 IAB |Bob G |Section52.3.2 Deleted. See |IAB Recommended Revisions to FIPS
Donelson 201
60 |AB |Bob G |Section 5.2.3.3 Delated. See |IAB Recommended Revisions to FIPS
Donelson 201
61 IAB |Bob G |Section 5.2.3.4 Deleted. See IAB Recommended Revisions to FIPS
Donelson 201
62 IAB [Bob G [Section5.2.35 Deleted. See |IAB Recommended Revisions to FIPS
Donelson 201
63 IAB |Bob G |Section5.2.36 Deleted. See IAB Recommended Revisions to FIPS
Doneglson 201
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71

Bob G [Section5.2.4 Moved to PIV-|, section 2 See IAB Recommendad Revisions to FIPS
Doneison 201

65 IAB |Bob G |Section5.2.41 Moved to PiV-l, section 2 See IAB Recommended Revisions to FIPS
Donelson 201

66 IAB |Bob G |Section 5.2.4.2 Moved to PIV-I, section 2 See IAB Recommended Revisions to FIPS
Donelson 201

67 | IAB [Bob G |Section5.2.4.3 Deleted. Position Sensitivity Level is no longera  [See IAB Recommended Revisions to FIPS
Donelson part of the PIV. 201

68 IAB |Bob G |Section5.2.5 Moved to PIV-l, section 2 See |IAB Recommended Revisions to FIPS
Donelson 201

69 IAB |Bob G |Section8 Content in this section was informative. Itis See IAB Recommended Revisions to FIPS
Donelson replaced by appropriate graduated criteria, use 201

cases, and implementation guidance par OMB

70 IAB |Bob G |Annexes A-D Annexes A through D provide significant guidance |See IAB Recommended Revisions to FIPS

Donelson and are removed in favor the re-organized FIPS 201

201. Implementation Guidance, Certification, and
Accreditation must be specified through OMB
implementation and acquisition guidance.

1. Delete all references of Position

Position Sensitlvity Level (PSL). PSL measures
Donelson including the "trustworthiness” of a claimed identity. HSPD- |Sensitivity Level.
D1,pv, par §; 12's mandate and scope is limited to establishing  |2. Eliminate all trustworthiness checks
D1, pvi, par 10; the claimed identity and not its trustworthiness. 3. Eliminate PSL field from the CHUID
D1, pix (x2) The two differ substantially.
D1.1.2p 2 (x2); These changes have been incorporated in
D1.2.21 p 5 (x2), PSL introduces a number of issues: the IAB Recommended Revisions to FIPS
p 6 (x4); (1) the possibility that some employees with verified]201
D1.3p10; identity are not issued PIV cards (in apparent
D1.1.3.1 p10; contradiction to HSPD-12),
D1.3.21 p11; (2) it encroaches on the authority of departments
D1.4.2.1 p 25 (x5); |and agencies to detarmine their own processes and|
D1.4.4.1 p 30 (x2); |procedures for determining trustworthiness and
D1.5.2.1.1 p 41 (x4), |granting clearances,
p 42 (x2), (3) it will be useful only if clearance schemes
D1.5.2.4.3 p 47 (x3); |across the federal government are unified. This
D1.6.1.2 p 51; seems to be unlikely and out of scope:
D1.6.1.3 p 52; (4) the level naming scheme of 1, 2, 3, and 4 uses
D1.E.1 p 76 (x3), names that are not meaningful or instructive.
P77
72 IAB |Bob G |Not Present Graduated Criterla. HSPD-12 mandates the Add graduated criteria for each of:
Donelson inclusion of graduated criteria, from least secure to |1. Graphical Resistance

most secure. There are a number of areas where
graduated criteria could effectively be specified:
1. Resistance to Tampering & Counterfeiting

0 Graphical

o Electrical
2. Electronic Authentication

o PIV Authentication

o Cardholder Authentication

2. Electrical Resistance
3. PIV Authentication
4. Cardholder Authentication

These changes have been incorporated in
the IAB Recormmended Revisions to FIPS
201, Section 7
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