
         
 

             
   

 

   

   

      

   

 

       

 

   

 

 

  

 

              

            

 

 

       

 

  

            

            

         

             

           

             

          

           

        

      

 

             

           

              

           

               

           

         

           

 

 

             

         

           

            

              

Comments on FIPS 201 and NIST Special Publication 800-73 
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I I d it tn ro uc on. 

Thankyouforthis opportunitytocomment onthis guidance. Ifyouhaveany 

questions,pleasecontact BruceBrody,AssociateCIOforCyberSecurity,at (202) 

586-7865. 

General Comments andObservations forFIPS201 

Ge mme

(1)Certaintechnologies identifiedinFIPS201mayhavesignificant challenges in 

anenterpriseimplementation. Werecommendthat FIPS201bealteredto 

inop r ig r cansms th u tiatecr nteh o ge ecroatetrg e meh i at wo ldac v etai cn lo is wh n 

go en n as b e letov dth easiblityof e cn lo is.v rme t h e nab ali ef i th seteh o ge DOE 

believes that this shouldbepredicatedonanoperational demonstration,and 

t:n s 

not merelyanacademiclabtest. DOEwouldrecommendthat FIPS201 

co sie lan u erquiinganOffc f ag me t an u g t ( )n d r g ag e r ieo Man e n dB d e OMB

memorandum toall heads ofagencies triggeringthesetechnologies whenall 

Co

appropriatequestions havereceivedproperconsiderationandthe 

government understands theimpacts morefully. 

lnera

(2)DOEhas concerns that government is adoptinganapproachthat does not 

haveanexistingreferenceimplementation. Whenweevaluatethesecurity 

landscape,wedonot seeanexamplethat wouldindicatethat theFIPS201 

has everbeenachievedinanenterpriseoperational environment previously. 

Weseea numberofcases offailedimplementationforaspects ofFIPS201. 

Minimally,DOEbelieves that OMBshouldestablishanappropriateforum to 

establishandsharereferenceimplementationguidancetoavoidduplicate 

effots aco o en n at wi ai s csts, dad ese mp t or rss g v rme t th ll r se o an v r lyi ac n 

interoperability. 

(3)DOEcurrentlyhas a balanceofsevencontractors foreveryeight total 

(e lo e s an o tr to)staff mb r ac n n e se ar o tr tump y e dcn ac r me es, tigu d r p atecn ac al 

agreements that havesignificantlydifferent structures. DOEhas not been 

abletofllyasse ei ac drq ie n df xstigcn acu ss th mp t an e urme ts tomo iye i n o tr ts, 

whihmayi ac no r itytofllo eti lie n e HP D-1 f Sc mp t o u abli o w th men s u d r S 2iFIP
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Comments on FIPS 201 and NIST Special Publication 800-73 

201is implemented. 

(4)DOEbelieves that theintent ofFIPS201,as draftedintheoriginal format and 

inth Bfr d s bo trc at wi ratesinfc t cst aneIA omat man ate ime is th ll ce g iian o d 

privacyissues. DOEdoes not yet seea compellingbusiness case,especially 

fortherequirement toestablisha biometricrepository,whichmaycreate 

conflict withourlaborunions. DOEalsohas concerns that federal standards 

havenot beenadopted,andarenot expectedtobeadoptedpriortoFebruary 

25 2 0 e S2 1wi eoffcallyp b sh d, 0 5wh nFIP 0 ll b ii u li e . 

(5)DOErequests that FIPS201bemodifiedtoprovideclearlanguagerelatedto 

theapplicationofA-76contractorservices,andwhat portions ofFIPS201are 

—in ee tlyg v rme tal.“ arclarth o s th eie tiidi Sh rn o en n Inp tiu , erle at ar d n fe nFIP

201shouldbeaddressed. 

(6 eeve at FIP 0 ll rq ireth ratino n w d ste)DOEb li s th S2 1wi e u ece o f e ata sy ms; 

that th sed ste ll cn npiac t ifr o dth ace ata sy ms wi o tai rv yac nomatinan at e h 

federal agencywill berequiretoevaluatecomplianceunderthelegal 

mandates associatedwith—system orrecord“ statutes. As such,DOEasks 

NISTandOMBtoprovideguidanceanddirectioninthis area. 

(7)DOEbelieves that aspects andcertaintechnologies,as representedbyvendor 

products inthemarketplace,will not beSection508compliant. DOEasks 

NISTtoconsiderthis inFIPS201. 

(8)HPSD-12requires NISTtoidentifygraduatedcriteria toaddress 

imp me tatin DOEd e o ee eth S2 1i eoiial v r ole n o . o s n t b liv at FIP 0 nth rgn esin 

ofintheIABversionproperlyaddresses theintent ofgraduatedcriteria. DOE 

wouldliketoseefurtherconsiderationgiventothis section,whichshouldnot 

merelyidentifytechnical alternatives. 

(9 ee e at th n n fFIP 0 , r te nb thth rgn d)DOEb liv s th eite t o S2 1 as daf di o eoiial an

IABfr an o eaciv di o etieman e wi o t sinfc tomat c n t b he e na cst effc v n r th u g iian

atten o n rp r ityaco o en n e ce It i o rd ntintoiteo eabli rss g v rme t ag nis. s n t pu e t to 

re ur o nso tinfr o en n u av ci c r,q iea cmmo lu o o g v rme t,b t le earhtetue

implementationandmanagement uptoeachindividual agency. Further,DOE 

un estan s th on w fn igwi epo ie de S2 1d r d at n e u dn ll b rvd dtoad rss FIP 0


requirements.
­

(10) DOErecommends that OMBidentifya federal resourcetocoordinatea 

co niteo eab ci c r,mp me tatind tai dman e nmmo n rp r learhtetue i le n o e ls an ag me t 

ofcommonsystem(s)requiredinFIPS201ina cost effectivemanner. A 

federal budget shouldbeestablishedandfundedtosupport this activity. 

(11) WhleDOEsu p r eman ate fHS D-1 , ee eth ei p ots th d s o P 2 web liv at th

imp me tatind tai o taie nFIP 0 dth e dn e iw o NISle n o e ls cn n di S2 1an ep n igrve f T 
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Comments on FIPS 201 and NIST Special Publication 800-73 

Special Publication800-73shouldbalancethebenefits,thestateof 

technology,andtherisks tobemitigatedtoprotect what will turnout tobe 

anexpensiveinvestment bythegovernment. 

(1 ) le n o f eP ste ll rq iemajr u apital2 Imp me tatino th IVsy m wi e ur o h manc

(employeeresources)andfinancial capital (financial resources). Manyfederal 

age ces arec e tlyi quip dan kth e ucs n cssar an leni urrn ll e p e dlac erso re ee ytoh d

therequirements andtheimplementationofthePIVsystem giventheshort 

timefameo Oc b r 0 5 T i etied s u rali can ll rsur f to e 2 0 . hs effc v atei ne sti dwi e lt 

instandards not beingmet. Agraduatedapproachwouldbeaneffectiveway 

tohan leth mp me tatin It wo ldgv en cssar le iityfr acd ei le n o . u ieth ee yf xbli o e h 

federal agency. 

(13) This draft document lacks guidelines onthetypes ofsites that should 

becard-keyaccessible. It is assumedthat sometypeofkeysystem is in 

place,but again,thereis noinformationonwhat typeofsiteshouldbe 

gu d d o an n iatinth i eio o ldb f achsiteare , r yidc o at ths d csinsh u elet toe


manager.
­

(14) Ingeneral,this is a well designeddocument andit touches all theright 

are H we e, eiial i ewi eth o tinse sivtyrq ie nas. o v rth nti ssu ll b ep sio n tii e urme t, 

andthecorrespondingbackgroundchecks. Morespecifically,evenifthe 

processes werealignedandtherequirements implemented—top-down,“ the 

bi u stinwi ewh oab u xstigce e ti o es. h o tingq e o ll b at tod o t e i n rd n al h ld r T ep sio

sen tii e urme t i lis th eso n l wi av erc fesivtyrq ie n mp e at all p r n e ll h etob elassiid 

accrigtose sivtyan ev tte u yp te ti e acgo nodn n tii dalsob e do t b o n allyn w b k ru d 

checks. What wouldtheunions andEEOimpacts be? Concernedthat this 

couldbea potential legal —nightmare.“ 

(1 ) h cnic eciiatin thnth r t d cme t p int to d5 T eteh al sp fc o s wi i edaf ou n o war

complexandexpensivePIVsystems inthefuturethat meet theFIPS201 

requirements. This couldtakeyears andbeveryexpensivetoDOEandother 

Federal agencies. As tothebiometrics aspects,believeit wouldbenecessary 

forsomeonewhohas direct experiencewiththesekinds ofsystems'expected 

false-positives-and-negatives tobeabletojudgewhethertheproposed 

parameters arereasonable. 

(16) HSPD-12andthis standard(FIPS201)needtotakeintoaccount other 

Federal requirements that requireorganizations tooperateona riskand 

vu eabli ag me t b dap rac. osi lyrq ieth e ealln r ityman e n ase po h T mp e ur at all fd r

sites implement theprogram requiredbythis standarddoes not allow fora 

tru i ase e r n o f en e . u g st u n r u derskb dd temiatino th e d S g e siga gad ate

appo hth ws og iatin ea rskb dd csintofllo rrac at allo ranz o s tomak i ase eio o w o

not follow theFIPS201requirements ortoadjust thelevel towhichthey 

follow this standard. 
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Comments on FIPS 201 and NIST Special Publication 800-73 

Ge Ob it :serva onslnera

(1 hs i asewh r stab shn u lily ai lestan ar rss fd r)T i s a c eee li iga p b c -av lab d daco e eal 

agencies foraccess control canactuallymakesecurityweaker. Thecurrent 

paradigm ofdisparatecontrol mechanisms andIDforms,whilemoreonerous 

andhardertounifyandmanage,makes it harderforattackers. Attackers 

havetoexploit different system types andspoofdifferent IDtypes,thus 

increasingtheirchanceofbeingcaught. Asinglemoreunifiedsystem,based 

oncommondesign,caneasetheattacker's job. Inaddition,a common 

syste r wokc o r n f u nth sep romigv rfc om fame r anfste a se seo trst i o efr n eiiatin 

processes. Ifa credential presenterprovides falsecredentials,a verifier 

might tooeasilychalkupa problem to"a system glitch"becauseafterall,the 

peso s po iig"ali" rd n als an t " o ldwok h ntalityr ni rvdn v d ce e ti di sh u r." T eme

centers around—ifit looks,walks andacts likea duck,it MUSTbea duck.“ 

This is a bigreasonwhyit is easytocommit whitecollarcrime,because 

control &verificationsystems at largeinstitutions areabstractedfrom the 

frn n re b e “ makn t e x lot them.o t-lie—wok r e s, igi asytoe p i

(2)This draft document does not definethenecessaryrequirements for 

contactless PIVcards that areanimportant emergingtechnologywhich 

re ur r e le i u o o seueu ani rvd di iq iea moed taiddscssinfr cr seth s po ie nths 

dou n yn t po elyad rssigth e urme ts fr o tac ss Pcme t. B o rp r de n erq ie n o cn tle IV 

cards,NISTdoes Federal agencies a disserviceandprevents them from 

imp me tigths mo enteh o g . eeeth Thle n n i d r cn lo y Web liv at NIS as two 

options: eitherincludereferences tocontactless PIVcards inthis standardor 

removeall references tocontactless PIVcares from this standardandlabel 

this standardas referringtoonlycontact PIVcards. ThenNISTcanprepare 

anadditional standardwithsections that specifytheproper,secureuseof 

contactless PIVcards. 

(3 o crtystan p it th r ea v ityo i e at ar i e)Frm a DOEseui d on eear are fssu s th eeth r 

not addressedornot fullyaddressedinHSPD-12andthebackground 

informationprovidedbyNIST. Aclearissueis thereferencetoan 

identificationcard,—forms ofidentification“, wehavebeeninterpretingthis 

tomeantheequivalent ofourDOEstandardbadge. That is a badgewornin 

clearview abovethewaist,oftenaroundtheneckonsomesort oflanyard. 

Howeverthis maybebecauseofthepackagepreparedbyNISTwhichmodels 

a securitybadgetypeform ofidentification. It is uncleartheintent ofHSPD-

12andcouldbearguedthat thebadgewouldappeartofunctionlikea 

drv rs lie seu lieth d dDOEi e ad e If i r ecie‘ cn n k estan ar ssu db g . ths weeth asea 

numberofourconcerns as describedbelow wouldbeeliminated. 

a. Anobvious issueis thelackoffundingdata. Theinitial cost ofthe 

badges will bedwarfedbythecost oftheaccess control systems that 

ldrq emo iatintoaco d en w stan ar.wou e uir difc o cmmo ateth e d d

However,evenforthecost ofa badgealonethereis considerablecost 

differences basedonthetypeofcardorbadgeselected,(magnetic 
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Comments on FIPS 201 and NIST Special Publication 800-73 

stripecards less $1each,smart cards morethan$6each). The 

department maybeunusuallyimpactedintheaccess control area due 

tothelargenumberofdifferent securityareas ofvaryinglevels inthe 

Department. Wehavenot onlytheaccess controls at ourpurely 

administrativeoffices suchas GermantownandForestall but alsothe 

mor ig n e urme ts at o r ule f itis. o te avestrn e t rq ie n u n c araclie S mesi s h e 

gonethroughmajorsystems upgrades recentlyandabsent a very 

largeinfusionofcashwill not beabletoeasilyfundthelevel ofcost 

associatedwiththerequiredmodifications. 

b. Iftheintent is forthese—form ofidentification“ toreplaceratherthan 

sup le n eDOEstan ar ad e e i e ar n s u fp me t th d db g ,th nths d p tme t‘ seo

securitybadges forvisual identificationofemployees,contractors and 

theirsecurityclearances wouldbeseverelyimpacted. Inadditionwe 

q iefrinvsi r ec ar d n fe tha dstic vre ur oeg itos tob le lyie tiidwi i ntiered 

badge. Wealsoissueverylargenumbers ofvisitorbadges for 

individuals outsidethegovernment. How thesespecial situations 

wouldbeaddressedwiththeadoptionofthestandardfederal 

government identificationis not known. TheDOEsecurity 

requirements maynot beabletobeaccommodatedthroughHSPD-12. 

Ifthis is thecasetherequirement fortheadoptionofthenew badge 

couldleadtoDOEhavingtomaintaina dual badgesystem. Thetwo 

wou eth e atin ad ean ad esi lari e g dldb en w n o al b g da b g mi nd sinan

pup setoth urrn d db g . n th r o bliro ec e t DOEstan ar ad e A o e p ssiity 

wouldbetocarrythenew cardas a form ofidentificationlikea 

drv rs lie seb t toh eth d dDOEb g eru nie‘ cn u av estan ar ad eas th o tie 

fom o ie tiiatinwi i eDOEwokcmp xr fd n fc o thnth r o le . 

(4 eui o c ies sti av eab ean eo nz e)DOES crtyP lieOffcr ll h etob letose drcg ieth

di ntieDOEstan ar ad e so ti s at a dstane Whlemoeandstic v d db g , me me i c. i r

mor to dace o trls ar en tizdoffcer ll mu eabeau mate css cn o eb igu lie i s sti st b le 

toeasilyrecognizethebadgeeachpersonis wearingas a means ofquickly 

id n figiidvd als ar th rzdace te a f ityorae tiyn fn iiu eau oie css toa si , acli

parclar e Inad io ,nc fe e n s atte d e av avtiu ara. dtin i lassiidme tig n e s h etoh ea 

simp an f e r nn f o rse t ar le e o th v l o thleme s o d temiigith sepe n ec ardfr ele e f e 

meeting. Thecurrent standardcolorcodedandclearancedenotedbadges 

sereth o ep ro s. h yalsoh eb i nth itytostoeav eab v up se T e av ult i eabli r

varietyofdata that allows securitysystems toreadthebadges. The 

prp sal i P 2wo ldn t allo asyrcg io f mp y e do o nHS D-1 u o w e eo ntino DOEe lo e s an

contractors ortheirclearancelevel. Merepossessionoftheproposedbadge 

wouldnot makeclear,except at veryclosequarters,a DOEemployeefrom a 

USDAe lo e rden fya cle e rm u c ardp r n Whleth tmp y eo i ti ardfo nle e eso . i esmar

technologyplannedforthecards wouldorcouldcontainthis level of 

informationtherearecircumstances wherethetypeofreaderrequiredwould 

simplynot beavailable. 
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Comments on FIPS 201 and NIST Special Publication 800-73 

(5)Therequirement forgovernment computersystems tobeaccessiblethrough 

theuseofthenew badgeis alsosomewhat confusing. Theconfusionstems 

from what appears tobeanattempt tostrengthenthesecurityofgovernment 

computersystems byrequiringtheinsertionofthecardintothesystem as a 

fist ste nau e tiatin It i o le h w ths i e r anth urrnr pi th n c o . s n t c ar o i s b tte th ec e t 

passwordandpinsystem. Inadditionwhat systems arebeingsecured 

throughthis additional requirement? National securitysystems areexempt 

from therequirement soonlythoseoperatingat anunclassifiedlevel would 

becoveredbythenew requirement sowhyaddthis cost ofmodifyingall the 

computers tohavea cardreader. It wouldappeartobea heavycost to 

basiallypo c aist wastefau dab seo g v rme t sy m iic rtet ag n r dan u f o en n ste ft 

does not applytoourclassifiedsystems. 

(6)Anadditional concernnotedintheNISTpackage,(throughnot inHSPD-12 

itse )i ev r radbu po htoi igth ars n t o lytolf s th eybo rshap rac ssun ec d o n

Federal employees andcontractors but toall sorts ofothers toincludestate 

andloal p r n e u iesi mp y e dth e da. avn nc eso n l, nv r tye lo e s an en ws me i H iga o e 

sizefits all approachtobadges orforms ofidentificationaretroublesome 

frm a seui d on E e r o b n s th n n nlu e n eo crtystan p it. v nmoetru ligi eite t ic d du d r 

futureactivitytosomehow coordinatewithforeigngovernment employees 

formutual access. 
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Comments on FIPS 201 and NIST Special Publication 800-73 

General Comments andObservations forNISTSP800-73 

(1 n ed cme t tob ll og ie de o w, o v rth r)Fidth ou n ewe ranzdan asytofllo h we e, ee 

areseiu rb ms wi efee cs mad th r c ons wi i ero s po le thr rne etoo e seti thnth

document. Pleaseseethe—General“ comment forNISTSP800-73,under 

SectionII,Comments. 

(2)It appears that thedocument is a programmingAPI —cookbook“,andthe—flip“ 

sideis that it provides hackers a nicereverseengineeringtool toexploit 

systems that arebasedonthestandard(FIPS201). 
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Comments on FIPS 201 and NIST Special Publication 800-73 

mme tn sI Co.

S itec on 

R feerence Comme tn 

Comme tn sonFIPS201 

General All fourth-level sub-titles (e.g.,4.1.5.2FileStructure)needtohave 

a spacebetweenthesub-titleandthefirst paragraph. Without a 

spacebetweenthefourth-level sub-titleandits first paragraph,it 

is veryeasytoconsiderthis paragraphtobeanadditional 

paragraphofthethird-level sub-title(e.g.,paragraph4ofSection 

4.1.5). 

Abstract: 

Section3 

The—Explanation“ (Section3)re-states theHSPDincorrectlyandin 

essencemakes it a requirement that Federal agencies beusingthe 

standardforidentification(Cards)that areissuedtoemployees no 

laterthanOctober(8Months aftertheissuanceofthestandard)of 

2005. TheHSPDsays —totheextent practicable“. This language 

needs tostayinthestandardexplanationandthroughout the 

standard. Themagnitudeofthis changeandthecost-to-

accomplishmakes it difficult tomeet theestablishedtime-frame. 

Pageiv,Section3,paragraph3,sentence2. Thesentencereads: 

—PIV-1,describes theminimum requirements fora Federal personal 

identificationsystem…but does not address theinteroperabilityof 

PIVcards andsystems amongagencies.“ Suggest revisingthe 

sentencetodelete: —but… amongagencies“. Sincethereaderdoes 

not havethetext ofHSPD-12beforehim/her,thediscussiononthe 

standardshouldretainthe—affirmativeapproach“ oftheAbstract 

that discusses primarilywhat thestandardactuallyincludes. The 

discussionthat states what thestandarddoes not includeseems to 

beconfusing. 

Topofpagev,Section3,paragraph3,last sentence. —The 

standarddoes not specifyaccess control policies foragencies.“ 

Suggest deletingthis sentenceforthesamereasonas discussedin 

theprevious comment. 

Abstract: 

Section9 

Bottom ofpagevandtopofpagevi,Section9. Attemptingto 

effectivelyevaluateeverypositioninanagencyforsecuritylevel, 

andtoprovideappropriatechecks (meetingthecriteria providedin 

PIV-I)is likelytobeunachievableformanyorganizations. Some 

Federal organizations havenot evencomeuptospeedontheir 

informationsecuritylevels sincetheimplementationofCritical 

InfrastructureInformation(CII). This timetable(October2005)is 

tooaggressive. Suggest that a moregradual schedulebeassigned 

that will allow Federal organizations toplanandbudget forthe 

necessarywork. 

Abstract: Pagevi,Section10,paragraph4. Paragraph4states that the 

Comments on FIPS 201 & NIST SP 800-73 Page 8 of 18 
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Comments on FIPS 201 and NIST Special Publication 800-73 

S itec on 

R feerence Comme tn 

Section10 standardbereviewedevery5years. A5-yearcycleinthereview 

ofstandards maynot bea rapidenoughscheduletoallow 

adaptationtonew threats ornew securityissues. 

Abstract: 

Section11 

Pagevi,Section11. Thoughthelaw does not allow forwaivers, 

thereneeds tobeaccommodationfortherealityofbudget, 

workload,andotherimpacts. Thestandardmust reflect the 

technological capabilityofsites andshouldallow flexibility 

dependant uponthesites‘sensitivitylevel andthetechnical 

capabilities. Ratherthana waiver,a segmentedapproachshould 

providefora variancethat allows sites flexibility. 

Introduction: 

Section1 

Page1,paragraph3,last sentence. Thetext reads: —However,this 

standarddoes not specifyphysical andlogical access control 

mechanisms.“ Suggest deletingthis sentenceforthesamereason 

as explainedinsecondcomment for—Abstract: Section3.“ 

Followingthefirst paragraphonpage2. Suggest insertinga new 

subtitle: —1.3Target Audience.“ Addrelatedtext that discusses the 

intendedaudience(e.g.,Physical orCyberSecurityprogram 

managers,project managers andSystem Administrators)tomake 

thetext easytofollow. Theoriginal subtitle—1.3Document 

Organization“ canbecomenew subtitle—1.4Document 

Organization.“ 

Introduction: 

Section1.3 

Page2,paragraph1ofSection1.3,sentence2. Thesentence 
reads: —Thefirst part (PIV-I)…..includingthepersonal identity 
proofingprocess,but does not address theinteroperabilityofPIV 
cards andsystems amongagencies.“ Suggest deleting—but does 

not address…agencies.“ This part ofthesentenceis not needed. 

Page2,paragraph2ofSection1.3,sentence4. Thetext reads: 

—Section2ofthestandardis normative….“ Providea definitionfor 

—normative“ inthis context particularlyas theterm is repeated 

laterinthenext sentence. 

PART1:PIV-I 

Section2 

Page4,paragraph1. This introductoryparagraphis misleading 

andconfusing. Suggest removingthephrase—andsecurity 

objectives“ from sentence2. It appears that Section2discusses 

—securitycontrols,“ anddoes not discuss —securityobjectives.“ A 

discussionof—securityobjectives“ couldbeaddedtoSection2. 

Also,suggest removingthephrase—but does not address 

interoperabilityofPIVcards andsystems amongagencies or 

compel theuseofa single,universal credential,“ because 

mentioningitems NOTcoveredbythestandardcanbeconfusing. 

PART1:PIV-I 

Section2.1 

Page4,paragraph2ofSection2.1,sentence1. Thetext reads: 

"InPIV-II theseidentityproofingandissuancerequirements are 

maintained,anda commonGovernment-wide,interoperablePIV 

Comments on FIPS 201 & NIST SP 800-73 Page 9 of 18 
December 23, 2004 



         
 

             
   

 

 

 

 

             

             

        

           

             

           

            

            

         

          

            

            

    

 

            

        

          

          

   

  

  

             

            

              

               

          

         

  

 

 

           

           

          

         

              

           

              

              

          

   

 

           

             

         

              

           

          

 

               

Comments on FIPS 201 and NIST Special Publication 800-73 

S itec on 

R feerence Comme tn 

cardis required."Does this meanthat thecardwill becommonin 

appearanceorinoperation? Ifinappearancethis maynot bea 

problem,however,wehavealreadyexperienceddamageproblems 

whenattemptingtousethesamecardinsimilarsystems across 

DOE. Whenstafffrom ourPortland,Oregonofficetravel toHQand 

havetheircardprogrammedtogrant access toDOEHQ,it 

damages theinformationonthecard. Withthevarietyofsystems 

alreadyinexistence,andthevaryingneedforaccess control,it is 

not necessarilya goodidea that technologicallyspeaking,an 

attempt bemadetomakethecards "interoperable"unless the 

term is definedtomeanthat they"could"bemadetofunction 

across systems,but donot haveto,andcanremainintheir 

organizationallyprogrammednativemode. 

Page4,paragraph2ofSection2.1,sentence2. Certificationand 

Accreditationis not —established“ ordiscussedwithinPIV-I, 

however,AnnexAofthis document provides a detaileddiscussion 

ofPIVValidation,CertificationandAccreditation. Needa reference 

toAnnexA. 

PART1:PIV-I Page4,paragraph1ofSection2.2,sentence2. It is statedthat, 

Section2.2 —It shouldbenotedthat oneindividual shall not assumemorethan 

oneroleinthis process.“ It maynot bepossibletoimplement this 

ifthereis a lackofresources. Forexampleinthecaseat DOE 

BPA,thePIVAuthorizingOfficial andthePIVIssuingAuthority 

couldbethesameofficeorthesameemployee. 

PART1:PIV-I 

Section 

2.2.1 

Pages 5and6,paragraphs 1-5ofSection2.2.1(that discuss 

IdentityProofingandRegistration)andTables 2-1and2-2. From a 

worklogistics perspectiveit couldbeproblematic,torequirethat 

all agencies andunits usetheFederal backgroundclearance 

process. Theturnaroundtimetoget backa NACI orDOEFACTS 

review cangobeyondthetimeframewithinwhicha contractor 

maybeneededtoperform a job. It candelayhighimpact and 

highdollarprojects. It wouldbebettertodefinethelevel ofcheck, 

andallow theorganizations toprovidethat level throughwhatever 

means theychoose. 

Page5,secondparagraphofSection2.2.1,sentence3. Text reads: 

—At least,oneofthedocuments shall bea validStateorFederal 

Government-issuedpictureID.“ ApictureIDwhetherstateor 

federallyissuedmaynot bevalid. Whileit shouldbeoneofthe 

forms ofidentificationrequired,it shouldnot bea decidingfactor 

that is weightedhigherthan,forexample,a fingerprint report. 

Topofpage6,Table2-2. —Level 3“ and—Level 4“ areexactlythe 
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same. Suggest revisingthetablebyremovingtheextra row. In 

the—PositionSensitivityLevel“ columnforrow three,add: —3and 

4.“ 

PART1:PIV-I 

Section 

2.2.3 

Page7,paragraph1ofSection2.2.3. Agreewiththis paragraph, 

however,it shouldbepointedout that it does not address IT 

access. Is it theintent ofthestandardthat access tocyberassets 

andinformationbeprohibitedorlimitedduringtheinterim time-

frame? This maynot bethecaseinmanyorganizations todayand 

couldcauseproblems infillingpositions that arecritical withina 

reasonabletimeframe. 

PART2: 

PIV-II 

General 

This sectionappears toindicatea commonsystem across all 

agencies. Whowill maintainthis system,andhow will it bekept up 

todate? Weknow from ourownDOEregional systems how 

difficult the—careandfeeding“ ofthis typeofsystem canbe. 

Implications areeithera central government-wideofficeorthe 

additionofstafftoall locations toperform maintenance. 

Thereneeds tobesomedegreeofassurancefortheaccess control 

portionofthesystem. Thereis noset-asideelement (bulleted 

item)inOversight Responsibilities (Section3.2.3)orFunctional 

Components (Section3.3). The—Access Control Subsystem“ is 

mentionedwithinSection3.3,Functional Components as a sub-

system that is not coveredindetail withinthis standard. This is 

alsoanissueonpages 22(Section4.1.4)and23(Section4.1.5)of 

this document that mentionandbrieflydiscuss theaccess control 

components,forthepurposes ofthis standard. Suggest iffeasible, 

includinga detaileddiscussionofthe—Access Control Subsystem“ 

and/orassuranceforthis sub-system withinthescopeofthis 

standard. 

PART2: 

PIV-II 

Section3.1 

Page10,paragraph1ofSection3.1andbulleteditems. Inthelist 

ofthreats thereis nomentionthat a cardofa specificsensitivity 

level might beusedtoaccess informationofthat samesensitivity 

level towhichthecardprocessormaynot havea need-to-know. 

PART2: 

PIV-II 

Section3.3 

Page12,paragraph1ofSection3.3,first bulleteditem: —PIV 

Front-EndSubsystem.“ Theimplications herearethat therewill be 

hardware,softwareandinfrastructure(servers,bridges,routers, 

switches andcablingetc.)tosupport this. Wheredoes thefunding 

comefrom toprovidetheinfrastructure? 

PART2: 

PIV-II 

Section4 

Page17,paragraph2,last sentence. Thetext reads: —Formats for 

mandatorybiometricinformationis definedinSection4.4.“ Delete 

—is andinsert: —are.“ 

PART2: 

PIV-II 

Page19,Figure4-1. ThePIVcarddesignformat indicates that 

someoftheZones are"optional". This wouldbea mistake. If 
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Section someareas don't applytoa person,theyshouldindicate"N/A"or 

4.1.4 somethingsimilar,but not beleft out. Leavingitems blankwill 

makeit easierformistakes duringtheAuthenticationprocess. Of 

particularinterest is Zone13,"IssueDate",whichis a keypieceof 

information. Afalsifiedissuedatecouldbea keyindicatorof 

problems duringauthentication,especiallyifcoupledwithspecial 

cardtypes. Also,thechoiceof"Arial"as thefont typeis 

unfortunate. This is becauseArial (Helvetica)is a sans-seriffont, 

andsomeletters andnumbers canbeeasilyconfused,suchas 

capital "I"andlower-case"l". In"Arial"theseall lookidentical. 

Suggest usinga font suchas "Tahoma"incommunications. A 

person's namemight bemisreadif"Arial"is used. 

Page21,Figure4-3(backofmilitarycard). Thecardholder's SSN 

shouldn't beprinted,let's just giveeverybodytheiridentitysoit 

canbetrulystolen!Theyhaveall theirpersonal information 

includingDOBhere. Thereshouldbea cross referencenumber 

that internallycorrelates totheSSN. 

PART2: 

PIV-II 

Section 

4.1.5.2 

Page23,paragraph1ofSection4.1.5.2,sentence3. Thetext 
reads: —Thehost system canthereforedynamicallydiscoverthe 
locationandfileidentifiers associatedwiththeLogical Credential 
data elements,without theneedfora prioriknowledgeofthese.“ 

Suggest revisingthetext bycorrecting: —a priori“ toread—a prior“. 

PART2: 

PIV-II 

Section 

4.1.6.1 

Page24,paragraph2ofSection4.1.6.1. Suggest addingthe 

followingnew last sentencetotheparagraph: —Thecardreader 

shall not retaininanyform thePINorbiometricinformationused 

toactivatethecard.“ 

PART2: 

PIV-II 

Section 

4.2.2 

Page26,Table4-4. SHA-1(&MD-5as well)shouldnot be 

used/allowedthrough2010. SHA-1has well knownweakness and 

a different hashalgorithm shouldbeencouraged. 

PART2: 

PIV-II 

Section4.3 

Page27,paragraph2ofSection4.3,sentence1. This document 

offers a choicebetweenimplementing—RSAorellipticcurve 

privatekeycryptographicoperations.“ Becausethesetwo 

approaches topublic/privatecryptographyaredifferent,this will 

leadtoincompatibilities betweenPIVcards whilestill beingFIPS 

201compliant. Suggest revisingthetext tospecifyoneorthe 

other. 

Page27,paragraph4ofSection4.3,sentence1. Thetext reads: 

—Nocryptographicoperations aremandatedforthecontactless 

interface…“ This will leadtocontactless PIVcards that arenot 

capableofsecurecommunications withreaders ortheabilityto 

perform basicsecureauthenticationoperations. This sentence 
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shouldberemovedandsections pertainingtotherequirements 

specifictothesecurecontactless operations needtobeincluded. 

PART2: 

PIV-II 

Section4.4 

Page30,paragraph2,sentence2. Text reads: —Fingerprints shall 

beprimarybiometricutilizedinthePIVsystem….“ Suggest revising 

thetext byinserting—the“ before—primary.“ 

Page30,paragraph2,sentence3. Text reads: —Therecognition 

rates forfacial imageare…“ Suggest revisingthetext byinserting 

—a“ before—facial image.“ 

Page30,paragraph6. Text reads: —Thebiometricdata onthePIV 

cardmayonlybereadfrom anactivatedcardthroughthecontact 

interface.“ This one-sentenceparagraphshouldberevisedor 

removed. Suggest revisingthis text byspecifyingthedata tobe 

transmittedina securemanner. Ifa contactless interfacecannot 

meet thestandard,thenit shouldnot beused. 

PART2: 

PIV-II 

Section 

4.4.2 

Page31,Section4.4.2onFingerprint Representation,paragraph2. 

Suggest revisingthetext ofparagraph2tomakeit clearupfront 

that theAINSI/NIST-ITL- 1-2000will beused. Then,suggest 

revisingthetext todiscuss whythevarious representation 

standards areinflux. 

PART2: 

PIV-II 

Section 

5.2.1.2 

Page42,paragraph1ofSection5.2.1.2,sentence1. Thetext 

reads: —…..forcurrent employees expect that….“ Needtorevise 

sentencebyremoving—expect“ andinserting—except.“ 

PART2: 

PIV-II 

Section 

5.2.1.3 

Page42,paragraph1ofSection5.2.1.3,sentence1. Referenceis 
madeto—theOfficeofManagement Budget.“ Revisethetext by 
adding: —and“ before—Budget.“ 

PART2: 

PIV-II 

Section 

5.2.3.3 

Page45,paragraph1ofSection5.2.3.3. Text reads: —CAs that 

issuecertificates correspondingtoPIVprivatekeys shall issueCRLs 

every18hours,at a minimum.“ It wouldseem that thereshould 

besomeprovisionforrapidissueorrapidcancellationwhen 

securityevents occur. 

PART2: 

PIV-II 

Section 

6.1.4 

Bottom ofpage52,paragraph1ofSection6.1.4,sentence2. Text 

reads: —ThePACSsite-specificsymmetrickeyis storeda PIVlocal 

authenticationkeyas definedinSection4.2.“ Needtoinsert —in“ 

between—stored“ and—a“ forthetext toread: —…..keystoredina 

PIVlocal…“ 

PART2: Page53,paragraph2ofSection6.2. This paragraphimplies that 
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PIV-II 

Section6.2 

thePIVcardmaybeusedmerelyfora visual access card,withno 

needtohaveimplementedanelectronicsystem. Is this correct? 

Page54,paragraphs 3and4ofSection6.2. Theseparagraphs 

discuss theadvantages anddisadvantages ofcontactless versus 

contact basedphysical access control environment. Is therea 

choiceofwhichenvironment touse? 

PART2: 

PIV-II 

Section6.3 

General 

Pages 57and58,entireSection6.3. This sectioncontains the 

potential forsomeofthebiggest problems;not specificallyfrom 

thetechnical perspective,but from thehumanperspective. 

Inordertovalidatethecardit needs tobephysicallyplacedina 

readerdeviceortobereadvia proximity. Most cardkey 

applications requirethat thecardbeplacedinandleft ina reader 

forthedurationofa session,thereforeprovidinga methodto 

insurethat whentheindividual leaves withtheircard,thesystem 

is locked. However,this canleadtocards (badges)beingleft in 

machines whena personwalks awayfora breakorlunch. 

AnnexB: 

SectionB.2 

Page65,TableB-2. Thetablerefers to—soft“ and—hard“ cards. 

However,theseterms arenot definedanywhereinthedocument. 

Suggest revisingthetext todefinetheseterms andaddthe 

definitions oftheseterms totheGlossary. 

AnnexD: 

General 

Recommendthat thefollowingbeconsideredas minimum 

backgroundchecks: 

a. Educationvalidation- All educationstartingfrom HighSchool, 

thereshouldbenotimelimit onthis. 

b. ResidenceHistory- At least a 5yearresidencehistory, 

preferably7to10. State,countyandcity. 

c. Criminal checkinall states ofresidence- 5to7years. 

d. Employment historyvalidation- 5to7years. 

e. Credit Check- 7years is fineœ This validates not onlycredit,but 

alsocanprovideidentityandlocationinformation. 

f. Citizenshipvalidation- Placeofbirth,andifnecessary 

immigrationinformation(I-9). 

Comme tn s 

onNISTSP 

800-73 

General Serious problems withreferences madetoothersections ofthe 

document,includingseveral incorrect references. Findtheuseof 

theword—below“ inreferringtosections several pages aheadin 

thedocument tobemisleadingandconfusing. Forexample, 

references suchas —Section6.6below“ aremadefrom Section3.5 

onpage20. Section6.6does not appear—below“ Section3.5,but 
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appears onpage80,manypages aheadinthedocument. Needto 

checktheentiredocument andrevisethereferences. Pleasesee 

comments forSections 3.1.2,3.1.3,3.2.2,3.4.2,3.5and3.6. 

Section1 

Introduction 

Page9,paragraph5. Foreasierreadability,suggest usingbullets 

forthedocument organizationoutline. 

Page9,paragraph5. Item that pertains to—Section8,References. 

Suggest revisingthis item toread: —Section8,References,lists the 

documents onwhichSpecial Publication800-73(SP800-73)is 

based.“ 

Section2.1 

Terms 

Helpful that this sectionis at thebeginningofthedocument. 

Page10,definitionfor—ApplicationSession.“ Phraseat endofthe 

first sentencethat reads: —…is selectedortheintegratedcircuit 

cardis reset.“ Suggest addingtheword—when“ between—or“ and 

—the“ forthephrasetoread: —…is selectedorwhentheintegrated 

circuit cardis reset.“ 

Page10,definitionfor—CardManager.“ This definitionis vague. 

Suggest revising. 

Page10,definitionfor—InterfaceDevice.“ Needtodefinetheterm 

—physical layercommunication“ andaddthis definitiontothe 

glossary. 

Page10,definitionfor—KeyReference.“ This definitionis vague 

andneeds toberevised. Question: Is thekeyreferenceonlyused 

ina cryptographicprotocol andNOTusedinanauthentication 

protocol ora signingprotocol? 

Page11,definitionfor—Reset.“ This definitionneeds toberevised, 

especiallythephrase—…causes thecardtodeleteall current state 

andreinitializeitself.“ Shouldthephrasebewritten,—all current 

states,“ or—all ofits current state?“ 

Page11,definitionfor—Status Word.“ Forclarity,suggest revising 

thedefinitiontoread: —Twobytes that arereturnedbythe 

integratedcircuit cardtoindicatethesuccess oftheprocessed 

commandortoindicateanyerrors encounteredduringprocessing.“ 

Page11,definitionfor—Template,“ sentence2. Needtoreviseto 

read: —…..collections ofdata objects pertainingto….“ (Add—s“ to 

theword—object“.) 

Section2.2 Basically,this is a goodacronym list andit is helpful havingit early 
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Acronyms inthedocument. However,theacronym —PIV“ appears twicewith 

twodifferent terms: —IntegratedCircuit CardforIdentification“ and 

—Personal IdentityVerification.“ Needtoselect a term forthis 

acronym anduseit consistentlythroughout thedocument. 

Section2.3 Page12,paragraph1,last sentence. Text reads: —Sequences of 

bytes will beenclosedinbeenclosedinapostrophes,forexample, 

”2D‘and3F00‘. Needtoremovethephrase—inbeenclosed,“ for 

thephrasetoread: —…..will beenclosedinapostrophes…“ 

Section3 Page13,paragraphs 1-4. Theseparagraphs providea clear, 

concisehigh-level explanationof—concepts andconstructs.“ Abasic 

flow diagram wouldbehelpful. 

Page13,paragraph4,sentence2. Forimprovedclarity,suggest 

revisingthis sentencetoread: —Becauseofthis difference,the 

representationofthePIVconcepts andconstructs as bits andbytes 

ontheclient-applicationprogram interfacemaybedifferent from 

therepresentationofthesesameconcepts andconstructedonthe 

cardcommandinterface.“ (Placea comma between—difference“ 

and—the“ andremovetheword—is“ from between—interface“ and 

—may.“ 

Section 

3.1.2 

Page14,general comment about Section3.1.2. Abasicflow 

diagram wouldbehelpful inillustratingandclarifyingtheconcept 

of—data element organization.“ 

Page14,paragraph7ofSection3.1.2,sentence1. Thereference 

—(see3.5below)“ is incorrect andis a poorreference. Thecorrect 

sectionis Section3.4and—below“ is not theproperreferencefora 

sectionthat appears several pages aheadinthedocument. Need 

torevisethis referencetostate: —(seeSection3.4ofthis 

document).“ 

Section 

3.1.3 

Page15,paragraph1ofSection3.1.3,sentence1. Needtorevise 

sentencetoread: —….calledthecurrently selected dedicated file.“ 

(Add—d“ totheword—dedicate.“) 

Page15,paragraph2ofSection3.1.3,sentence1. Needto 

removethereference—(seebelow),“ that does not point to 

anything. 

Section 

3.1.4 

Page15,paragraph2ofSection3.1.4,sentence1. Needtorevise 

toread: —…..placethenew data element intotheproperplace 

withinthehierarchy.“ (Replace—in“ with—into“ between—element“ 

and—the“ andreplace—it“ with—within“ between—place“ and—the.“) 

Section 

3.2.2 

Bottom ofpage16anduptomiddleofpage16,paragraph6of 

Section3.2.2at themiddleofpage16,sentence1. Revisetheend 
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ofthesentencetoread: —…Section7ofthis document.“ —Below“ is 

a poorandmisleadingreferencetoa section,withinthedocument, 

that appears several pages ahead. 

Section 

3.3.2 

Page18,paragraph5ofSection3.3.2,sentence1. Revisethis 

sentencetoread: —…securitystatus indicatorifit is reset whenthe 

currentlyselectedapplicationchanges….“ (Addthework—when“ 

between—reset“ and—the.“) 

Page18,paragraph5ofSection3.3.2,sentence2. For 

consistency,suggest revisingtheendofthesentencetoread: 

—…securitystatus indicator,“ insteadof—…securityindicatorstatus.“ 

Section 

3.3.3 

Bottom ofpage18andtopofpage19,paragraph3ofSection 

3.3.3,last sentencethat reads: —Ifthecurrent securitystatus does 

not indicatethat oneortheotheroftheseis currently 

authenticatedthenthedata element couldnot beread.“ Findthis 

sentencetobevagueandsuggest re-writingit. 

Section3.4 Page19,paragraph1,sentence1. Needa referencetoTable3-1 

andsuggest revisingthis sentencetoread: —…..anddescribedin 

Table3-1that follows.“ (Removethephrase—followingtable“ and 

replacewith—Table3-1that follows.“) 

Page19,Table3-1. All sentenceandphrases withinthe 

—Comment“ column,except forthelast phrase,requirea —period“ 

at theend. 

Page19,Table3-1,thirditem inthe—“Comment“ column. Remove 

theunnecessaryphrase—inwhichcase“ from theendofthe 

sentenceandplacea —period“ aftertheword—object.“ 

Section 

3.4.1 

Page19,paragraph1ofSection3.4.1,sentence1. Needto 

replace—connetion“ with—connection.“ 

Section 

3.4.2 

Page20,paragraph2ofSection3.4.2,last sentence. Needto 

revisethis sentencetoread: —Thetransparent files anddedicated 

files foundinthis ADF aredescribedinSection6.6ofthis 

document.“ (Add—d“ totheword—dedicate“ andreplace—below“ 

with—ofthis document.“ Section6.6is several pages aheadinthe 

document andnot immediately—below“ theparagraphfrom which 

this referenceis made.) 

Section3.5 Page20,paragraph2ofSection3.5,last sentence. Replace 

—…Section6.5below“ with—Section6.5ofthis document,“ forthe 

samereasonas statedinthecomment forSection3.4.2. 

Page20,paragraph3ofSection3.5,last sentence. Replace 

—…Section6.7below“ with—Section6.7ofthis document,“ forthe 
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samereasonas statedinthecomment forSection3.4.2. (The 

correct referenceis —Section6.7“ insteadof—Section6.6.“) 

Page20,paragraph4ofSection3.5,sentence1. Text reads: 

—Dependingonthefunctionalityofanindividual cardcommandit 

maysupport oneortheotherorbothorneitherofthesespecial 

processingbehaviors.“ This sentenceis vague. Suggest revising 

orremoving. 

Section3.6 Bottom ofpage20andtopofpage21. Bothparagraph1and 

paragraph2ofthis sectionarevagueandneedtoberevised. 

Paragraph1has a blank(xxx)FIPSreference. Atableordiagram 

wouldbehelpful. 
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