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A Key Driver



• Identity, Credentialing, and Access Management is the crux of 

cybersecurity: knowing who is accessing an agency’s data/networks is 

critical to securing them.

• Refine the ICAM policy architecture to empower agencies to use risk-based 

decision-making to determine their respective desired states of ICAM 

maturity.

• Facilitate a procurement environment so agencies can acquire or update 

their ICAM capabilities.

• Recognize that we have unique requirements, but that we are not so special 

that what exists and has been done in the market can not be adopted in the 

Federal Enterprise

• Engage a broad set of stakeholders and roles to grow the federal ICAM 

community, including Mission Owners, CIOs, CISOs, implementers, CSOs, 

HR, etc. as well as state, industry, and citizens.

• Align the target state for ICAM with federal cybersecurity initiatives, such as 

the National Strategy for Trusted Identities in Cyberspace (NSTIC).

• Foster agencies’ adoption of ICAM solutions, enabling compatibility across 

multiple domains, to include classified and unclassified. 

• Modernize the collaborative environment for ICAM implementers, agency 

stakeholders, and industry to improve service delivery and breed innovative 

solutions, including shared services.

Executing the Vision



Beyond HSPD-12: PIV is an Enabler
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Promotes the use of 
electronic  forms and 
offers online-based 
government services for 
strong authentication.

Encourages sustained, 
responsible, and trusted 
collaboration to support 
interoperability across 
the government.

Strengthens the security 
and resiliency of critical 
infrastructure against 
evolving threats to 
safeguard the 
government.

Cybersecurity E-Government
Information 

Sharing

Emphasizes planning 
and spending control 
processes for investment 
in information systems 
to support agency 
missions.

Good Steward of IT 

Resources

References: 

• Cybersecurity Strategy

• FISMA

• PPD on Critical 
Infrastructure Security and 
Resilience

References: 

• The Digital Government 
Strategy

• E-SIGN Act

• E-Government Act

References: 

• National Strategy for 
Information Sharing and 
Safeguarding

• ISS EO 13587 

References: 

• Clinger-Cohen Act

• M-12-10: PortfolioStat 

• M-13-02: Strategic 
Sourcing

IT 
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Investment 

Performance



Refining Metrics



Policy, Standards, and Guidance
A Policy, Standards, and Guidance Tiger Team will deliver recommendations for revising ICAM standards based 

on identified gaps and propose a path forward to address these gaps through revised/new policy, standards, or 

guidance. 

Establish a holistic approach that integrates requirements 
for managing access to federal resources 
• Develop a granular framework for making risk-based 

decisions with regard to ICAM processes and solutions 
• Foster an enterprise approach to ICAM management and 

clarify implementation expectations for agencies 
• Consider new PIV/credential-related requirements to close 

gaps across user populations and address exceptional use 
cases 

• Adjust risks and impacts per the Consumer Protection EO
• Coordinate with external authorities to improve 

governance and close gaps related to physical security and 
FICAM across security domains 



Next Steps

FY15 Docket

Docket Item Description

Policy and Standards Review 

and Recommendation

Deliver recommendations for revising ICAM standards based on identified gaps 

and propose a path forward to address these gaps through revised/new policy, 

standards, or guidance. 

ICAM Architecture
Develop a revised ICAM architecture and enhance the ICAM service areas and 

use cases to align with the current environment. 

ICAM Playbook
Present ICAM content, including the ICAM service areas, use cases, and other 

relevant guidance and tools, via an interactive online interface.

ICAM Metrics Architecture
Develop recommendations for ICAM metrics and rationalize existing ICAM data 

points with entities such as FISMA, KISSI, and PortfolioStat.

Revised ICAM Maturity Model

In alignment with the updated ICAM architecture and metrics, develop an agile, 

user-friendly maturity model to facilitate agencies’ determination of maturity across 

the ICAM service areas to inform metric reporting and accountability. 

ICAMSC leadership is working to develop a 24-month work plan to support the vision of the ICAMSC and 

shape the path forward for ICAM across the government.
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Questions


