
Serving Those Who Serve Our Country1

Prepared by: Tim Baldridge

Date: 03.04.2015

Subject Name Mapped 
Windows Smart Card logon

&
Authentication Mechanism Assurance



Serving Those Who Serve Our Country2

• Subject Name Mapped Windows Smart Card logon

• Authentication Mechanism Assurance

Briefing Goals
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• Eliminates Dependencies on UPN Domain Mapping and 
NT_AUTH Policies for Smart Card Issuing CAs and 
Eliminates UPN Hijacking Risk at Smart Card Logon

• One Smart Card to Many Domain Account Mapping

• Default  username hint is determined by UPN

• Example:  separate routine and elevated privilege accounts

• Many Smart Cards to One Account Mapping

• Must Provide Username Hint at Smart Card Logon

• Example: Multiple Operators for NOC display systems

Subject Name Mapped Windows Smart Card logon
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• When UPN mapping is disabled the “altSecurityIdentities” 
user account must specify one of the five available mapping 
options for smart card logon to function.

• Username Hints do not need to be turned on for every 
system in the domain.  Only the systems where users need to 
select multiple accounts for smart card logon.

• Windows 2003 and below will only support one-to-one user 
to smartcard card mapping.

• All User Accounts in the Domain Must Specify the 
“altSecurityIdentities” Attribute – Implies Automation for 
Replication and Synchronization of “altSecurityIdentities” 
and UPN From Issuance and Registration Systems to AD

Subject Name Mapped Windows Smart Card logon
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• Disabling  the UPN mapping enables certificate mapping in 
Microsoft Windows Active Directory.

• User Principal Name (UPN) mapping is a special case of one-to-one 
mapping used in Active Directory. In Windows Server® 2008 R2 and 
later, it is possible to turn off UPN mapping on a domain and use 
other explicit mapping by disabling the Subject Alternative Name 
(SAN) through the Registry Editor.

• This setting is typically used when the deployed client certificate 
contains a SAN extension with a value you wish to ignore in favor 
of an explicit mapping.

• HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kdc.

• Change the value of the DWORD UseSubjectAltName to 00000000.

• The value of UseSubjectAltName must be set on all KDCs 
for the domain.

Subject Name Mapped Windows Smart Card logon
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• Subject and Issuer fields 
• altSecurityIdentities: X509:<I> C=US,O=U.S. Government, OU=Agency, 

OU=Certification Authorities, OU=Agency Issuing CA<S>CN=iamauser

• Subject DN (Requires NT_AUTH config)

• altSecurityIdentities: X509:<S>CN=iamauser

• Subject Key Identifier 

• altSecurityIdentities: X509:<SKI>ddde2ca4b86db8a908b95c6cbcc8bb1ac7a09a41

• Issuer, and Serial Number 
• altSecurityIdentities: X509:<I> C=US, O=U.S. Government, OU=Agency, 

OU=Certification Authorities, OU=Agency Issuing CA <SR>32000000000003bde810

• RFC822 name (Requires NT_AUTH config)

• altSecurityIdentities: X509:<RFC822>iamauser@agency.gov

• Caveat – DNs compared as string, not as X.500 for multivalued names 

“altSecurityIdentities”
User Attribute Certificate Mapping Options
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• How to disable the Subject Alternative Name for UPN mapping:

http://technet.microsoft.com/en-us/library/ff520074(WS.10).aspx

• Windows Vista Smart Card Infrastructure:

https://msdn.microsoft.com/en-us/library/bb905527.aspx

• Map a user to a certificate via all the methods available in the 
altSecurityIdentities attribute:

http://blogs.msdn.com/b/spatdsg/archive/2010/06/18/howto-map-a-user-to-a-
certificate-via-all-the-methods-available-in-the-altsecurityidentities-attribute.aspx

• Mapping one smartcard certificate to multiple accounts:

http://blogs.technet.com/b/askds/archive/2009/08/10/mapping-one-smartcard-
certificate-to-multiple-accounts.aspx

• Smart Card Authentication Changes:

http://technet.microsoft.com/en-us/library/cc721959(WS.10).aspx

Useful Links

http://technet.microsoft.com/en-us/library/ff520074(WS.10).aspx
https://msdn.microsoft.com/en-us/library/bb905527.aspx
http://blogs.msdn.com/b/spatdsg/archive/2010/06/18/howto-map-a-user-to-a-certificate-via-all-the-methods-available-in-the-altsecurityidentities-attribute.aspx
http://blogs.technet.com/b/askds/archive/2009/08/10/mapping-one-smartcard-certificate-to-multiple-accounts.aspx
http://technet.microsoft.com/en-us/library/cc721959(WS.10).aspx
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• Authentication mechanism assurance is an added capability in 
Windows Server 2008 R2 AD DS that you can use when the domain 
functional level is set to Windows Server 2008 R2. When it is enabled, 
authentication mechanism assurance adds an administrator-designated 
global group membership to a user’s Kerberos token when the user’s 
credentials are authenticated during logon using a certificate-based 
logon method

• Authentication Mechanism Assurance (AMA)  for AD DS in Windows 
Server 2008 R2

• https://technet.microsoft.com/en-us/library/dd378897(v=WS.10).aspx

• Power Shell Script for Common Federal/DoD Certificate Policies 
simplifies implementation as compared to TechNet Step-by-Step Guide.

Authentication Mechanism Assurance

https://technet.microsoft.com/en-us/library/dd378897(v=WS.10).aspx
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AMA Example Logon Groups
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• The Windows Server® 2008 R2 patch to correct the 
KDC not setting the certificate issuance policy when 
the KDC validates the smartcard certificate is now 
available via the following link.

• http://support.microsoft.com/kb/2771254

• Windows Server® 2012 and after -- no patch required

• Enable AMA Priority above  Most Recently Issued 
Superior Certificate Heuristic with the following

• Windows Registry Editor Version 5.00

• [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\kdc]

• "ChainWithIssuancePolicyOIDs"=dword:00000001

Authentication Mechanism Assurance

http://support.microsoft.com/kb/2771254
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Questions?

tim.w.baldridge.civ@mail.mil


