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                        In today's digital economy, data enters and leaves cyberspace at record rates. A typical enterprise sends and receives millions of email messages and downloads, saves, and transfers thousands of files via various channels on a daily basis. Enterprises also hold sensitive data that customers, business partners, regulators, and shareholders expect them to protect. Unfortunately, companies constantly fall victim to massive data loss, and high-profile data leakages involving sensitive personal and corporate data continue to appear (http://opensecurityfoundation.org). Data loss could substantially harm a company's competitiveness and reputation and could also invite lawsuits or regulatory consequences for lax security. Therefore, organizations should take measures to understand the sensitive data they hold, how it's controlled, and how to prevent it from being leaked or compromised.

                        
                                
                                    In today's digital economy, data enters and leaves cyberspace at record rates. A typical enterprise sends and receives millions of email messages and downloads, saves, and transfers thousands of files via various channels on a daily basis. Enterprises also hold sensitive data that customers,...
                                    See full abstract
                                

                                
                                    In today's digital economy, data enters and leaves cyberspace at record rates. A typical enterprise sends and receives millions of email messages and downloads, saves, and transfers thousands of files via various channels on a daily basis. Enterprises also hold sensitive data that customers, business partners, regulators, and shareholders expect them to protect. Unfortunately, companies constantly fall victim to massive data loss, and high-profile data leakages involving sensitive personal and corporate data continue to appear (http://opensecurityfoundation.org). Data loss could substantially harm a company's competitiveness and reputation and could also invite lawsuits or regulatory consequences for lax security. Therefore, organizations should take measures to understand the sensitive data they hold, how it's controlled, and how to prevent it from being leaked or compromised.

                                    Hide full abstract
                                

                        

                                            Keywords

                        
                                data loss;                                 database security;                                 identity theft                        
                



            Control Families

            
                    None selected
            


        



        


            


                Documentation



                
                    Publication:


                        
                            
                            https://doi.org/10.1109/MITP.2010.52
                        




                



                
                    Supplemental Material:

                        None available

                


                
                
                



                    
                        Document History:

                        
                                    03/29/10: Journal Article (Final)

                        
                    


            



        


    





        


    


    

    
    

        
            
                
                    
                        [image: National Institute of Standards and Technology logo]
                    
                

                
                    
                        HEADQUARTERS

                        100 Bureau Drive

                        Gaithersburg, MD 20899
                    

                

            

            
                	
                        
                            twitter (link is external)
                        
                    
	
                        
                            facebook (link is external)
                        

                    
	
                        
                            linkedin (link is external)
                        

                    
	
                        
                            instagram
                             (link is external)
                        

                    
	
                        
                            youtube (link is external)
                        

                    
	
                        
                            rss
                        

                    
	
                        
                            govdelivery (link is external)
                        
                    


                
                    Want updates about CSRC and our publications?
                    Subscribe
                

            

        

        
            
                
                    [image: National Institute of Standards and Technology logo]
                
            

        


        
            
                
                    Contact Us |
                    Our Other Offices
                

            

            
                
                    Send inquiries to csrc-inquiry@nist.gov
                
            

        


        
            
                	Site Privacy
	Accessibility
	Privacy Program
	Copyrights
	Vulnerability Disclosure
	No Fear Act Policy
	FOIA
	Environmental Policy
	Scientific Integrity
	Information Quality Standards
	Commerce.gov
	Science.gov
	USA.gov
	Vote.gov


            

        

    



    




    

    