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Info About Ed
 

•	 Evaluator of security products since 1987 

–	 National Computer Security Center
 

–	 SAIC Common Criteria testing laboratory 

•	 Developer of RBAC specifications since 

1995 

–	 NIST 

–	 INCITS 

•	 Role engineering analyst since 2003 

–	 Veterans Health Administration 

–	 Health Level 7 

•	 Author of Role Engineering for Enterprise 

Security Management 
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INCITS is the sponsor
 

•	 The InterNational Committee for Information Technology 
Standards (INCITS) is the forum of choice for 
developers, producers, and users for the creation and 
maintenance of formal de jure information and 
communications technology (ICT) standards. 

•	 INCITS and the Information Technology Industry Council 
(ITI) are jointly accredited by, and operate under the 
rules approved by, the American National Standards 
Institute (ANSI). These rules are designed to ensure 
that voluntary standards are developed by the 
consensus of directly and materially affected interests. 
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 INCITS – http://www.incits.org
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INCITS CS1.1 is the Role-Based Access Control working group under CS1 
Cyber Security (http://cs1.incits.org) 
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What do we mean by
 

RBAC?
 
• Permissions are assigned to roles rather 

than to individual users 

• Users are assigned to roles rather than 
directly to permissions 

• This level of indirection facilitates user-
permission management and provides 
additional security benefits 

• See the NIST RBAC website 

http://csrc.nist.gov/rbac 
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  NIST RBAC Model
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RBAC Privilege Management 

• With RBAC, privileges are managed indirectly through roles 

File 1 User 1
 

File 2 User 2
 

Role 1
 

File 3 User 3
 
Roles 

Policy Rules Role 2
 
Assignments
 

File 4 User 4
 

Role 3
 

File 5 User 5
 

File 6 User 6
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ACM symposium on access
 

control models and technologies
 

(SACMAT)
 

SACMAT 2009 is the Fourteenth of a successful series of 

symposiums that continue the tradition, first established 

by the ACM Workshop on Role-Based Access Control, of being 

the premier forum for presentation of research 

results and experience reports on leading edge issues of access 

control, including models, systems, applications, 

and theory. The missions of the symposium are to share novel 

access control solutions that fulfill the needs of 

heterogeneous applications and environments and to identify new 

directions for future research and development. 

SACMAT gives researchers and practitioners a unique 

opportunity to share their perspectives with others 

interested in the various aspects of access control. 

Copyright (c) 2005-2009 ACM SACMAT All rights reserved. 
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NIST Supports
 

RBAC Research and
 

Standards
 

• National Institute of Standards and Technology
 
• RBAC Model 
• Policy Machine 
• RBAC Book 
• RBAC Prototype 
• RBAC Economic Study 
• RBAC and Related Research Papers 
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   NIST RBAC Portal - http://csrc.nist.gov/rbac
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Veterans Health
 

Administration
 

• RBAC Task Group 

• Healthcare Task Group 

• Role engineering process 

• Permission catalog 

• Handoff for continuation in HL7 

VA RBAC Website 

• http://www.va.gov/rbac 12 
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      US Department of Veterans Affairs – RBAC Initiatives
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Health Level 7 (HL7)
 

• Healthcare permission catalog
 

• Healthcare constraint catalog
 

• Role engineering process 

HL7 Website 

• http://www.hl7.org 
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HL7 – IT Standards for the Healthcare Community
 

HL7 RBAC Initiatives 
RBAC has a natural fit with many health care applications. Standards are being developed under er the 

HL7 Standards Development Organization. The Department of Veterans Affairs is leading a number of 

these activities. The Health Insurance Portability and Accountability Act of 1996 (HIPAA) mandates 

use of RBAC to protect patient information. The HL7 RBAC activities are oriented toward application 

level systems that are built using the services defined in the general purpose RBAC standards. 
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What RBAC standards
 

exist?
 

1.	 INCITS 359-2004 “The RBAC Standard”
 

2.	 Draft INCITS 459 RBAC Implementation 

and Interoperability Standard (RIIS) 

3.	 HL7 Healthcare Permission Catalog 

4.	 HL7 Role Engineering Process 

5.	 RBAC Book 

6.	 Role Engineering Book 



    
 

      

      

  

    

   

     

Why was a new
 
standard needed?
 

• Existing standard was useful for definitions 

but not intended as guidance to 

implementers and evaluators 

• Existing standard’s “academic” nature 

deters some readers 

• Existing standard does not address 

interoperability 
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What does the RIIS
 

provide?
 

•	 Provides guidance on packaging of RBAC 
features 

– Role Names, Permissions, Hierarchies, Constraints
 

•	 Defines mechanisms (function definitions) that 
provide an interface to transfer RBAC definitions 
from one implementation to another 

–	 The two systems need not be operational 

•	 Provides standard terminology for the 
components of RBAC systems 
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CS1.1 – Implementation Component Model
 

Component Fundamental (F) Organizational 

(O) 

User Limiting – 

Universal 

(ULU) 

User Limiting – 

Operational 

(ULO) 

1. Core RBAC X X X X 

2. Hierarchical RBAC X 

3. Static Separation of 

Duty (SSD) Relations 

X 

4. Dynamic Separation 

of Duties (DSD) 

Relations 

X 

Fundamental refers to core RBAC with no hierarchies or constraints;
 

Organizational refers to RBAC with role hierarchies,
 

User Limiting Universal refers to RBAC with static constraints
 

User Limiting Operational refers to RBAC with run-time constraints.
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RBAC Interoperability
 
(Enterprise Security Management)
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    CS1.1 Annex –Conceptual Model (Interoperability)
 

Two Security (or Identity Management) domains are depicted. Within each 

system, the RIIS interoperability model segments into four areas defined as 

Use Case Scenarios, Interaction Functions, RBAC Exchange Data Model and 

Operational Definition
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CS1.1 – Management Interaction Functions (1 of 2)
 

Interaction Function Meaning Options 

PostRoleSet Inform of current set of roles F, O, ULU, ULO 

GetRoleSet Obtain current set of roles F, O, ULU, ULO 

PostRoleName(rolename) Inform of a new role name F, O, ULU, ULO 

GetRoleName(rolename) Obtain new role name F, O, ULU, ULO 

PostUserSet Inform of current set of RBAC users F, O, ULU, ULO 

GetUserSet Obtain current set of RBAC users F, O, ULU, ULO 

PostRoleUsers(role name) Inform of users currently assigned to a given role F, O, ULU, ULO 

GetRoleUsers(rolename) Obtain users currently assigned to a given role F, O, ULU, ULO 

PostUserRoles(user) Inform of roles currently assigned to a given user F, O, ULU, ULO 

GetUserRoles(user) Obtain roles currently assigned to a given user F, O, ULU, ULO 

PostUserAssignment(user, role) Inform of user assignment to a role F, O, ULU, ULO 

GetUserAssignment(user, role) Obtain user assignment to a role F, O, ULU, ULO 

PostPermissionAssignment 
(role,permission) 

Inform of permission assignment to a role F, O, ULU, ULO 

GetPermissionAssignment 
(role,permission) 

Obtain permission assignment to a role F, O, ULU, ULO 

PostPermissionSet Inform of current set of permissions F, O, ULU, ULO 

GetPermissionSet Obtain current set of permissions F, O, ULU, ULO 

F – Fundamental O – Organizational 

ULU – User Limiting-Universal ULO – User Limiting-Operational 
22 



      
 

    
    

   

    
   

   

        
  

   

        
 

   

       
 

       

       
 

      
 

      
   

     
   

                                

         

CS1.1 – Management Interaction Functions (2 of 2)
 
Interaction Function Meaning Options 

PostRolePermissions(role) Inform of permissions currently 
assigned to a given role 

F, O, ULU, ULO 

GetRolePermissions(role) Obtain permissions currently assigned 
to a given role 

F, O, ULU, ULO 

PostPermissionRoles (permission) Inform of roles to which a given 
permission is assigned 

F, O, ULU, ULO 

GetPermissionRoles (permission) Obtain roles to which a given permission 
is assigned 

F, O, ULU, ULO 

PostUserAssignmentConstraintStatic 
(user,role) 

Inform of a given user’s static 
assignment constraint 

ULU 

GetUserAssignmentConstraintStatic 
(user,role) 

Obtain a given user’s static assignment 
constraint 

ULU 

PostUserAssignmentConstraintDynamic 
(user,role) 

Inform of a given user’s dynamic 
assignment constraint 

ULO 

GetUserAssignmentConstraintDynamic 
(user,role) 

Obtain a given user’s dynamic 
assignment constraint 

ULO 

PostInheritanceRelationship (role,role) Inform of an inheritance relationship 
between two given roles 

O 

GetInheritanceRelationship (role,role) Obtain an inheritance relationship 
between two given roles 

O 

F – Fundamental O – Organizational 

ULU – User Limiting-Universal ULO – User Limiting-Operational 23 



        

   

            

               

              

       

      

             

   

           

                 

 

              

       

                 

CS1.1 Use Case – Continuous Synchronization of External Role Model 

Problem Statement (affecting RBAC) 

An enterprise has deployed a Role Management solution (depicted as Systems A) 

to develop and maintain its role models. As this model changes over time, System 

A needs to publish these changes out to the operational infrastructure for use and 

implementation in the user on-board / off-boarding process. 

Scope 
One time load (Role Model Provisioning) has occurred 

Repeating cycle of synchronization continues in which System A is seen as authoritative over the model 

used in System B. 

Assumptions 
Both systems, denoted System A and System B, are fully RBAC capable. 

System A has posed all current configurations to System B and System B is assumed to be in a consistent 

steady state. 

For performance reasons, System A may choose to batch process change notification to System B. 

Trust model exists between System A and System B. 

System A has a defined Role model and tracks changes make to it in order to relay them to System B 24 



     

   
    

        

 

 

     

      

        

       

       

     

          

CS1.1 Use Case – Management Interaction Functions
 

Interaction Function Meaning 

PostRoleSet Inform of current set of roles 

PostUserSet Inform of current set of RBAC users 

PostUserRoles(user) Inform of roles currently assigned to a given user 

PostUserAssignment(user, role) Inform of user assignment to a role 

PostPermissionAssignment 

(role,permission) 

Inform of permission assignment to a role 

PostPermissionSet Inform of current set of permissions 

PostPermissionRoles (permission) Inform of roles to which a given permission is assigned 

RBAC Data Exchange Model 
Extract, Transform and Load (ETL)
 

Roles Sets, Role Names, User Set, User Assignments,
 

Permission Assignments 25 



    

     

    

     

     

 

What doesn’t the RIIS
 

do?
 
• RIIS does not provide implementation 

details (although examples are provided) 

• RIIS does not address interoperability 

between running systems (static rather 

than dynamic) 

26 



    
 

      
      

  

       
        

      

    

What benefits does the
 
RIIS provide?
 

•	 Promotes ability to compare two RBAC 
implementations if these adhere to the RIIS 

–	 Standard concepts and terminology 

•	 Facilitates transfer of definitions of an RBAC 
implementation from one system to another or to 
the design process for a proposed system 

– Standard interfaces and definitions of data content
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What is the status
 

of the RIIS?
 

• Approved by INCITS Secretariat 

• Initial public comment period began this 

month 
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What are the current
 
activities of INCITS
 

CS1.1?
 

• Addressing public comments on RIIS 

• Updating the INCITS 359-2004 standard
 

• Development of a role engineering 

standard 

Additional volunteers are needed
 

for these activities!
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Thank you for joining us!
 

• Draft Copy of the CS1.1 (RIIS) Standard 

http://csrc.ncsl.nist.gov/groups/SNS/rbac/documents/draft-rbac-implementation­
std-v01.pdf
 

• Call for CS1.1 Use Case Development 

http://csrc.nist.gov/groups/SNS/rbac/documents/rbac-use-cases.html 

• How to Join CS1.1 

http://csrc.nist.gov/rbac/how-to-join-CS1.1.pdf 

30 
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Contact Info
 

• Ed Coyne – CS1.1 Chair 
– SAIC 

– 703-375-2530 

– coynee@saic.com 

• Tim Weil - CS1.1 Vice Chair
 
– Booz Allen Hamilton, Inc 

– 703-377-0948 

– weil_tim@bah.com 

• INCITS – incits.org 
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