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Abstract

NSTIC [1] calls for the deployment of privacy-friendly (PF) credentials (based
on privacy-enhancing technologies) on the Web. Since this has never been suc-
cessfully accomplished before, it should be considered an emerging application
of cryptography.

Most PF credentials are designed for issuance-show and multi-show unlinkabil-
ity (with the notable exception of U-Prove, which does not provide multi-show
unlinkability [2, Section 2.2]). Unfortunately that makes it impossible to re-
voke them using a traditional certificate revocation list (CRL). Although this
is a well-known problem in cryptography, its implications for NSTIC have been
overlooked.

NSTIC literature [3, 4] assumes that there exist PF credential systems ready
for deployment. Government documents do not name those technologies, but
they are understood to be U-Prove [5] and Idemix [6]. However, neither U-
Prove nor Idemix allow the issuer of a credential to revoke it. (A U-Prove
credential can be revoked by the credential user because of U-Prove’s lack of
multi-show unlinkability.) Thus they both lack a key feature of a credential
system that is ordinarily taken for granted. The U-Prove documentation [7]
suggests workarounds, but they seem impractical.

Several cryptographic solutions have been proposed to the revocation problem.
Solutions based on accumulators [8, 9, 10, 11, 12, 13] seem impractical due to
their witness-update requirement. In other solutions, the cost of showing a cre-
dential grows with the number of revocations [14, 2, 15], albeit only sublinearly
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in [2]. But there is at least one solution [16] (designed for group signatures but
probably adaptable to PF credentials) that has a constant show cost.

All this suggests that the technology assumptions underlying NSTIC should be
revised to take into account revocation requirements, and that second-generation
privacy-enhancing technologies may need to be developed.
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