IntAleGen: Integrated Alert Generation in Multi Pronged attacks on Networked Systems
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Networked systems such as computer networks, sensor networks, and industrial control systems are
increasingly facing the threat of unauthorized access. Intrusion detection systems [1] identify threats
using signatures of unauthorized access or attacks. There are few systems discovering ‘zero day’ attacks
[2, 3, 4] where the attack signature is unknown.

Example 1 — two pronged computer network attack: First, attack on the organization’s computer
network. Intruders take advantage of vulnerabilities in the public-facing web servers. Hackers secretively
scout the network from compromised workstations, targeted beforehand as part of a coordinated
prolonged attack [7]. Second, spear-phishing [8] attack on a partner’s network, which shares key
resources. Hackers obtain a privileged account and compromise a root domain controller shared by the
organization and its partner. Intruders try to recreate and assign privileges triggering an alarm. Indeed
such an attack occurred at the Pacific Northwest National Laboratory [7]. Despite the lab’s well-
protected security perimeter, the attacks made it through in a coordinated and prolonged process.

Cyber security systems may generate a series of alarms [5, 6]. The alarms received in such a complex
domain comprise of raw messages received from multiple sources where an alert has to be generated as
an aggregated output. However, the attack maybe distributed across locations or spread out over time
making it difficult to integrate these alarms and identify if this is a single malicious attack. Here alarm
may have attributes such as the source, destination, port, length of packet, time-stamp and source may
have attributes such as type, port, frequency of use. We address the discovery of an integrated alert in a
networked system from alarms generated by (a) disparate sources, and (b) across prolonged period of
time. Our approach comprises of (1) Alarm source characterization, (2) temporal lag determination, (3)
alarm clustering using (1) and (2).
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