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In my Lifetime, Computers have… 
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Image source: Wikipedia Commons, German Federal Archive 
IBM 360 circa 1973 



…become a Grain of Sand 
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Passive RFID Chip circa 2010 





The Consumerist 



What Went Wrong? 

• The Internet was designed to SHARE information 
 

• The World Wide Web was designed to SHARE 
information 
 

• Security was an AFTERTHOUGHT 
 (and it continues to be an afterthought today) 



 

www.salon.com 

Note: re-code.com is now the website  
for a weight loss product 





What Went Wrong? 

• The BARCODE was designed to SHARE 
information 
 

• The RFID TAG was designed to SHARE 
information 
 

• Security was an AFTERTHOUGHT 
 (and it continues to be an afterthought today) 





The Next Wave of Technology 
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Functional Support  
and Applications  

Device Proliferation 
And Ubiquity 



The Internet of Things is Here 

Wal-Mart’s EPC Garment Tracker System 

1 2 3 4 Tag Track Manage Dispose 
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No Device is an Island 

• Wireless Communications bypass all basic 
security mechanisms except Cryptography 
 

• Every device is an entry point into your network 
 

• No device is to be fully trusted by any other 
 

• Every device is a city state to be protected 
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1500 Euros 
in wallet 

Serial numbers: 
597387,389473

… 

Wig 
model #4456 

(cheap 
polyester) 

30 items  
of lingerie 

Das Kapital and 
Communist-

party handbook 

Replacement hip 
medical part #459382 

Here’s 
Mr. Jones 
in 2020… 

Slide Courtesy of Ari Juels 

The Security Problem has Changed 
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• Determine where a specific device is currently Tracking 

• Illicit reading of a device’s identity and data Snooping 

• Determine where a specific device has been Tracing 

• Repeat a recorded conversation Replay 

• Create a duplicate device Counterfeit 

• Masquerade as a tag, reader, or other device Spoofing 

• Listen to a conversation without the participants’ 
knowledge or consent Eavesdropping 

Common Edge Device Attacks 
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Security Must be Designed into 
Every Device,  

Every Communication Protocol,  
and the Network 

 
From the Beginning 
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Information Assurance authenticate data integrity 
and data origin. (data authentication) 

Pre-Authentication (Cloaking) enables device to 
determine whether it is SAFE to respond to a request 
or remain silent (cloaking) 

Secure Identification tags communicated identifier 
changes securely over time – identity never sent in the 
clear. (secure identification)  

Device Authentication: validates devices as 
TRUSTED before data divulged or accepted. (identity 
authentication) 
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Over the Air Encryption: over the air data and 
commands are encrypted with full data authentication 
(secure communication channel) 

Edge Device Security Mechanisms 
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Black 
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Here’s 
Mr. Jones 
in 2020… 

Slide Courtesy of Ari Juels 
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Cloaked Devices 



Secure IDs 
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54323 

13742 

342098 
934809 
324932 
… 

39828 

87934 
Here’s 
Mr. Jones 
in 2020… 

Slide Courtesy of Ari Juels 
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Secure Identifiers 



• RFID tags have limited size 
• Passive UHF tags have approximately 2000 GEs for 

security 
• Microprocessor based tags and other devices have 

approximately 2 kB of ROM available for security 

Size 

• Identification rate and data communication rates cannot be 
affected by security mechanisms 

• Passive UHF tags have 10’s to 100’s of clock cycles 
• Active microprocessor based tags and devices typically 

have 10’s to 100’s of microseconds for security 
 

Speed 

Power 
• Power used for security affects range and battery life 
• Passive UHF tags have 1 uW of power available for 

security without significant range reductions 
• Battery powered devices have less than five thousand 

clock cycles per security computation without significant 
battery degradation 

Limits of New Edge Devices 
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• Standard symmetric key block cipher 
• Designed for 32-bit microprocessors 
• Large, slow, and power inefficient on new 

edge devices with large block size 
• Not well suited for resource constrained 

environments of passive UHF RFID tags 

AES 

• Standard asymmetric public key cipher 
• Requires significant time and space  
• Large, slow, and power inefficient 
• Not suited for resource constrained 

environments of RFID tags 

ECC 

Standard Cryptography Doesn’t 
Fit 
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AES and EAX Mode  
(Brian Gladman Source Code) 



HB2 
(Eric Smith Source Code) 



Hummingbird Equations 
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Cipher Comparison (1) 

Algorithm Security Imean 
(uA@100kHz) 

Chip Area 
(GE) 

Clocks 
(Cycles) 

AES-128* 128 3.0 3,400 1032 
Grain** 128 1.28 1,857 (513) + 128 
PRESENT*** 128 3.67 2,332 64 
HB2/HW20 128 1.44 2,159 (80) + 160 
HB2/HW16 128 1.54 2,332 (80) + 128 
HB2/HW4 128 1.60 3,220 (16) + 32 
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*M. Feldhofer, “AES Implementation on a Grain of Sand” 
**T. Good & M. Benaissa, “Hardware Results for Selected Stream Cipher Candidates” 
***A. Poschmann, “Lightweight Cryptography: Cryptographic Engineering for a Pervasive World”, PhD Thesis 
 
Cycles to encrypt 128 bits of plain text. Number in parenthesis are initialization clocks.  
   AES initialization is not reported. PRESENT initialization is not reported.  
   AES mode overhead is not reported. PRESENT mode overhead is not reported. 

Comparison of Smallest Published Implementations 
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Cipher Comparison (2) 

Cipher Process 
[µm] 

Key 
Size 

Block 
Size 

Cycles / 
Block 

Datapath 
Width 

GE Init 
(Cycles) 

Throughput 
(bits/cycle) 

Power 10 
MHz (µW) 

HB2-ee4c [1] 0.13 128 16 4 16 3220 16 4 163.1 

HB2-ee16c [1] 0.13 128 16 16 16 2332 80 1 156.8 

HB2-ee20c [1] 0.13 128 16 20 16 2159 80 0.8 149.1 

Grain-128x1 [2] 0.13 128 1 1 1 1857 513 1 167.7 

Grain-128ax2 [3] 0.13 128 1 1 1 2867 160 1 258.9 

AES-128 [4] 0.13 128 128 160 8 3200 NA 0.8 300 

1. Daniel Engels, Markku-Juhani O. Saarinen and Eric M. Smith. “The Hummingbird-2 Lightweight 
Authenticated Encryption Algorithm.” RFIDSec 2011 

2. T. Good and M. Benaissa, “Hardware Results for Selected Stream Cipher Candidates,” eSTREAM 
http://www.ecrypt.eu.org/stream/papersdir/2007/023.pdf ) 

3. M. Agren, M. Hell, T. Johansson, and W. Meier, “A New Version of Grain-128 with Authentication.” 
SKEW 2011 

4. Panu H¨am¨al¨ainen, Timo Alho,Marko H¨annik¨ainen, Timo D. H¨am¨al¨ainen, Design and 
Implementation of Low-Area and Low-Power AES Encryption Hardware Core, Ninth Euromicro 
Conference on Digital System Design: Architectures, Methods and Tools, IEEE Computer Society, 
2006. 

 
29 

http://www.ecrypt.eu.org/stream/papersdir/2007/023.pdf�


Clocks Per Bit 

Daniel Engels, Markku-Juhani O. Saarinen and Eric M. Smith.  
“The Hummingbird-2 Lightweight Authenticated Encryption Algorithm.”  
RFIDSec 2011 



Clock Cycles to Encrypt 

Daniel Engels, Markku-Juhani O. Saarinen and Eric M. Smith.  
“The Hummingbird-2 Lightweight Authenticated Encryption Algorithm.”  
RFIDSec 2011 



RFID Tag 

Standard EPC Gen 2 Protocol Hummingbird Secure EPC Gen 2 

Protocol 

RFID Tag 

Query 
1 

RN16 
2 

ACK 
3 

EPCID (PC || EPFC || CRC) 
4 

Query 
1 

RN16 
2 

ACK 
3 

IV || CT0 || CT1 || CT2 
4 

Chall0 || Challl1 || CT5 || CT6 5 
CT7 || CT8 

6 

RFID Reader RFID Reader 

n n Secure Communication Unsecure Communication 

Secure ID & Mutual Authentication 
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RFID Tag 

Standard EPC Gen 2 Protocol Hummingbird Secure EPC Gen 2 

Protocol 

RFID Tag 

Challenge 
1 

Query 

2 

No Response 3 

Query 
1 

RN16 
2 

ACK 
3 

IV || CT0 || CT1 || CT2 
4 

Chall0 || Challl1 || CT5 || CT6 5 
CT7 || CT8 

6 

n n Secure Communication Unsecure Communication 

Challenge 
1 

RFID Reader RFID Reader 

Tag Cloaking, Secure ID & MA 
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Summary 

• The next wave of networked technology has 
already begun to be deployed (largely without 
security) 

• Personal mobile devices pose new security threats 
• Security must be designed into the communication 

protocols 
• Wireless communications require cryptographic 

security 
• Resource constraints require the use of new 

cryptographic ciphers such as HB2 
 
 © 2009-2011 Revere Security. All rights reserved.   34 



www.reveresecurity.com 

Protecting your Privacy by 
Securing the Insecurable 
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