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Conventional UOCAVA Systemy

• The current vote-by-mail UOCAVA model 
is derived from the vote-by-mail (VBM) 
absentee systems – with a twist: 
• “logistical, geographical, operational and 

environmental barriers” 
• Out of sight – out of mind 



 g g y

g g g

Risks 

• Risk – event or condition that threatens the 
expected (and desired) outcome of a system 

• Risks are managed or mitigated – rarely 
eliminated 

• The cost of mitigating a risk is weighed 
against the value of the asset or outcome 
threatened by the risk 

• There is not a single method of valuing 
assets 
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Risks 

• The risks associated with vote-by-mail 
UOCAVA systems are not wholly unique to 
VBM systems 

• Other voting system models can ameliorate 
some of these risks, but also can introduce 
additional risks: 
• Internet voting 
• Kiosk 
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Risk 

• Highly mobile voters – UOCAVA voters 
may move frequently. Maintaining up-to-
date voter registration records is difficult 
and dependent upon factors outside the 
control of the election official 
• Priorities 
• Dependents 
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Risk 

• Determining “right” or “wrong” ballot is a 
challenge 

• Wrong ballot 
– Detected – If a UOCAVA voter receives the 

wrong ballot, there may not be sufficient time to 
inform the election office and request the 
correct ballot 

– Undetected – The UOCAVA voter votes the 
wrong ballot 
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Risk 

• Double jeopardy – “right” ballot transmittal 
document transmitted to the UOCAVA 
voter may be duplicated onto “wrong” ballot 
in the election office. 
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Risk 

• Signature verification – Election officials 
must verify that the signature on the 
application and outer envelope match the 
voter’s signature on file with the office. 
This verification is subject to human 
i t t ti f i t tt ib t dinterpretation of signature attributes and 
these attributes can change over time and 
circumstancescircumstances 



Risk 

• Overvotes/ Undervotes – There is no 
technological prevention of overvotes or 
warning of undervotes 
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Risk 

• Error Correction – Spoiled ballots cannot be 
easily exchanged for unvoted ballots 
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Risk 

• Coercion/Vote Selling – Unobserved access 
to the voter by vote buyers or intimidators 
while voter has ballot in their possession 
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Risk 

• Accessibility – Printed ballots may present 
accessibility issues for vision, mobility and 
cognitively impaired voters 
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Risk 

• Deadlines – The 45-day turnaround deadline 
does not take into account realities of ballot 
preparation, including proofing, printing and 
mailing ballots, run-offs, specials, etc. 
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Risk 

• Verification of receipt 
• Verification of receipt that the documents sent 

by the voter have been received by the elections 
office 

• Verification of receipt of the voted ballot 
envelope by the elections office 
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Risk 

• Single, physical copies of key documents – 
Many of the documents used in the 
UOCAVA VMB system have no electronic 
counterpart and are subject to total loss or 
misplacement 
• Includes ballots – 94 VBM voters in Cuyahoga 

did not include the ballot in 2010 May primary 
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MOVE and Risk Mitigationg

• MOVE has presented opportunities to 
mitigate some traditional risks of the 
UOCAVA VMB system 

• Delivery of ballot – preceding events: 
qualification of candidates (including any 
h ll  )  i  f  h  l  i  d  t bchallenges), construction of the election database, 

production of ballot proofs, proofing and sign-off 
of ballot proofs, production and delivery of printp  ,  p  y  p  
files, printing and delivery of ballots to the 
jurisdiction, Logic & Accuracy testing of scanners 
and ballots and rocessing of absentee ballot and ballots, and processing of absentee ballot 
applications. 
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Mitigationg

• Mitigation: The electronic submission of 
voter registration information, absentee 
ballot application and receipt of absentee 
ballot can decrease the delays in the 
movement documents between the 
UOCAVA t d th l ti ffiUOCAVA voter and the elections office 
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Risk 

• Use of email as means of correspondence 
and delivery of documents: 
– Firewalls – May prevent the transmission and 

receipt of documents as attachments 
– Persistence of email accounts – Account 

ownership may be of short duration – even 
shorter than physical addresses 

– Predictable formats of email addresses 
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Risk 

• Email (cont.): 
– Maintenance of passwords and password 

security – Users may fail to keep passwords 
secure, or may intentionally share email 
accounts 

– Threshold of IT knowledge required to use – 
Users must know how to acquire accounts and 
i  i  fi  il  li  in some instances configure email clients 
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Mitigationg

Mitigation: Push vs. Pull 
• If Absentee Ballot transmittal forms are 

“pushed” out to UOCAVA voters, they may 
be not be delivered. They should be pulled 
from secure websites, requiring password 
access 
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Risk 

• Technological capabilities at county level – 
The routine, disciplined use of email and 
online posting of ballots may stretch the 
technological capabilities of some counties. 
In Georgia, some counties do not have IT 
d  t  t  t  il  d  idepartments, or even a county email domain 
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Mitigationg

• Mitigation: Jurisdictions will need to 
implement appropriate training, technology 
support and oversight to ensure that email 
and attachments are managed in a timely 
and secure fashion 
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Risk 

• Accessibility – Conventional VBM systems 
provide limited accommodation to voters 
with disabilities 
• Low vision/poor vision 
• No vision 
• Motor skills 
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Mitigationg

• Mitigation: The electronic versions of the 
instructions and ballot transmittal document 
can be enlarged (for low-/poor-vision 
disability) and converted to audio with 
appropriate end-user technology 
• May permit use of other voter-provided AT 



Risk 

• Deadlines – The deadlines for voter 
registration and ballot submission are 
obstacles to successful participation in 
elections. There are no links in the chain of 
events that can be restructured as to run 

tlconcurrently 
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Mitigationg

• Mitigation: One link that can be 
compressed is the delivery of the ballot (or 
ballot transmittal document - BTD) to the 
voter. This document can be made available 
to the voter via a secured website, 

itti th t d l d th BTD kpermitting them to download the BTD, mark 
and mail the document to their local election 
officeoffice 

• Email can reduce turnaround of requests for 
informationinformation 
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 metro areas lead to voter confusion 

Risk 

• Wrong ballot is made available to the voter 
• 2012 redistricting will acerbate this risk 
• Congested metro areas lead to voter confusionCongested 

on district boundaries 



Mitigationg

• Voter can review ballot online and make 
timely inquiries regarding correctness 
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Risk 

• Duplication of ballot – Transmittal ballots 
must be duplicated onto scanable ballots.  
This duplication is prone to human 
transcription errors as well as the potential 
loss of source document 
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Mitigationg

Mitigation: 
– Maintain chain of custody of all source 

documents 
– Use teams to duplicate ballots 
– Develop and use reconciliation proceduresp p 

specifically for UOCAVA subsystem 
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Challengesg

• Integration of new UOCAVA requirements 
with existing absentee systems 
• Rising tide will lift all ships? 

• Rising expectations of UOCAVA voters 
regarding access and ease 

• Maintaining focus on full scope of 
UOCAVA community – not just military 
voters 

• Unintended consequences 
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