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The Netherlands
 

• Kingdom, fully “controlled” by parliament 

• Population: 16,605,164 (29 July 2010 12:04:10 GMT) 

(5 36 % f USA) (5.36 % of USA) 

• Size: 41,,528 km² ((0.43 % of USA)) 



SRIES?
 

•• Why is RIES?Why is RIES? 
• And were did it come from?
 



It was a long walk...
 

IBM (1968-1998) 

• End-user --> consumer automation 
• Physical distribution 
• SSupermarkket scanniing 

• Pragmatic authentication 
• PC security 
• Smartcard development 

Independent consultant (1999-current) 

• Pragmatic authentication 
• Internet election technology 



My IBM years in photos
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My IBM years in photos
 



My independent years
 



Pragmatic Authentication 

Focus on higher education in Holland 

Hoogheemraadschap van Rijnland April 2006 

RIES: Volledig transparant stemsysteem 
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Niegefoon and Niegebach both 
chipcard based 



1998 - 2003: 
Internet electionsInternet elections
 



Photo's ISCIT wISCIT
 



Photo's ISCIT wISCIT
 



The Netherlands
 

• Kingdom, fully controlled by parliament
 
•• Population: 16 605 164 (29 July 2010 12:04:10 GMT)
 Population: 16,605,164 (29 July 2010 12:04:10 GMT) 
• Size: 41,528 km² (0.43 % of USA) 

• Government levels 
• Centralllly llocatedd in Thhe Hague 
• State level (12 states: “provincies”) 
• City level (430 municipalities)City level (430 municipalities) 
• District Water Boards (26, regionally located) 



NL Elections …
 

…from a government point of view:
 

•• Formally key topicFormally key topic 

• No systems approach 

• Major flows in today's system 
(Major elements not transparent)(Major elements not transparent) 



• 

NL Elections …
 

No systems approach 

• Just very general isolated issues 
• Vote secrecyy 
• Reliability 
• Tally and recount 
• Indeppendent recount 
• Safe for internal and external intrusion 

• Incident driven
 
Exclusively driven by government lawyers
Exclusively driven by government lawyers 

• Why change? 
• Major legal discrepancies 

• Ruling on vote distributions over parliament seats • Ruling on vote distributions over parliament seats 
• Council of Europe (CoE) ruling on electronic elections 



 

NL Elections …
 

Major flows in today's system 

Major elements not transparent:Major elements not transparent: 

• Management of List of eligible voters 

• Voting by proxy 

• Results consolidation 
• Within each municipality (430, each with 10 to 500 

Pollingg Committee’s )) 
• Of all 430 municipalities 



Experiments require 
special legislationspecial legislation 

Main aspects: 

• To avoid detailed classical legislative requirements 
•• To allow for Competitive Dialogue instead of regular Tender To allow for Competitive Dialogue instead of regular Tender 

• Development requires close cooperation of 
• Government
 
•• Knowledge sources
Knowledge sources 
• Market parties  

• Has to follow Council of Europe ruling/advice 
•• Restricted time periodRestricted time period 

 Lead time: many years 



Development started 
with Water Boardswith Water Boards 

Main aspects: 

• Postal elections for all eligible voters 
• No voter registration 
• Not under Home Office jurisdiction 
•• Arm length distance from Electoral CouncilArm length distance from Electoral Council 



US oca e ecto a ad st at o

Main differences NL 
vs  USAvs. USA 

• Voter registration 
• NL: none (except expats) 
• USA: always --> more possibilities 

• Government rulingGovernment ruling 
• NL: centralized 
• USA: by local electoral administrationby 

• Electoral Council 
• NL: centralized (although just legal supervision) 
• USA: ? 



26 Water Boards in 
The NetherlandsThe Netherlands 



Rijnland District Water Control Board 

Rijn DeltaRijn Delta
 

Rijnland: 1100 km^2; 
1.3 million people 



Water board election 
2004 with RIES2004 with RIES 

• 35% voters used it (72,235) 
• 86 % positive user feedback and zero negative
 

• Flawless in processing 
• Full validation by independent parties 

•• What is RIES and how did we get there?What is RIES and how did we get there? 



 
Comfort and Transparency: 
user’’s perspecti  tive 

• Ability to cast vote in different ways and several
• Ability to cast vote in different ways and several 
times 

• Abilityy to check if their vote was actuall yy cast 
and counted in the tally; 70% of the voters 
stressed this as important 

• 99% should be able to use the system on their 
regular Internet attached PC 

•• Meets the formal government criteria forMeets the formal government criteria for 
elections (transparency, etc etc) 



Validation of votes: thrustworthy 
l  ti  election 



Transpparencyy and 
accountability ´appreciated´ 



RIES Internet elections
 

RIES_participaing_voters_Inet.doc 

Over 140 000 Internet voters used RIES in 4 formal Over 140,000 Internet voters used RIES in 4 formal 
elections (2004-2006) 

N.B. In 2008 RIES was deployed for the postal elections for 
all Water Boards for 13,500,000 eligible voters 



 
 

RIES based on 
DES Virtual Ballot SystemDES Virtual Ballot System 
• Developed by Pieter G. Maclaine Pont/MullPon since 


1998
1998 
• With IBM, SURFnet, TNO, Bell Identification, Alfa & 

Ariss, Rijnland, Magic Choice 
• NL patent 1023861 (extended “Robers” protocol) 
• International patents in process 
• 8 man-year development by inventor 
• 9 man-year development by partners 
• 35 “student” man-year development 

• Internet elections applied at 
• 2000: CHOOSE for Polytechnic University Delft 
• 2004: Water boards Rijnland and De Dommel 
• 2005: Rijnland re-election, SURFnet work council 
• 2006: Parliament elections for non-resident Dutch 

voters 



RIES based on 
DES Virtual Ballot SystemDES Virtual Ballot System 

Some main facts: 

• 2005 EU eGovernment Good Practice Label 
• 2006 UN Public Service Award 

• Country-wide water board elections in 2008 

 All with intensive cooperation of SURFnet
 



• 

RIES based on 
DES Virtual Ballot SystemDES Virtual Ballot System 
General characteristics: 

• DES virtual ballot (extended “Robers” protocol) 
• Personal secret cryptographic voter key 

Translated in 2x8 “34AN” characters on VotingcardTranslated in 2x8 34AN  characters on Votingcard 
(Voting code) 

• Voting code exclusively with voter 
• Public validation files published before election start • Public validation files published before election start 
• “Casting application” in browser via Javascript 
• Personal voter key in encrypted OCR line on Postal 

ballot (and regular ballot where applicable)ballot (and regular ballot where applicable) 
• Central combination of all casted votes (TTPI) 
• Publication of all casted votes and adjustments to 

validation filesvalidation files 



Stemkaart
 







 

Main elements RIES
 

• Pre-preparation 
S t f l ibiliti• Set formal responsibilities 

• List of eligible voters 
• List of candidates
 
•• Publication set-up
Publication set up 

• Preparation 
• Voting code 
• Validation file (“Referentiebestand”)• Validation file ( Referentiebestand ) 
• Publications 

• Voting period 
•• Technical voteTechnical vote 
• Receipt-confirmation 

• Tally 
Reference value• Reference value 

• Publications 
• Vote count validation 



Se e SS

  

RIES
 

Minimal exchange of data over Internet: 
• Si l  b ll tb Simple ballotbox server 
• Internet PC as independent as possible 

• START: 
• Server: SSL 
• PC: receives server script with list of candidates 
• local input (by voter) 
• Server: reads status, verfies earlier casts from this 

voter 
• Vote cast: local (by voter) 
• Sending in the vote: 

• local input (by voter)local input (by voter) 
Server: calculates receipt-confirmation 
Server: update status 

• STATUS: local (by voter)STATUS: local (by voter) 



Validating the Electronic TallyValidating the Electronic Tally 

•• By voter himself: Based on all published electionBy voter himself: Based on all published election 

data 

• By independent experts or involved partiesBy independent experts or involved parties 
• Candidates 
• Radboud University 
• By  anyone with the desire to do so 

• No specific “validation of sold vote” problem 



Tally validation
 

•• NewNew 
• Needed 

• How can the voter effectively file complaints with 
traditional elections? 

• Validation procedure 
•• By voter himselfBy voter himself 
• Independent expert verifies voter complaint 
• Arbiter determines if complaint is right  
• Impact on ellection resullts?? 

• Accuracy in all procedures should be much higher 
compared to conventional electionscompared to conventional elections 



  

       

Multi disciplinary 

approach needed
approach needed
 

• Dimitris A. Gritzali: “Principles and requirements for a secure e
votiting sys

t

tem ”” 

• Edited by Dimitris A. Gritzali” Secure Electronic Voting” 

• Laurence Monnoyer-Smith: “e-democracy” 

Ch i h  G  R ddi k (U i i f T	  S A i  USA ) •	 Christopher G. Reddick (University of Texas at San Antonio, USA ): 
“Handbook of Research on Strategies for Local E-Government 
Adoption and Implementation: Comparative Studies” Pages: 231

( 	  l d  l d)  l249: Janita Stuart (Stuart Controls Ltd, New Zealand); Val Hooper 
(Victoria University of Wellington, New Zealand) 

STS-approach essential for these kind of processes!
 



, ,

Major flaws (RIES-2008)
 

(Just postal voting with RIES for 13,500,000 voters) 

• Ruling for pre-elective publication of Reference file 
• Apppprox.300,000,000 clear//cippher text combinations 
• Underestimate of today's PC DES processing capabilities 
 Instead of rule change: Internet voting forbidden 

•• Inadequate testing Response processor dataInadequate testing Response processor data 
• High accuracy requirements underestimated by vendor 

(no escape: frozen dates couldn’t be shifted) 
• Operated isolated from Architecture team 
 RIPOCS reset during production (fault to be opened) 

• Politics & ppublicityy 
• Active opponent group 
 stream of negative publication 



    

Risk assessment
 

• No formal process 
• I tInsteadd scaling-up thth roughh stteps with increase ii n riiskks li ith i

• 1998-1999 wISCIT: 
• test elections
 

•• Risk research of specific elements
 Risk research of specific elements 
• 2000 wISCIT: 

• CHOOSE (Student Board Polytechnic University of Delft) 
• 2003 TNO: 

• Feasibility study 
• 2004-2005 Rijnland: Water Board elections at 

• Rijnland  
• D  DDe Dommell 

• 2006 Home Office & Rijnland: 
• Expat voting Dutch parliament
 

•• 20082008 Het Waterschapshuis
Het Waterschapshuis 
• Countrywide Water Boards elections 



         

     

Risk assessment
 

Independent reviews 
•	 TNO, Delft (initial feasibility) 
•	 Cryptomathic, AarHus (DK) (crypto design) 
•	 TNO Human Factors, Soesterberg (voter screens) 

MMadidison Gurkka, EiEi ndhdhoven (crysttal box securitity evalluati tion off server andd•	 G ( l b 
network design) 

•	 Radbout University (Bart Jacobs team) (external network & server 
penetration tests)penetration tests) 

•	 Burger&overheid, ICTU, Den Haag (large scale end-user evaluation) 
•	 Extensive specialist auditing for Dutch Home Office (2006 parliament 

elections) 
•	 EIPSI, TuE, Eindhoven (Description and Analysis of the RIES Internet 

Voting System, on request by Het Waterschapshuis (HWH)) 
•	 Collis, Leiden (Review integrity RIPOCS source code, on request by HWH) 
• F IT  D H  ( ll t h i l l ti f  Mi i t f T t & Fox-IT, Den Haag (overall technical evaluation for Ministry of Transport & 

Communications) 



     

Tradeoffs
 

• RIES costs 
• Design, implementation, testing & operation (small 

complete team: SURFnet, TTPI, HWH) 
 relatively lowrelatively low 

• Audit & external consultancy: expensive part (out 
of line)of line) 

• Example: 2006 KOA project 
• Total budget > EUR 2,500 K 
• RIES costs  EUR    500 K 



- -

 

What Else?
 

• RIES & Patent open source 
• Website  www.openries.nl 

• Partly in Dutch
 

•• Full English translation < EU 25KFull English translation < EU 25K
 

• Unconventional investiggation of total pprojject 
aspects (Science Technology & Society) 
• See other high-tech project failures 

• Bruno Latour: “Aramis” 
• Polly Maclaine Pont: “Dutch Student Chipcard” 
• Laurence Monnoyer-Smith: “e-democracy”• Laurence Monnoyer Smith: e democracy 

• Local talent: Polly Maclaine Pont (pmaclaine@gmail.com) 

mailto:pmaclaine@gmail.com
http:www.openries.nl

