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Pretty Good Privacy 



public policy aspects of cryptography  





Memorandum Vulnerabilities  
on the Internet 
July 2001 





Was it Estonia or John? 
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From: Erik de Jong (GOVCERT.NL) 
Sent: vrijdag 2 september 2011 23:59 
To: Alle medewerkers GOVCERT.NL 
Subject: De middernachtscrisishaiku 
 
Het is tijd voor de traditionele [1] 
middernachtscrisishaiku. 
 
 

Trust builds up slowly 
SSL certificates 
*Poooof* trust gone like that 
 
 
 
 
[1] Elke traditie kent een begin. 
 
GOVCERT.NL 
T +31 70 888 75 55 
I www.govcert.nl 
E info@govcert.nl 
PGP Fingerprint: 5EF4 6F80 7530 1583 E140  D918 
BC24 36AC 1045 1333 

From: Aart Jochem (GOVCERT.NL) 
Sent: zaterdag 3 september 2011 23:51 
To: Alle medewerkers GOVCERT.NL 
Subject: RE: De middernachtscrisishaiku 
 
 

When trust revoked 
Computers silenced in rack 
You and me remain 
 
 
Aart 

From: Bob (GOVCERT.NL) 
Sent: Maandag 5 september 2011 23:58 
To: Alle medewerkers GOVCERT.NL 
Subject: RE: De middernachtscrisishaiku 
 
 
 

Bits, elements of trust 
Gateways to precious freedom 
Sorry, revoked 
 
Bob 
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What’s next?What’s next? 



 
• The DigiNotar crisis is over… 

 
• ….but the PKI-crisis is not 



 

Source: Arnbak van Eijk et al 2013 



A PKI is a critical infrastructure 
 

• Treat it like one 
 

• Create awareness 
 

• Monitor the RA’s and CA’s 
 

• Strengthen oversight 



Manage certificate as assets 
 

• Have an inventory 
 

• Add to asset management system 
 

• Provide for backups or cross-signing 



Support secure techniques 
 

• That’s why we are here 
 

• Adopt DNSSEC 



PA 

CA RA 

PKI 

Policy 

Revo- 
cation 

Audit 
Browser 
suppliers 

CAB 
Forum 



CA-failure response 
 

• Provide for a grace period of two 
weeks before an anounced 
revocation of a CA 
 



 

 
 
 
 

Aart Jochem 
aart.jochem () ncsc .nl 

 
 

The DigiNotar Crisis  
 

from incident response  

to crisis coordination   
 

Questions? 

Credits: 
Security Economics and Value-Chain Governance of HTTPS Communications  
Axel M. Arnbak+, Nico A.N.M. van Eijk+, Hadi Asghari* & Michel J.G. van Eeten*1 
To be presented at WEIS 2013  
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