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Elliptic curves over finite prime fields.
 

Coron’s first countermeasure: Use blinding factors to
 
protect the long term key.
 

Originally 20 bits; used in practice: typically 32-64 bits.
 

General primes: If at all practical, attacks on > 64 bit
 
blinding require large workload, see [3].
 

Our contribution: Special prime fields need much larger
 
blinding factors!
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P = base point of an elliptic curve over GF(p). 

y = ord(P) 

d = long-term key; 0 < d < y 

rj ∈ {0, . . . , 2R − 1}, rj = jth blinding factor 

R = blinding length 

vj = d + rj y blinded jth scalar 
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static Diffie Hellman 

ECIES 

signature-less authentication process for TLS 1.3 (proposal 
of H. Krawczyk) 

deterministic signatures 
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The attacker guesses vj for j = 1, . . . , N on the basis of a 
side-channel attack (e.g. a single-trace template attack) Vvj (guessed blinded scalar) 

Eb := Prob(vVj ,i  = vj ,i ) (probability of a wrong bit guess) 

The papers [2, 3] consider attacks on general elliptic
 
curves (and on RSA)
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Examples: NIST P-384, ED448, M-511, Curve41417,
 
Curve25519.
 
y = 2k ± y0 with y0 = 2t + · · · + 1 and t ≈ k/2
 
(valid for elliptic curves over GF(p) when p ≈ 2k+b with
 
cofactor 2b , b ≥ 0)
 
’gap’ g := k − t − 1
 
(if y = 2k + y0: no. of zeroes between the two most
 
significant ’1’s in the binary representation of y)
 

Observation and basic attack idea (for y = 2k + y0):
 
vj = d + rj y = rj 2k + (d + rj y0)
 
If R ≤ g − 7, for instance, a carry of (d + rj y0) from bit
 
k − 1 to k is rather unlikely.
 
=⇒ vVj ;k , . . . , vVj ;k+R−1 are initial guesses for rj ;0, .., rj ;R−1
 

Note: Our attacks work even for R ≤ g − 2
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vj = d + rj y = rj 2k + (d + rj y0)
 Vvj : Consider the pair [lvVj /2k J, Vvj ( mod 2k )].
 

It is just [rj , d + rj y0] ⊕ δj
 
δj has low Hamming weight (error vector).
 

Reduce each component mod 2w with 0 < w < k.
 



Algorithm 1: Find d( mod 2w ). 
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Try to correct the guessing errors of δj in each component 
of the pair [lvVj /2k J( mod 2w ), vVj ( mod 2w )]. 

If the correction is successful, the corrected pair is just 
[rj ( mod 2w ), d + rj y0( mod 2w )]. 

Compute a candidate d( mod 2w ) as
 
d + rj y0 − rj y0( mod 2w ).
 

The set of all candidates for d( mod 2w ) is a small subset 
of {0, . . . , 2w − 1}. Hope: The correct one shows up at 
least 2 times. 

Problem: For the next step, we need to know all bits of rj . 



Algorithm 2: Find rj ( mod 2w ), if d( mod 2w ) is 
known. 
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Try to correct the guessing errors in the first component of 
the pair [lvVj /2k J( mod 2w ), vVj ( mod 2w )]. 

If the correction is successful, we recover rj ( mod 2w ). 

Compute Vvj ( mod 2w ) ⊕ (d + rj y0( mod 2w )) = Δ. Does Δ 
have low Hamming weight? 

Keep all candidates for rj ( mod 2w ), where Δ has low
 
Hamming weight.
 



Example: R = 120. Run through all the bits of d 
from 0 to 240 
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w=24: Algorithm 1, Algorithm 2. 

w=48: Algorithm 1, Algorithm 2, (adapted to the most 
significant 24 bits). 

w=72: Algorithm 1, Algorithm 2, (adapted to the most 
significant 24 bits). 

w=96: Algorithm 1, Algorithm 2, (adapted to the most 
significant 24 bits). 

w=120: Algorithm 1, (adapted to the most significant 24 
bits). 

w=144: Algorithm 1, (adapted to the most significant 24 
bits). 

w=168: Algorithm 1, (adapted to the most significant 24 
bits). 

. . . 
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10 simulations for each N ∈ {250, 500, 1000}. We counted 
an attack to be successful if, in each of the 10 steps, 
algorithm 1 outputs the correct d( mod 2w ). 

curve R Eb N success rate 
Curve25519 
Curve25519 
Curve25519 

120 
120 
120 

0.10 
0.10 
0.10 

250 
500 

1, 000 

2/10 
7/10 
9/10 
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The Narrow Window Attack considers much smaller
 
windows than the Wide Window Attack.
 
Within these windows the information is exploited in an 
optimal way (maximum likelihood estimates). 
In our simulation experiments we used w ' = 8 (Phase 1) 
and w ' = 10 (Phase 3). 

Narrow Window Attack (Generic description) 
Phase 1 Guess iteratively (→ windows) the R lowest bits 
of the long-term key d and the blinding factors r1, . . . , rN . 
(Within Phase 1 trace j may be removed if the 
intermediate guess for rj ( mod 2w ) is assumed to be false.) 
Phase 2 Identify the correct guesses of the blinding 
factors. Remove the other guesses. 
Phase 3 Guess the remaining bits of d from the guesses Vrj1 ,Vrj2 , . . . , Vrju , which have survived Phase 2. 
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curve R Eb N success rate 
Curve25519 64 0.12 400 9/10 
Curve25519 
Curve25519 
Curve25519 
Curve25519 
Curve25519 

120 
120 
120 
120 
120 

0.10 
0.12 
0.13 
0.14 
0.15 

700 
5, 000 

15, 000 
60, 000 
400, 000 

19/20 
19/20 
23/30 
18/30 
5/10 

Curve25519 
Curve25519 
Curve25519 
Curve25519 

125 
125 
125 
125 

0.10 
0.12 
0.13 
0.14 

1000 
6, 000 

17, 000 
60, 000 

10/10 
16/20 
8/10 

14/30 

Tabelle: g = 127 
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curve R Eb N success rate 
M-511 250 0.07 500 10/10 
M-511 250 0.10 30, 000 9/10 
M-511 253 0.10 40, 000 8/10 
ED448 220 0.10 30, 000 10/10 
ED448 220 0.11 120, 000 9/10 
ED448 220 0.12 700, 000 9/10 
Curve41417 200 0.07 400 10/10 
Curve41417 200 0.10 7, 000 8/10 
NIST P-384 190 0.10 4, 000 10/10 
NIST P-384 190 0.12 70, 000 9/10 

Tabelle: g = 255 (M-511), g = 222 (ED448), g = 206 
(Curve41417), g = 194 (NIST P-384) 
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For the above parameter sets the Narrow Window Attack 
essentially costs from O(229) to O(234) operations (each 
consisting of several inexpensive basic operations). 

Countermeasure: 
The length of the blinding factors R must at least exceed 
the gap g ≈ k/2. 

Example: Curve25519: R > 127 (minimum size) 
Example: ED448: R > 222 (minimum size) 

Note: For Curve25519 D. Bernstein proposes 512-bit 
nonces (→ R > 256) in the context of signatures [1]. 
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Both the Wide Window Attack and the Narrow Window
 
Attack are very efficient.
 

To prevent both attacks elliptic curves over GF(p) for
 
special primes p require blinding factors of length
 
R > g ≈ k/2.
 

This feature at least reduces their efficiency gain over
 
general curves.
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