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#cycles(NUMS,curve?25519,etc)
#cycles(FourQ) >> 2.5

#cycles(NIST Curvep256)
#cycles(FourQ) > 4.5
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The curve

E/Fyp: —x* +y* =1+ dx*y?
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#E =392 - N, where N is a 246-bit prime

« Fastest (large char) ECC addition laws are complete on E
« E is a degree-2 Q-curve: endomorphism i
« E has CM by order of D = —40: endomorphism ¢

+ Y(P) = [Ay|P and ¢p(P) = [14]|P for all P € E[N] and m € [0,22°)

m = (a1; ar, Cl3, a4)

[m|P = [a;]P + la,]¢(P) + las|yp(P) + las (¢ (P))
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Security aspects

Pollard rho best attack on ECDLP: 222> gdditions in E[N]
Unlike typical GLV and GLS endomorphisms, no speedup in rho from ¥ and ¢
[F,,2 safe against index calculus/Weil descent

Large MOV degree and trace of Frobenius

Yes, small discriminant (D = —40), just like other standardized curves
secpl192kl, secp224kl, secp256k1 (Bitcoin's curve)
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All columns now non-zero
Could stop here, but we can do better!

Lookup table currently size 16, but we turn it into size 8: “sign-align” three bottom rows with top one
All of this is done in constant time... and...



Optimal Scalar Decompositions

m = (al' ap,ds, a4)

Prop 5 + Prop 6: for all m € [0,2%°°), decomposition yields s = {—1,1}°> and d = [1,8]°°

m = 64840569332679984426672436340494668739430332089137885001096300239355695153788

¥

S; = -1,-1,-1,-1,-1,1,-1-1-1-1, 1,1, 1, 1,1,1,1,-1, 1,1, 1, 1,-1,-1,1,-1,-1,-1,-1,-1,-1, 1,21, 1, 1,-1, 1, 1,-1,-1,-1,1,-1,-1, 1, 1,-1, 1,1, 1,-1, 1,1, 1,-1,-1,-1,-1, 1,-1,-1, 1, 1,-1, 1

di = 2,7, 642, 4,2, 845,56,454,1,47,7,438,5,67,46,6,3, 8 8 23,436, 8356, 772 5252163556 83,1 7,654 67,3, 43, 66

T[1] = P
T[2] = P + ¢(P)

T[8] =P+ ¢(P) +y(P) +y(¢p(P))




The tull routine
» On input of any P € E[N] and any m € [0,2%°%), do:

1. Compute endomorphisms P = ¢(P), Y(P), Y(¢p(P)) 68M+ 275+ 49.54
2. Decompose m » (a4, a,, as, a,)
3. Recode (a4, a,,as,a,) — d,s

4. Compute table [P, ...,P + ¢(P) + Y(P) + Y(¢p(P))| 68 M + 664
5. Execute main loop (64 complete DBL-ADD steps) 768 M + 1928 + 771A
6. Normalize and return I+ 2M

« Theorem 1. computes correctly in: 11+ 906 M + 2195 + 886.54
 Our constant time imp: 73,000cc (lvy) 76,000cc (Sanady)



Cotactor killing

« As with all composite order curves, some cryptographic scalar
multiplications must avoid subgroup attacks

« We compute P - [392]P in the naive way (8 DBLs, 2ADDs)
betforehand (and are still significantly faster than all other primitives)

« Can absorb part of the cofactor into the decomposition for free, but
we keep it simple!



Other high-speed contenders?
Four(Q)

g=2 Kummer
Binary GLS

« g=2 Kummer efficiency currently restricted to DH, i.e., can’'t do Schnorr-style
signatures, precomputation for fast ECOHE or more versatile crypto @

« And well, binary GLS uses a binary curve ®




"Four(Q, | won't do what you tell me!”

« |f you don't want to use endomorphisms, you don't have to: naive
scalar multiplication will still be faster because this field is the fastest

« | you don't want to use twisted Edwards coordinates, then don't:
Weilerstrass version still fast! Heck, do Montgomery if you want

» Four@Q) is very versatile!



Summary

» The demand for high-performance cryptography
warrants the state-of-the-art in ECC to be part of the
standardization discussion

« This work shows the performance gains that are
possible it such a curve were to be standardized
alongside the “conservative” choices
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