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Essence Compression function 

SHA-3 submission by Jason Worth Martin 
Two inputs to compression function: 

chaining value (r0, . . . , r7) 
message block (k0, . . . , k7) 

Step update equations: 

F (r6, r5, r4, r3, r2, r1, r0) ⊕ r7 ⊕ L(r0) ⊕ k7 = r0 , 

F (k6, k5, k4, k3, k2, k1, k0) ⊕ k7 ⊕ L(k0) = k0 . 
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Slid Pairs in Essence Compression Function 
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Slid Pairs with Identical Chaining Values 
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Fixed Points for one step

For one-step fixed point, c0 = c1 = . . . = c7 and m0 = m1 = . . . = m7

F (c0, c0, c0, c0, c0, c0, c0)⊕ c0 ⊕ L(c0)⊕m0 = c0 ,

F (m0,m0,m0,m0,m0,m0,m0)⊕m0 ⊕ L(m0) = m0 .

Essence-256 Essence-512

c0 0x993ae9b9 0xd5b330380561ecf7
m0 0x307a380c 0x10ad290affb19779

Fixed Points for Reduced Rounds of Essence 
Compression Function 

1-step fixed point ⇒ 32-step fixed point 

After Davies-Meyer feed-forward, resulting hash value is zero. 
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After Davies-Meyer feed-forward, resulting hash value is zero. 

Fixed Points for one step 
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Conclusion 

For Essence compression function: 
Slid pairs 
Fixed point 

For Essence hash function: 
No direct consequences 
Still secure 

Full article at SHA-3 Zoo: 
http://ehash.iaik.tugraz.at/wiki/ESSENCE 

Mouha, Thomsen, Sönmez Turan, Preneel Non-randomness in Essence compression function 

http://ehash.iaik.tugraz.at/wiki/ESSENCE

