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A Collision Attack on Bad JH 
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M̃0 M̃1Find and that collide on the lower n/2 bits;1 1
 

M̃0 M̃1
Fix 2 and 2 to create a full collision on n bits 
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= f(V )

∀V HV (0b) = f(V ) ⇒ HV ((0b)m) = fm(V )
f ∈ Perm(2n) in a �nite group of exponent
L = lcm(1, . . . , 2n)|(2n)!
�hate er f fL is the identif� function 

HIV (0bL1b) = HIV (1b) = HIV (1b0bL)

Conclusion

Collision in sponge-li�e construction essentiall� for free��
�o corputation� no reror��
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Consequences for Cubehash 

For Cubehash-r/b the perrutation f consists of r rounds 

Each round is the sare perrutation 

Colliding ressage length is onl� bL/r

 educing the nurber of rounds increases securit�� 
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