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1. Introduction 

is the most popular and best‐known Korean folk song. 

‘Ari’ means beautiful, and `Rang‘ means dear. 
ARIRANGARIRANG 

SHA‐3 Candidate ‐ Beautiful dear 

Various Security Analysis of a pfCM‐MD Hash Domain Extension 
and Applications based on the Extension 

SHA 3 Candidate Beautiful dear 
by CISTARIRANGARIRANG 

A New Dedicated 256‐Bit Hash Function: FORK‐256 
by CIST, at FSE 2006 

pp 
by CIST, at e‐printDomain ExtensionDomain Extension 

Step functionsStep functions 

Provable Security against Differential and Linear 
Cryptanalysis for the SPN Structure 
by CIST at FSE 2000Elementary functionsElementary functions 

pp 
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by CIST, at FSE 2000 



     

     

       

                   

 

         

         

               

 

2. Design Rationale 

DESIGNDESIGN 
is on six criteria. 

DESIGNDESIGN 
RATIONALERATIONALE 

Resistance against all known attacks.1 

Implementation efficiency3 

Formal security proofs of the domain extension of the ARIRANG family.2 

Implementation efficiency. 

Design logics of a block cipher. 

3 

4 

Compatibility with application of original SHA‐family.5 
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Design simplicity.6 



       

                  

       

     

           

         

 

 

 

               

 

3. Specification of ARIRANG (1) 

is an iterative hash algorithm family.is an iterative hash algorithm family.ARIRANGARIRANG 

� ARIRANG‐family includes four hash algorithms. 

• ARIRANG‐224, ARIRANG‐256, ARIRANG‐384, ARIRANG‐512. 

� Each algorithm depends on message digest size. 

Message Size Block Size Word Size Message Digest Size 

ARIRANG‐224 < 264 512 32 224 

ARIRANG‐256 < 264 512 32 256 

ARIRANG‐384 < 2128 1024 64 384 

128 
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ARIRANG‐512 < 2128 1024 64 512 
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3. Specification of ARIRANG (2) 

ARIRANG i t of thr functions :ARIRANG consists of three functions : 
Preprocessing, CounterAddition, CompressionFunction

STRUCTURESTRUCTURE 
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3. Specification of ARIRANG (3) 

shall take place before hash computation begins.PREPROCESSINGPREPROCESSING 

Padding the Message.11 

Parsing the Padded Message 

Setting the Counter Values ( Ctri ) 

22 

33 Setting the Counter Values ( Ctri ) 

Setting the Initial Hash Value ( H0 ) 

33 

44 
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1. The bit “1” is appended to the end of the message, followed by k zero bits, 

where k is the smallest non‐negative integer such that 

l + 1 + k ≡ 448 mod 512. 

2 Th 64 bi bi i f h i l i i d d  
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2. The 64‐bit binary representation of the integer l is again appended. 

3. Specification of ARIRANG (4) 

padding the Message.PREPROCESSINGPREPROCESSING ‐‐ 11 

� The l‐bit message is padded by the following padding rule 

� so that the length of the padded message is ensured to beg p g 

a multiple of 512 bits. 



       

        

           

               

                   

                   

               

3. Specification of ARIRANG (5) 

parsing the Padded Message.PREPROCESSINGPREPROCESSING ‐‐ 22 

� After a message has been padded, 

it is parsed into N 512 bit blocks M1 M2 MN it is parsed into N 512‐bit blocks M1, M2,∙ ∙ ∙ , MN. 

�Message block i is denoted by the concatenation of sixteen words, 

M0 
i || ∙ ∙ ∙ || M15 

i. Where |Mj 
i| = 32 bits 

CIST (Center for Information Security Technologies) @ Korea University 9 



       

        

                   

               

         

                                

   

                           

               

� Ctr1 = 0 / Ctr2 = 1 / Ctr3 = 2 /∙∙∙ / CtrN−1 = N − 2 / CtrN = P 

� P = 0xB7E151628AED2A6A obtained 

by taking the first 64 bits of the fractional parts of a normal number e 
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3. Specification of ARIRANG (6) 

setting the Counter Values (Ctr i )PREPROCESSINGPREPROCESSING ‐‐ 33 

� The purpose of setting the counter value Ctri is to ensure 

� Each compression function of ARIRANG used to producep p 

a message digest is mutually different. 



       

                       

                         

                     

               

3. Specification of ARIRANG (7) 

setting the Initial Hash Value (setting the Initial Hash Value ( HH00 ))PREPROCESSINGPREPROCESSING ‐‐ 44 

� These words are obtained by taking the first 32 bits of the fractional 

t f th t f th fi t i ht  i b hparts of the square roots for the first eight prime numbers each. 
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3. Specification of ARIRANG (8) 

updat the (i 1)th int rmediat hash l HCOUNTERCOUNTER updates the (i − 1)th intermediate hash value, Hi−1, 
with the Counter Value, Ctri. 

COUNTERCOUNTER 
ADDITIONADDITION 
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3. Specification of ARIRANG (9) 

consists of four 
functions. 

COMPRESSIONCOMPRESSION 

FUNCTIONFUNCTION 

1. MessageSchedule 

2. RegisterInitialize2. RegisterInitialize 

3. StepFunction 

4. Feedback 

CIST (Center for Information Security Technologies) @ Korea University 13 



       

             
   

        
   

     
       

               

3. Specification of ARIRANG (10) 

consists of the message word expansion and the 
message word ordering. 

MESSAGEMESSAGE 
SCHEDULESCHEDULE 

Message WordMessage Wordgg 
ExpansionExpansion 

message words Expanded message wordsg 
Mi 

0, Mi 
1,…, Mi 

15 

Expanded message words 
W0, W1, W2, …, W31 

EXAMPLEEXAMPLE 
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3. Specification of ARIRANG (11) 

consists of the message word expansion and 
the message word ordering. 

MESSAGEMESSAGE 

SCHEDULINGSCHEDULING 

MESSAGE WORDMESSAGE WORDMESSAGE WORDMESSAGE WORD 
EXPANSIONEXPANSION 

MESSAGE WORDMESSAGE WORD 
ORDERINGORDERING 

s 
1 round 2 round 3 round 4 round 

σ(s) σ(s+20) σ(s+40) σ(s+60) 

0 1 16 17 20 21 24 25 28 29 

2 3 0 1 3 6 12 5 7 2 

4 5 2 3 9 12 14 7 13 8 

6 7 4 5 15 2 0 9 3 14 

8 9 6 7 5 8 2 11 9 4 

10 11 18 19 22 23 26 27 30 31 

12 13 8 9 11 14 4 13 15 10 

14 15 10 11 1 4 6 15 5 0 

16 17 12 13 7 10 8 1 11 6 

18 19 14 15 13 0 10 3 1 2 
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3. Specification of ARIRANG (12) 

initializes the eight working variables, a, b, c, d, e, f, g, 
and h, with the (i − 1)st intermediate hash value, Hi−1 

RegisterRegister 

InitializeInitialize 

CIST (Center for Information Security Technologies) @ Korea University 16 
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3. Specification of ARIRANG (13) 

updates the eight working variables, 
a, b, c, d, e, f, g, and h, with the function G (256) and 
the two input message words, Wσ(2t), Wσ(2t+1). 

StepFunctionStepFunction 
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3. Specification of ARIRANG (14) 

is the same as the SubBytes transformation of AES.SS‐‐BOXBOX 

CIST (Center for Information Security Technologies) @ Korea University 18 



       

               

               

3. Specification of ARIRANG (15) 

is the same as the MDS transformation of AES.MDSMDS 
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3. Specification of ARIRANG (16) 

updates the eight working variables, 
a, b, c, d, e, f, g, and h, with Hi−1. 

FeedbackFeedback 
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4. Security Analysis (1) 

ARIRANG has strong resistanceARIRANG has strong resistance toto existing attacks.existing attacks.SECURITYSECURITY 

Attack Security Attack Security 

Collision attack 2n/2 First preimage attack 2n p g 

Near collision attack 2n/2 Second preimage attack 2n 

Pseudo collision attack 2n/2 Indifferentiability 2n /N(3N‐1) 

• Resistance to 

Pseudo collision attack 2 Indifferentiability 2 /N(3N 1) 

Local collision attack Fixed‐Point‐Finding Attack Length‐Extension Attack 

Multicollision Attack Slide Attack Trapdoor‐based Attack 

CIST (Center for Information Security Technologies) @ Korea University 21 



     

                      

                   

       

           

               

     

4. Security Analysis (2) 

ARIRANG supports HMAC, PRF, and Randomized HashingARIRANG supports HMAC, PRF, and Randomized Hashing..SECURITYSECURITY 

� Formal security proofs of the domain extension of the ARIRANG family 

� Formal security proofs of 

• HMAC‐ARIRANGHMAC ARIRANG 

• two PRF constructions based on ARIRANG 

• randomized Hashing with ARIRANG 

CIST (Center for Information Security Technologies) @ Korea University 22 

randomized Hashing with ARIRANG 



   

   

         

 

               

          

          

               

5. Implementation (1) 

of software implementationsENVIRONMENTENVIRONMENT 

• Intel Core 2 Duo Processor 2.53GHz 

• 2GB RAM2GB RAM 

• ANSI C compiler in the Microsoft Visual Studio 2005 

Windows Vista Ultimate 32 bit32 bit processor 

Windows Vista Ultimate 64 bit64 bit processor 
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5. Implementation (2) 

Software implementation results of 
ARIRANG‐256/512 and SHA‐256/512 (Cycle/Byte)

EFFICIENCYEFFICIENCY 

(Cycle/Byte) 
Message Length (Byte) 

8 32 64 256 1024 1M 10M10M 

32‐bit32 bit 
Oriented 

ARIRANG‐256 182.8 46.3 42.6 26.4 21.6 20 20.1 

SHA‐256 220.9 55.8 53.4 32.6 27.1 25.4 25.4 

64‐bit 
Oriented 

ARIRANG‐512 210.5 52.4 25.9 17.7 12.9 11.2 11.3 

SHA‐512 241.1 58.8 29.6 21.7 16.1 14.2 14.3 
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5. Implementation (3) 

Software implementation results of 
ARIRANG‐256/512 and SHA‐256/512 (Cycle/Byte)

EFFICIENCYEFFICIENCY 

The speed of ARIRANG‐256/512 is about 25% faster than SHA‐256/512. 
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