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Short history of EDON-R

« Theoretical principles of EDON-R were described at
the Second NIST Hash Workshop — 2006 in the
presentation: Edon-R Family of Cryptographic

Hash Functions
— No concrete realization
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Short history of EDON-R

« Theoretical principles of EDON-R were described at
the Second NIST Hash Workshop — 2006 in the
presentation: Edon-R Family of Cryptographic

Hash Functions
— No concrete realization

 First implementation of Edon-R(256, 384, 512)
published at http://eprint.iacr.org/2007/154

— Big acknowledgement for Sgren Steffen Thomsen, giving me comments
about zero being a fixed point in that realization
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Short history of EDON-R

 Additionally, the following contributors joined the
EDON-R (SHA-3) team:

— Rune Steinsmo @degard — Investigating the mathematical
properties of defined quasigroups

— Marija Mihova — Investigating the differential properties in
EDON-R operations

— Svein Johan Knapskog (general comments and
suggestions for improvements, proofreading)

— Ljupco Kocarev (general comments and suggestions for
improvements, proofreading)

— Ales Drapal (Theory of quasigroups and suggestions for
improvements)

— Vlastimil Klima (cryptanalysis and suggestions for
improvements)
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Specific design characteristics for EDON-R

Algorithm: EDON-R (1) (2) (N)
Input: Message M of length I bits, and the message digest size 1. M N/I ce M
Output: A message digest Hash, that is long n bits. / \ / \ /
(1) (1) (2) (2) (N) (N)
1. Preprocessing R ]},’.I{ll] N] R M, M, R M; " M,
(a) Pad the message M. 1
(1) (1) (1) (2) (1) (1) (1) (1)
(b) Parse the padded message into N, m-bit message Ml /X[J 1 M‘l X{l X‘l X{] X]
blocks, M), M@, .., MIN), l
() Set the initial value of the double pipe P(*). / P{[}{) : X[[]yJ X;zl Xf]z ) X%z : Xl[]zl X;z ]
(0)
2. Hash computation p \ '{1'/ 4 . o N " o) "
(0) 14 (30, [ (1) (2) 2) \ (2 2)
Fori=1to N P] /X[] X] X“ X K Xl] X]
pli) = R(PU-1), M)y / I -
( ) MO | (BD pO) M2 [(p2 p@ M | pV) |gm
) ) ) ) ) )
3. Hash :Take_n_Least_Significant_Bits(P(NJ). ( 9 ¢ 0 : ! Q_
n-bit Hash
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Specific design characteristics for EDON-R

Algorithm: EDON-R MO M2
Input: Message M of length I bits, and the message digest size 1. ' ) . ”l i
Output: A message digest Hash, that is long n bits. / \ / \ \
(1) (1) (2) ap(2) N) (N)
1. Preprocessing R ]},’.I{] ,M] R My~ M, R M M;
a) Pad the message M. 1 l ______ ______

(1)

) Tore e padid mesage o B, nbit mesage Concatenation of at least 65 bits 1
(Merkle-Damgard strenghtening) @

() Set the initial value of the double pipe P(*).

Prﬂ}/
2. Hash computation
{1| I""rJ I"s] (2) (2) \ (N-1) (2) (2)
Fori=1toN P1 Xo© X P& Xo© X%
PO = R(PU=1), M) -
( ) M m (1) M2 [(p2 p@ M | pV) é;D
| | | ] ] ]
3. Hash :Take_n_Least_Significant_Bits(P(NJ). ( 9 ¢ AN R & ( ] \

n-bit Hash
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Specific design characteristics for EDON-R

Algorithm: EDON-R i T
Input: Message M of length I bits, and the message digest size 1. N/I
Output: A message digest Hash, that is long n bits. / \ / \ \
(1) (1) (2) (2) (N) (N)
1. Preprocessing R ]},’.I{ll] N] R M, M, R M; " M,
(a) Pad the message M. 1
(1) (1) (1) (2) (1) (1) (1) (1)
(b) Parse the padded message into N, m-bit message Ml /X[J 1 M‘l X{l X‘l X{] X]
blocks, MV, M@, ..., MV, l
() Set the initial value of the double pipe P(*). P{[}{) : X[[ﬁ) X;zl Xf]z ) X%z : Xl[]zl X;z :
. p(ﬂ}/
2. Hash computation \ '{1'/ 4 . o N " o) "
(0) 14 (30, [ (1) (2) 2) \ (2 2)
Fori=1to N P] /X[] X] X“ X K Xl] X]
PO = R(PU=1), M) / - -
( ) MO | (BD pO) M2 [(p2 p@ M | pV) |gm
) ) ) ) ) )
3. Hash :Take_n_Least_Significant_Bits(P(NJ). ( 9 ¢ 0 : ! Q_
n-bit Hash
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Specific design characteristics for EDON-R

Algorithm: EDON-R

Input: Message M of length I bits, and the message digest size 1.

Output: A message digest Hash, that is long n bits.

1. Preprocessing

(a) Pad the message M.

(b) Parse the padded message into N, m-bit message
blocks, M), M@, .., MIN),

¢) Set the initial value of the double pipe P,
2. Hash computation
Fori=1toN
pli) = R(p(ffl')/M(iJ);

3. Hash =Take_n_Least_Significant_Bits( Py,

www.nthu.no

MH}

M (N)

/\

R M[{]M M%:\]

(1) (1) (1)
Ml /x[%l

(0) (2) l (2)
PU x[] Xl

M2
/
el
(2) )
My~ M,
Mg?."s X{I.'ll ) X[l'l )
(2) (2)
xﬂ X'l
(2) (2) (2)
M, [Pi' Pn%

(N) (1 (N)
MU P] Q}

(1) (1)
x{] X]

(2) (2)
Xu X1

(2) (2)
Xn X]

(N) |/J

n-bit Hash
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Specific design characteristics for EDON-R

Algorithm: EDON-R

Input: Message M of length I bits, and the message digest size 1.

Output: A message digest Hash, that is long n bits.

1. Preprocessing

(a) Pad the message M.

(b) Parse the padded message into N, m-bit message
blocks, M), M@, .., MIN),

() Set the initial value of the double pipe P(*).

2. Hash computation

ori=1to N
pli) = R(p(ffl')/M(iJ);

3. Hash =Take_n_Least_Significant_Bits( Py,

www.nthu.no
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e
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Specific design characteristics for EDON-R

Algorithm: EDON-R

Input: Message M of length I bits, and the message digest size 1.

Output: A message digest Hash, that is long n bits.

1. Preprocessing

(a) Pad the message M.

(b) Parse the padded message into N, m-bit message
blocks, M), M@, .., MIN),

() Set the initial value of the double pipe P(*).

2. Hash computation

Fori=1toN
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Specific design characteristics for EDON-R

Algorithm: EDON-R (1) (2) (N)
Input: Message M of length I bits, and the message digest size 1. M N/I ce M
Output: A message digest Hash, that is long n bits. / \ / \ / \
1) 1) (2) 2) N (N)
1. Preprocessing M(ll] ' M; J M(l} } M% : M[{J } M; '
i <,
(a) Pad the message M. 1
(1) (1) (1) (2) (1) (1) (1) (1)
(b) Parse the padded message into N, m-bit message Ml /X[J 1 M‘l X{l X‘l X{] X]
blocks, M), M@, .., MIN), l
() Set the initial value of the double pipe P(*). P{[}{) : X[[ﬁ) X;zl Xf]z ) X%z : Xl[]zl X;z :
p(ﬂ}/
2. Hash computation \
(0) 1, 4(3) (3) (1) (2) (2) \ pl! (2) (2)
Fori=1to N P] /X[] X] X“ X K Xl] X]
pli) = R(PU-1), M)y / I -
( ) MO | (BD pO) M2 [(p2 p@ M | pV) |gm
) ) ) ) ) )
3. Hash :Take_n_Least_Significant_Bits(P(NJ). ( 9 ¢ 0 : ! Q_
n-bit Hash

Function R(Cy,Ci,Ap, A1) is defined by
guasigroup operations
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Specific design characteristics for EDON-R

Quasigroup operations are defined on 256-bit or 512-bit operands.

X xY
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Specific design characteristics for EDON-R

Quasigroup operations are defined on 256-bit or 512-bit operands.

32-bit or 64-bit
variables
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Specific design characteristics for EDON-R

Quasigroup operations are defined on 256-bit or 512-bit operands.

32-bit or 64-bit
variables

1. Additions modulo 232 or modulo 264
Operations: |2. Left rotations of 32-bit or 64-bit words
3. Bitwise XOR operations of 32-bit or 64-bit words
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Specific design characteristics for EDON-R

Quasigroup operation of order 22°°
Input: X = (Xo, Xy,..., X7)and Y = (Yo, Y1,..., Y7) Y
where X; and Y; are 32-bit variables. X x Y — 7_[1 (7-[2 (X) _|_8 71—3( ))
Output: Z = (Zy, 71, ...,7Z7) where Z; are 32-bit variables.
Temporary 32-bit variables: Ty, ..., Tjs.
To « ROTLY(0xAAAAAAAA + X + X + X + Xy + Xy
T, « ROTL"( Xo + X3 + X 4+ Xy 4+ Xy)
T, ROTLE( Xy + Xy + X4 + Xe + Xp);
1 T, ROTLH( X + X5 4+ X5 4+ Xg + Xy);
Ty — ROTLY( X7 + X + X3 + X5 + Xg)
Ts ROTLzz( Xo + X + X3 + Xy + Xs5);
Te ROTL¥*( Xy + X1 + X5 + X¢ + X7);
T« ROTLZQ( X + X3 + Xy + X5 +  Xg);
s — Tz & Tz & T
To — T, @ Ts5 @ Tg
T «— T & Ta @& Ts
2 Tun = T © T @& Ty
T, «— Ty & Ty @& Ty
Tz, « T & To & Tz
Ty — Th & T, @& Ty
Tis « Th & T & T
To «— ROTL"(0x55555655 + Yo + Y1 + Yo + Y5 + Yo
T, ROTL( Yo 4+ Y1 + Ys + Ya + Yo
T, ROTLQ( Yo + 7 + Yo + Yy + Ys);
3 T3 ROTL]E( Y. + Y5 4+ Yy + Ys + Yy);
Ty ROTL]D( Yo + 1 + Y2 + Yy +  Ys);
Ts ROTL®( > + Yo + Y5 + Yo + Yq);
Te ROTLB®( Y1 + Yo + Ys + Yo + Yq);
Ty «— ROTLT( Yy + Y5 + Y, + Yo + Y7);
Zs — Ty + (Iz @& Ty @& Tg);
Ze — Tov + (I & Ts & Ty);
Z; = Tw + (T & To & T7);
4 Zo «— Ty + (TU & T & T5),‘
Zy — Tp + (b & Ty & T7);
Zy — Tinz + (To @ Tv @& T3);
VAR Tl-l + (TU e T3 & T—l); NTNU
Zy — T + (I & T & Ts);
Innovation and Creativity
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Specific design characteristics for EDON-R

Quasigroup operation of order 22°°

Input: X = (Xo, Xy,..., X7)and Y = (Yo, Y1,..., Y7)

where X; and Y; are 32-bit variables.

Output: Z = (Zy, 71, ...,7Z7) where Z; are 32-bit variables.
Temporary 32-bit variables: Ty, ..., Tjs.

To « ROTL"(0xAAAAAAAA + X + Xi + X o+
T, — ROTLH Xo + X3 + X3 +
T, ROTL® ( X + X5 + Xy +
1. B o« ROTLB( X, + Xz + X5 +
Ty e ROTLY( X; + X + X3 +
Ts ROTLzz( Xo + Xo + X3 +
T, « ROTL®*( Xy + X3 + X5 +
T, ROTLZQ( X + X3 + Xy +
s — Tn & Tz & Tg
To — T, @& Ts @ T
To « To @& Tz @ T5
o In = T © h @ Ty
T, — Ty @& 1y ; 17
Tz, « T & To & Tz
Ty «— T @& Tz @ Ty
s « Th & T @& Tz
To +« ROTLY(0x55556655 + M + Y5 4+
T — + YT 4+ Y +
T, + 7 + Y +
3 T3 + Y5 + Yy +
Ty + Y7 + Yy +
Ts + Yy + Ys 4+
Te + Y2 o+ Y5 o+
7 + Y5 o+ Yy o+

Ve + (I & Ty © Tg);

Ve + (I, & Ts5 & T7);

/7 Tw + (b, & To & T7);

4. In + (To & T & Ts);
T = T + (I, & Ty & Tr);
Vol — Tz + (To @ T @© Ti);

£ — Tl-l -+ (TU Ts & T—l);

V) — Tis + (hh & T & Ts);

Y5
Yy
Y3

Yy
Y6

Ye

T s

www.nthu.no

(72(X) +5 713(Y))

Simple re-indexing
(no computational
costs)
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Specific design characteristics for EDON-R

Quasigroup operation of order 22°°
Input: X = (Xo, Xy,..., X7)and Y = (Yo, Y1,..., Y7)
where X; and Y; are 32-bit variables.
Output: Z = (Zy, 71, ...,7Z7) where Z; are 32-bit variables.
Temporary 32-bit variables: Ty, ..., Tis.
Ty «— ﬁL“(OxﬂAAAAAﬂA 4+ X + X1 + X + X3 + m
T, « ROTL"( Xo + X3 + X5 4+ Xy 4+ Xy);
T, ROTLE( Xo + X1 + X4 + X¢ + Xp);
1 T, ROTLH( X + X35 4+ X5 4+ Xg + Xy);
T, « ROTLY( X3 + X + X3 + X5 + Xg);
Ts ROTLzz( X + X2 + X5 + Xy + Xs5);
Te ROTL®( X + X1 + X5 + Xo¢ + X7);
T, ROTL®( X, + X3 + Xy + X5 + Xo)
0 7 1 3 2 4 6 5
s H Tz & Ts & Te
Ty — T & Ts ; Té;
T 4 1 7 6 3 0 5 2
Thm o To @ T & Ty
2 m dn e n s w 7 0425316
T3 %\rl:;ﬁ Te & Tz /
Ty «~\Th & Tz & Ty
Tis & | & Ty Ly = L4056 273 — Llfl
To +« ROTL"(0x55555555 + Y% 4+ M o+ Y2+ Y5+ Yg); 23 6 7150 4 L1,2
T, ROTLS( Yo + Y1 + Y5 + Ya + Yo
I, « ROTL( Yo + Y41 + Y» + Ya + Ys) 5 2 3 1 7 6 4 0
3 T3 ROTL“( Y. + Y5 4+ Yy + Ys + Yy);
Ty ROTI,]5( Yo + Y1 + Y3 + Yy +  Ys); 3 6 5 0 4 7 2 1
Ts ROTL*( Y. + Yo + Y5 + Yo + Yq);
Te ROTLB®( Y1 + Yo + Ys + Yo + Yq);
T, ROTL¥( Yy, + Y5 + Yy + Yo + Yy | 6 52 4 0 1 3 7 i
Zs — Ty + (Iz @& Ty @& Tg);
Ze — To9 + (T & Ts & T7);
Z; — Ty + (4, & Ts & T7);
4 Zo «— Ty + (T[] & T & T5),‘
Zy — T + (I, & T & T7);
Zy — Tinz + (To @ Tv @& T3);
Zz — Ty + (T & T3 & Ty); N II J U
Zy — T + (I & T & Ts);
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Specific design characteristics for EDON-R

Quasigroup operation of order 22°°
Input: X = (Xo, Xy,..., X7)and Y = (Yo, Y1,..., Y7) X Y
where X; and Y; are 32-bit variables. ( ) | 8 7T 3 ( ) )
Output: Z = (Zy, 71, ...,7Z7) where Z; are 32-bit variables.
Temporary 32-bit variables: Ty, ..., Tis.
To ﬁL”(OxﬂAAAAAﬂA 4 + X3 4+ X + X o+ Q\
T, — ROTLY( + X + X3 + X3 + X
T, « ROTLY( + X7 + Xy + X + X7)
1 T3 — ROTL]j( =+ X3 =+ X5 == XG =F Xy)
Ty ROTLY( + X 4+ X3 + X5 + Xe)
Ts ROTL%( + X + X3 o+ Xy o+ X5)
T, — ROTL*( + X3 4+ X5 + X5 + }Z))‘
T7 — ROTLZQ( + X'; + X4 + Xq + X 7 n
‘ ‘ /(T 7 1 3 2 4 6 B\
s < Iz & Ts & Tg
Ty — T» Ts I Te;
oAk e ol 417 6 3005 2
Thm o To @ T & Ty
2 T, —H Ty & Ty f T7; 7 O 4 2 5 3 ]. 6
Tya %\i:k & Tse @ Ty /
Ty «~\Th & Tz & Ty
Tis & | & Ty Ly = 14056 273 — Llfl
To +« ROTLY(0x55556655 + Y% 4+ M o+ Y2+ Y5+ Yg); \Z 3 6 7 1 5 0 fV L1,2
T, ROTLS( Yo + Y1 + Ys + Yi + Yol
I, « ROTL( Yo + Y41 + Y» + Ya + Ys) 5 2 3 1 7 6 4 0
3 T3 ROTL“( Yz + Yj, -+ Y4 + Yy + Y7),'
Ty ROTL“( Yo + Y1 + Y3 + Yy +  Ys); 3 6 5 0 4 7 2 1
Ts ROTL*( Y. + Yo + Y5 + Yo + Yq);
Te ROTLB®( Y1 + Yo + Ys + Yo + Yq);
T, ROTLY( Yy 4+ Y5 + Yy + Yo + Yo i 6 52 4 0 1 3 7 i
Zs — Ty + (Iz @& Ty @& Tg);
Ze — To9 + (T & Ts & T7);
Z; — Ty + (4, & Ts & T7);
4, Zo = TIn + (To © T & Ts5);
L = T + (T & Ts & T7);
Zy — Tinz + (To @ Tv @& T3);
Zz — Ty + (T & T3 & Ty); N
Zy — T + (I & T & Ts); II 1 U
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Specific design characteristics for EDON-R

Quasigroup operation of order 22°°
Input: X = (Xo, Xy,..., X7)and Y = (Yo, Y1,..., Y7) X Y
where X; and Y; are 32-bit variables. ( ) | 8 71—3( ))
Output: Z = (Zy, 71, ...,7Z7) where Z; are 32-bit variables.
Temporary 32-bit variables: Ty, ..., Tis.
To ﬁL”(OxﬂAAAAAﬂA +
T, — ROTLA(
T, «— ROTLS(
1. b < ROTL3(
Ty ROTLY(
Ts ROTL%(
Toe — ROTL?(
T, ROTL?( .
7 1 3 2 4 6 B\
s < Iz & Ts & Tg
Ty — T» Ts I Te;
Tw 1 T» & Tz & Ts 1 7 6 3 0 5 2
In  Tn @ T & Ty
2 T]z — T[) T4 I T7; O 4 2 5 3 ]. 6
T1s %\rl:;ﬁi Te & Tz
Ty <\ & Tz & Ty
moo\E @b T 405627 3| _[Ly
To +« ROTLY(0x55556655 + Y% 4+ M o+ Y2+ Y5+ Yg); 3 6 7 1 5 0 fV L1,2
T, ROTLS( Yo + Y1 + Ys + Yi + Yol
T, — ROTL( Yo + Vi + Y2 + Y3 + Ys) 2 3 1 7 6 4 0
3 T3 ROTL“( Yz + Yj, -+ Y4 + Yy + Y7),'
Ty ROTL];( Yo + Y1 + Y3 + Yy +  Ys); 0 4 7 2 1
Ts ROTL®( Y + Y3 + Ys + Yo + Yo); 6 5
Te ROTLB®( Y1 + Yo + Ys + Yo + Yq);
T, ROTLY( Yy 4+ Y5 + Yy + Yo + Yo i 5 2 4 0 1 3 7_
Zs — Ty + (Iz @& Ty @& Tg);
Ze — To9 + (T & Ts & T7);
Z; — Ty + (4, & Ts & T7);
4 Zo — TITpn + (To & Tv & Ts5);
L = T + (T & Ts & T7);
Zy — Tinz + (To @ Tv @& T3);
73 — Tl-l -+ (TU [S] Ts & T—l); N
Zy — T + (I & T & Ts); II 1 U
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Specific design characteristics for EDON-R

Quasigroup operation of order 22°°

Input: X = (

XD: X]J ..

where X; and Y; are 32-bit variables.
Output: Z = (Zy, 71, ...,7Z7) where Z; are 32-bit variables.

Temporary 32-bit variables: Tj, ..

.y T15.

LX) and Y = (Yo, Vs, |

T Y5)

!
rrrrrrra

ﬁﬂ) (OxAAAAAAAA

+
ROTLA(
ROTLY(
ROTLM

++ 4+ + A+

|S8) N
LA A N

N
rrrrr1ruoat

ROTL"(0x55555555

Tg + (T, &
v + (I &
Tw + (L =
Tn + (To @
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s + (hh @

+ Y
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ROTLY
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Specific design characteristics for EDON-R

Quasigroup operation of order 22°°
Input: X = (Xo, Xy,..., X7)and Y = (Yo, Y1,..., Y7) X Y L X Y
where X; and Y; are 32-bit variables. x — 7_[1 (7_(2( ) _|_8 71—3( ))
Output: Z = (Zy, 74, ..., Z7) where Z; are 32-bit variables.
P
Temporary 32-bit variables: Ty, ..., Tis.
To « ROTLY(0xAAAAAAAA + X + X + X + Xy + Xy
T, « ROTL"( Xo + X3 + X 4+ Xy 4+ Xy)
T, ROTLE( Xy + Xy + X4 + Xe + Xp);
1 T, ROTLH( X + X5 4+ X5 4+ Xg + Xy);
T, « ROTLY( X7 + X + X3 + X5 + Xg)
Ts ROTLzz( Xo + X2 + X5 + Xy 4+ X5);
Te ROTL¥*( Xy + X1 + X5 + X¢ + X7);
T, ROTL®( X, + X3 + Xy + X5 + Xo); -
Ts «— T3 & Ts & Tg 231657
To — T, @& Ts @ T
To « To @& Tz @ T5 6 3 2 5 4 1 0
2 mInen s 531602 7 4
12 = o @ Iy 4 7;
Tis «— T & Ty & T;J
Ty «— T» @& T3 @& Ty
Tis «— To & Ty & Ty 1 O 5 4 3 7 2 6 L2’1
Ty  — ((ROTL"(0x55555555 + + Y + Y2+ Ys o+ 2 1 0 7 4 5 6 3 L>»
T] — ROTL + Y] + Y} + Y4 + 4
T, « ROTL?( + Y1 + Y5 + Y3 +
3. b < ROTL! + Y5 + Yy + Y + 35706142
Ty ROTL! + M + Y5 + Y3 +
Ts ROTL? + Yy + Y5 + Y5 + 4 7 6 1 2 0 3 5
Te ROTL? + Y% + ¥B5 + Y5 +
T oo ROTLY + 5 o+ Yy o+ Y + 6 2 4 5 7 3 0 1
Z5 — Tg + 57} T_] (45]
Zs — To + & Tz &
Zy; — Ty + & Te &
4 Zo «— Ty + & T &
7y — T + ® Tz &
Zo o« Tz + & Th &
z - bt [ @NTNU
Zy — T3 + & T, &
Innovation and Creativity
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Specific design characteristics for EDON-R

Quasigroup operation of order 22°°
Input: X = (Xo, Xy,..., X7)and Y = (Yo, Y1,..., Y7) Y
where X; and Y; are 32-bit variables. X x Y — 7_[1 ( 7_[2 (X) 71—3 ( ) )
Output: Z = (Zy, 71, ...,7Z7) where Z; are 32-bit variables.
Temporary 32-bit variables: Ty, ..., Tjs.
To « ROTLY(0xAAAAAAAA + X + X + X + Xy + Xy
T’l — ROTL"( Xo + Xl =+ X3 + X4 + X;');
Tz — ROTLH( X() + Xl + X4 + XG + X7);
1 T3 — ROTLH( Xz =+ X‘; =+ X; + X(, + Xy);
Ty — ROTLY( X7 + X + X3 + X5 + Xg)
Ts ROTLzz( Xo + X2 + X5 + Xy +  X5);
Toe — ROTL®*( Xy + X3 + X5 + Xo + X7);
T7 — ROTLZQ( Xz + X3 + X4 -+ X; -+ X(,);
Ty — T3 & Ts & Te
Ty — T @& Ts f Ts;
T «— T & Ta @& Ts
2 Tun = T © T @& Ty
T, «— Ty & Ty @& Ty
Tz « T @& Tg @ Tz
Ty — Th & T, @& Ty
s « To © T & Tz
To «— ROTL"(0x55555655 + Yo + Y1 + Yo + Y5 + Yo
T, ROTL( Yo 4+ Y1 + Ys + Ya + Yo
T, ROTLQ( Yo + 7 + Yo + Yy + Ys);
3 T3 ROTL]E( Y. + Y5 4+ Yy + Ys + Yy);
Ty ROTL]D( Yo + 1 + Y2 + Yy +  Ys);
Ts ROTL®( > + Yo + Y5 + Yo + Yq);
Te ROTLB®( Y1 + Yo + Ys + Yo + Yq);
Ty «— ROTLT( Yy + Y5 + Y, + Yo + Y7);
oo
Zs — Ty [ +| (Tza @& Ty @& Te);
Ze — To|+| (T & T3 & T7);
Z; = Ty |+|(h & T, & T7);
4 Zo — Th| +| (Th & T & Ts5);
Zy = Tp|+| (I & T, & T7);
Zn = T |+ (Th © Tv @& T3);
VAR Tl-l aF (TU e T3 & T—l); NTNU
Zy — Tz | +|(h & T & Ts5);
— Innovation and Creativity
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Specific design characteristics for EDON-R

Quasigroup operation of order 22°°
Input: X = (Xo, Xy,..., X7)and Y = (Yo, Y1,..., Y7) X Y X Y
where X; and Y; are 32-bit variables. x — 7_[1 ( 7_[2 ( ) | 8 71—3 ( ) )
Output: Z = (Zy, 71, ...,7Z7) where Z; are 32-bit variables.
Temporary 32-bit variables: Ty, ..., Tis.
To « ROTLY(0xAAAAAAAA — X0 + X3 + X2 + Xy + X7);
T, ROT] L4( Xo + X3 + X 4+ Xy 4+ Xy)
T, RO LS( Xo + X1 + Xy 4+ X6 + X7);
1 T,  « ROTIL13 X + X5 4+ X5 4+ Xg + X?)F
T — ROTEY( X7 + X2 + X3 + Xs + Xe)
Ts ROT|LZ Xo + X2 + X5 + Xy 4+ X5);
Te ROTE*| X0 + X1 + X5 + X¢ + X7);
T7 — ROTLZQ Xz + X3 + X4 -+ X; -+ X(,);
s — Tn & Tz & Tg
To — T, @& Ts @ T H 1
DD O O Rotations differ from each
> Tw = T © T D Ty
e — T e L & Ty other for at least 2
?3 — ? @ ? = ?;
u — T & Tz 4 ¥ T H
D positions.
To «— ROTL"(0x55555655 +— Y0 + YT+ Y2+ Y5 + Y7
T, «— ROTLS(| Yo + Y1 + Ya + Yo + Ye)
T, RO Yo + Vi + Y2 + Y + Ys5);
3 & < ROTIE™M Y2 + Y2 + Y4 + Yo + Y7);
Ty ROTILYS Yo + Y1 + Y3 + Yy +  Ys);
Ts ROTE®| Y» + Y4 + Y5 + Yo + Yo);
Te +— ROTEZ Y1 + Y2 + Y5 + Yo + Yq);
P ROTE(| Yo + Ya + Yo + Yo + Y9);
75— Ty + (I & T, & Tg);
Ze — Ty + (L & T & Ty
Z; — Ty + Iy & T & T7);
4. Zo = In + (L & T & T5);
Zy = Tp + (I & Ty & Tr7);
Zy — Tin + (Th & T & Ta); -
SR ES R RRE NTNU
Zy = Tis + (I & T, & Ts); 3 o
Inngvation and Creativity
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Specific design characteristics for EDON-R

07132 46 5 04231657
417 63052 7 6 3 25 410
7 0 425316 5316 02 7 4
L1_14056273_[L11] L2_10543726_[L21]
23 6 7 150 4 Ly 21 07 45 6 3 Ls»
52317 6 40 35706 1 4 2
3 6 50 4 7 21 4 7 6 1 2 0 3 5
6 52 401 3 7| 6 2 457 30 1
Two orthogonal Latin Squares of order 8
@ NTNU
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ics for EDON

Four nonsingular in (Z,, +, X) matrices.

1S

haracteri

ic design ¢

if

Spec

~ R
O-H-O-OOO

-_OoO-Oom-wOo oo
OO ™o OO ™
-_HOoO=-OoO OO ™o
OO OO ™o
O=-O O ™o O ™
COO=-O ™ O ™

COO=-O O
N— _—

I
<H

<

— N

— OO O

OO O —
O O O
OO " — O —
O OO
— O~ OO
A O O — O
O O O

N -~

L
<

COCCO ™™o ™

-OoO OO -OOoO
-0 OO0 oo
COO ™™o O
OO OO
O=m=-OoO OO =-OoO
COO™O ™ O ™

cCoo-H-HOoOO ™
( \

!
<

— N

O O O

OO v O v —
OO —
OO — O
OO O
— OO O
— O OO
— OO — — O

N -~

—

<

Innovation and Creativity

®@NTNU

<
2
S
w
i~
2
e
o
S
w
<
5
S
2
<
3
S
>
2
S
o
@
(%)
c
()
S
&
c
o
o
Q
whd
©
1o
T
c
©
o
°
<
I
2}
whd
(4
i=
L
()
<
[
€
2
A=)
[}
[01]
c
Q
>
>
[}
-l
o
(=
[=]
N
Q2
(]
TS
0
o
Y
N

www.nthu.no



R

Specific design characteristics for EDON
Four nonsingular in (Z,, +, X) matrices.

~ R
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-_OoO-Oom-wOo oo
OO ™o OO ™
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Specific design characteristics for EDON-R

Criteria Reasons
8 w-bit variables belonging to X are to be mixed with 8

1. L1 and L, are orthogonal Latin . . . . .
w-bit variables belonging to Y in such a way that all pairs
squares.
i are combined by some operation (addition, or XORing).

The situation where X *g Y = Z and some difference either

2. Diff;, and Diff;, do not have

zeroes.

in X or in Y will not affect some of the eight words of Z are

___ to be avojded _ .
This 1s an analogy to the "confusion™ principle in

cryptology. Choosing Diff ., with the biggest possible
3. Elements of the matrix Diff,, YP gy 2 e . ggssle .
. . . variance improves the resistance against cryptanalysis
have the biggest possible variance. . .
because there is no regular pattern how the computations

are performed.
1S 1s an analogy to the "diffusion” principle in

4. Elements of the matrix Diff cryptology. Choosing Diff,;, with the smallest possible
have the smallest possible variance increases the diffusion of the bit differences in the
variance. greatest possible way, with the smallest possible variances

in the pattern of the computations that are performed.

Table 3.9: Criteria for choosing the Latin squares
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Specific design characteristics for EDON-R

Criteria

Reasons

1. Ly and L; are orthogonal Latin

8 w-bit variables belonging to X are to be mixed with 8

w-bit variables belonging to Y in such a way that all pairs

4. Elements of the matrix Diff ,
have the smallest possible

variance.

PAHATES. are combined by some operation (addition, or XORing).

— - ] The situation where X %, Y = Z and some difference either

2 [@F—+3—2—4—65] vy @ 4 23 1 65 7] !

L 417 6 3052 7—6—3—2—5-(3 1 0 B
7@42’:316 1S 1s an 5@160274

il = 1 4 056273 _L“_Glagy<L2_ +—60G)4 3 7 2 6 _[Lm]

236 7 1 504 T Tace T >—4+—6—7456) 3 Lo
ha 52317 6 4@ e +—5—76—6—1+—4()
3 6 5 Q)4+—7—2—1 +——61) 2 0 3 5

— L6 5 2 4@+—37 v 2>+—5®3 0 1 =

cryptology. Choosing Diff,;, with the smallest possible
variance increases the diffusion of the bit differences in the

greatest possible way, with the smallest possible variances

in the pattern of the computations that are performed.

Table 3.9: Criteria for choosing the Latin squares
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Specific design characteristics for EDON-R

Criteria Reasons
8 w-bit variables belonging to X are to be mixed with 8

1. L1 and L, are orthogonal Latin . . . . .
w-bit variables belonging to Y in such a way that all pairs
squares.
i are combined by some operation (addition, or XORing).

The situation where X *g Y = Z and some difference either

2. Diff;, and Diff;, do not have

zeroes.

in X or in Y will not affect some of the eight words of Z are

ta be avoided

T i

'’ principle Iin

Diff T Diff T3 e biggest possible
3. Elements of ;
. /2 322121 2\ /1 2222222\ instcryptanalysis
ave the bigges 12132222 21222222 ythecomputations
21223122 22122222
21222222 22212222 Tpmncplen
12222213 22221222 |
4 Elementsof | 32212221 22222122 | :smallestpossible
havethesn (22212231 22222212 itdifferences in the
w \22221222/) | \22222221/ ¢ possible variances

| in the pattern of the computations that are performed.

Table 3.9: Criteria for choosing the Latin squares
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Diff sigh characteristics for EDON-R

23221212

12132222 Reasons

21223122 . 8 w-bit variables belonging to X are to be mixed with 8

21222222 | lLatin : : : : :

12222213 w-bit variables belonging to Y in such a way that all pairs

32212221 are combined by some operation (addition, or XORing).

22212231 | 41, The situation where X', Y = Z and some difference either
\2 2221222 " | in X or in Y will not affect some of the eight words of Z are

___ to be avojded _ .
This 1s an analogy to the "confusion™ principle in

cryptology. Choosing Diff ., with the biggest possible
3. Elements of the matrix Diff,, YP gy 2 e . ggssle .
. . . variance improves the resistance against cryptanalysis
have the biggest possible variance. . .
because there is no regular pattern how the computations

are performed.
1S 1s an analogy to the "diffusion” principle in

4. Elements of the matrix Diff cryptology. Choosing Diff,;, with the smallest possible
have the smallest possible variance increases the diffusion of the bit differences in the
variance. greatest possible way, with the smallest possible variances

in the pattern of the computations that are performed.

Table 3.9: Criteria for choosing the Latin squares
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Specific design characteristics for | Diff .,

(1 2222222

Criteria Reasons 212222272

. 8 w-bit variables belonging to X 221222272

1. L1 and L, are orthogonal Latin e s T i 3 22212222

w-bit variables belonging to Y in:

Sl vare et 22221222

are combined by some operation | 2 2 222 1 2 2

2. Diff;, and Diff,, do not have .The s1tu.1at1on x./vhereX*qY - \2 2222212
in X or in Y will not affect someof \2 2 2 2 2 2 2 1)

Zeroes. .
ta be avoided

This 1s an analogy to the "confusion™ principle in

cryptology. Choosing Diff ., with the biggest possible
3. Elements of the matrix Diff,, YP gy 2 e . ggssle .
. . . variance improves the resistance against cryptanalysis
have the biggest possible variance. . .
because there is no regular pattern how the computations

are performed.
1S 1s an analogy to the "diffusion” principle in

4. Elements of the matrix Diff cryptology. Choosing Diff,;, with the smallest possible
have the smallest possible variance increases the diffusion of the bit differences in the
variance. greatest possible way, with the smallest possible variances

in the pattern of the computations that are performed.

Table 3.9: Criteria for choosing the Latin squares
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Specific design characteristics for EDON-R

Criteria Reasons
8 w-bit variables belonging to X are to be mixed with 8

1. L1 and L, are orthogonal Latin . . . . .
w-bit variables belonging to Y in such a way that all pairs
squares.

are combined by some operation (addition, or XORing).
The situation where X', Y = Z and some difference either

We took aII 2165ma|n classes of orthogonal Latin Sauares of order 8 from§
Brendan McKay’s web page http://cs.anu.edu.au/people/bdm/data/latin.html
and searched trough (8!)? ~ 230 pairs of orthogonal isotopes. We found that

| Latin Squares that comply with all 4 criteria / give ‘diffusion matrices with
maximal variance 19/63 and the minimal variance 1/9. We took the first such
ha pair for EDON-R.

are performed.
1S 1s an analogy to the "diffusion” principle in

4. Elements of the matrix Diff cryptology. Choosing Diff,;, with the smallest possible
have the smallest possible variance increases the diffusion of the bit differences in the
variance. greatest possible way, with the smallest possible variances

in the pattern of the computations that are performed.

Table 3.9: Criteria for choosing the Latin squares
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Specific design characteristics for EDON-R

Definition 12. Let X, X', Y, Y’ & Qg and let Ax = X @ X" and Ay = Y @& Y’ be two difference
vectors. Let Z = X#; Y and Z' = X' #; Y'. The vector Dip, ) = (d0,...,7) € (Z)8 is called
bit flip counter for the quasigroup operation =,, if every é;, i = 0,...,7 is a counter of the minimal
number of bit flips that the quasigroup operation =, performs to transfer the value Z to the value

VA

Theorem 3: D, s, = Diffy, - Ax + Diff, - Ay

®@NTNU

Innovation and Creativity
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Specific design characteristics for EDON-R

EDON-R is provably resistant against differential cryptanalysis

Ax Ay

Ay | D1 = Diff, rﬁ_y + Ditf 7, - Ax | D2 = Diffy, - D1 + Diff, - Ay

[] 'DS f— Diffﬂ?_ : U —|_ Diffﬂ-B * p] 'D,r:l_ — ]:)'i:l.:fﬂ2 * 1[*)3 —l_ Diff;"[3 * /Jl_r)z

0 Ds = Ditf,, - D3 + Ditt,, -0 | Dg = Ditf,, - Dy + Diff, - D5

Ax | D7 = Diff., - Bx + Diff, - Ds | Ds = Diff,, - D; + Diff, - D

®@NTNU

Innovation and Creativity
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Specific design characteristics for EDON-R

EDON-R is provably resistant against differential cryptanalysis

Ax = (1,0,0,0,0,0,0,0) | Ay = (0,0,0,0,0,0,0,0)
Ay = (0,0,0,0,0,0,0,0) (1,2,2,2,2,2,2,2) | (28,29, 28, 28,29, 27, 28, 28)
0 (29, 28, 28, 28, 28, 28, 28, 28) | (844,842, 844, 844, 842, 846, 844, 844)
0 (422,421, 422,422, 421, 423, 422, 422) | (18984, 18985, 18982, 18986, 18985, 18983, 18984, 18986)
Bx = (0,0,0,0,0,0,0,1) | (6330, 6331, 6330, 6330, 6332, 6328, 6329, 6330) | (379716, 379715, 379721, 379713, 379716, 379717, 379715, 379712)

Table 3.6: Vectors of minimal number of bit flips for the function R when the initial difference
vectors are Ax = (1,0,0,0,0,0,0,0)and Ay = (0,0,0,0,0,0,0,0).

Ay = (0,0,0,0,0,0,0,0) | Ay = (1,0,0,0,0,0,0,0)
Ay = (0,0,0,0,0,0,0,1) (2,2,2,2,3,1,1,2) | (29,30, 32, 30, 31, 30, 29, 29)
0 (28, 28, 28, 28,27, 29, 29, 28) | (873,872, 868, 872, 870, 872, 874, 874)
0 (422,422, 420,422, 421, 422, 423, 423) | (19406, 19409, 19406, 19406, 19406, 19405, 19405, 19407)
Ax = (0,0,0,0,0,0,0,0) | (6328, 6328, 6330, 6328, 6329, 6328, 6327, 6327) | (386016, 386011, 386017, 386016, 386016, 386018, 386017, 386014)

Table 3.7: Vectors of minimal number of bit flips for the function R when the initial difference
vectors are Ax = (0,0,0,0,0,0,0,0)and Ay = (1,0,0,0,0,0,0,0).
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Specific design characteristics for EDON-R

EDON-R is provably resistant against differential cryptanalysis

Ax = (1,0,0,0,0,0,0,0) | Ay = (0,0,0,0,0,0,0,0)
By = (0,0,0,0,0,0,0,0) (1,2,2,2,2,2,2,2) | (28,29, 28, 28,29, 27, 28, 28)
0 (29,28, 28, 28, 28, 28, 28, 28) | (844, 842, 844, 844, 842, 846, 844, 844)
0 (422, 421,422, 422,421, 423, 422, 422) | (18984, 18985, 18982, 18986, 18985, 18983, 18984, 18986)
Bx = (0,0,0,0,0,0,0,1) | (6330, 6331, 6330, 6330, 6332, 6328, 6329, 6330) | G797IBKE7971DKE7972NG79713K3797 10797 1G79713XE7971D)
Table 3. .
Note the variance of the elements!
Ax = (0,0,0,0,0,0,0,0) | Ay = (1,0,0,0,0,0,0,0)
By = (0,0,0,0,0,0,0,1) (2,2,2,2,3,1,1,2) | (29,30, 32, 30, 31, 30, 29, 29)
0 (28,28, 28,28, 27, 29, 29, 28) | (873, 872, 868, 872, 870, 872, 874, 874)
0 (422, 422,420, 422,421, 422, 423, 423) | (19406, 19409, 19406, 19406, 19406, 19405, 19405, 19407)
Ax = (0,0,0,0,0,0,0,0) | (6328, 6328, 6330, 6328, 6329, 6328, 6327, 6327) | (386016, 386011, 386017, 386016, 386016, 386018, 386017, 336014)

Table 3.7: Vectors of minimal number of bit flips for the function R when the initial difference
vectors are Ax = (0,0,0,0,0,0,0,0)and Ay = (1,0,0,0,0,0,0,0).
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EDON-R is provably resistant against differential cryptanalysis

Ax = (1,0,0,0,0,0,0,0) | Ay = (0,0,0,0,0,0,0,0)
By = (0,0,0,0,0,0,0,0) (1,2,2,2,2,2,2,2) | (28,29, 28, 28, 29, 27, 28, 28)
0 (29, 28, 28, 28, 28, 28, 28, 28) | (844, 842, 844, 844, 842, 846, 844, 844)
0 (422,421, 422, 422,421, 423, 422, 422) | (18984, 18985, 18982, 18986, 18985, 18983, 18984, 18986)
Bx = (0,0,0,0,0,0,0,1) | (6330, 6331, 6330, 6330, 6332, 6328, 6329, 6330) | @797IBKE797IDE7972NG797133797 10797 1XG79713XE7971D)

Table 3.

Note the variance of the elements!

Theorem 4. The variance of the elements of the D;, i = 1,..., 8 decreases (relative to the minimal

element in the vectors D;, i = 1,...,8), with every row of quasigroup string transformations in

the compression function K. O
0 (422,422,420, 422,421, 422,423, 423) | (19406, 19409, 19406, 19406, 19406, 19405, 19405, 19407)
Ay = (0,0,0,0,0,0,0,0) (6328, 6328, 6330, 6328, 6329, 6328, 6327, 6327) | (386016, 386011, 386017, 386016, 386016, 386018, 386017, 386014)

Table 3.7: Vectors of minimal number of bit flips for the function R when the initial difference
vectors are Ax = (0,0,0,0,0,0,0,0)and Ay = (1,0,0,0,0,0,0,0).
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Specific design characteristics for EDON-R

EDON-R is provably resistant against differential cryptanalysis

ol (i) ) . . . . - oy {10
Theorem 5. Let D; = 0”, bi"‘, s ,0'—’ ), 1 =1,...,8be avector of minimal number of bit flips for

the function R where the size of the word is w bits (w = 32,64), and let AD = {A;' , A:._-; L. A;' ) =
(A, A A A A A ALY A ), i=1,...,8 (where A_f <1{0,1},
j =0,...,8w—1) are the c‘orresponding differentials in the intermediate variables Ap, for some
initially chosen differentials Ax and Ay (where at least one of them is a non-zero differential). If
the number of bit flips for every single bit is equally distributed then the probabilities that every

difference bit A "is 0 or 1 are given as:

Pr(8" = 0]Ax, Ay) =05 +
Pr(A; A" =1|Ax, Ay) =05 —

m
<

m
<

. T —"2 (‘;:-:::'
where y = L-I—J and € ;, < 0.5 (&=)" .
u 3 u

Cu
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Specific design characteristics for EDON-R

EDON-R is provably resistant against differential cryptanalysis

, m (i) (i)

Theorem 5. Let D; = (9,°,6,,...,6,"), i =1,...,8be a vector of minimal number of bit flips for
the function R where the size of the word is w bits (w = 32,64), and let AD = {A;' , A:._-; L. A;' ) =
(ALII rrrcy Alc”—]’ A‘l':’lf ters Al’.’.!:-cl‘—]’ AIZ.:‘-('" e ‘A;zl—l’ A;i‘:‘-‘ A:; 1 ) _ 1 s 8 (‘Nhele Af = {0’ l}’

j=0,...,8w—1) are the c‘orresponding differentials in the intermediate variables Ap] for some
initially chosen differentials [Ax] and [Ay] . (where at least one of them is a non-zero differential). If
the number of blt flips for every single bit is equally distributed then the probabilities that every

difference bit A "is 0 or 1 are given as:

pf‘(ﬂ[.” = O‘ﬂx, Ay) - + Eg-‘:;],
pf( ”I _l‘A\,A\) — — € (i),

where y = L-I—J and € ;) < 0.5 ({—_:) "
u A “
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EDON-R is provably resistant against differential cryptanalysis

ol (i) ) . . . . - oy {10
Theorem 5. Let D; = 0”, bi"‘, s ,0'—’ ), 1 =1,...,8be avector of minimal number of bit flips for

the function R where the size of the word is w bits (w = 32,64), and let AD = {A;' , A:._-; L. A;' ) =
(A, A A A A A ALY A ), i=1,...,8 (where A_f <1{0,1},
j =0,...,8w—1) are the c‘orresponding differentials in the intermediate variables ApJ for some
initially chosen differentials and (where at least one of them is a non-zero differential). If
the number of bit flips for every single bit is equally distributed then the probabilities that every

difference bit A "is 0 or 1 are given as:

pf’(ﬂli‘i'] = O‘AXIAY) = -I—E(g.‘;;],
pf( ”I _l‘A\,A\) — — € (i),

A1)
. 1 . - w—2\%
where y = L:{—J ﬂl'l(‘lE“r] <05 (%*) J
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Specific design characteristics for EDON-R

EDON-R is provably resistant against differential cryptanalysis

Ax =(1,0,0,0,0,0,0,0) Ay =(0,0,0,0,0,0,0,0)

w =32 w = 64 w = 32 w = 64
e < 2109 e < 2105 e < 2351 e < 22
e < 236l e < 2228 e < 27940 e < 23957
e < 24020 e < 22028 e < 17684 e < 287045
e < 259020 € < 229085 e < 35356 e < 2—17393

Table 3.8: Upper bounds for the deviations e. The probability that a bit will have a differential
A = 1is 0.5 — ¢, and the probability that a bit will have a differential A = 0is 0.5 4.
The initial difference vectors are Ax = (1,0,0,0,0,0,0,0)and Ay = (0,0,0,0,0,0,0,0).
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Specific design characteristics for EDON-R

EDON-R has double size chaining (pipe) values

 Forn=224, 256, chaining value has 512 bits
 Forn=384, 512, chaining value has 1024 bits

« Gives resistance against length-extension attack
« Gives resistance against multi-collision attack
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Known attacks on EDON-R

1. Khovratovic and Nikolic
» Free-start collisions in Edon-R
 Using free-start collisions to launch preimage attack with TIME ~ O(22"/3)
and MEMORY ~ O(22"3) i.e. the attack has this property:
TIME * MEMORY > 2n+*ni3 >> 2n

2.Klima: EDON-R is "almost" as ordinary strengthened MD design.
« That "almost" is in the small additional factor of 2%° to the generic
multicollision attack that comes from the Merkle-Damgard strengthening.
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Known attacks on EDON-R

1. Khovratovic and Nikolic
» Free-start collisions in Edon-R
 Using free-start collisions to launch preimage attack with TIME ~ O(22"/3)
and MEMORY ~ O(22"3) i.e. the attack has this property:
TIME * MEMORY > 2n+*n/3 >> 2n

2. Klima: EDON-R is "almost" as ordinary strengthened MD design.
« That "almost" is in the small additional factor of 2°° to the generic
multicollision attack that comes from the Merkle-Damgard strengthening.

Idea to defend from both attacks without changing anything in the
definition of the compression function

Make the Merkle-Damgard strengthening of
EDON-R to be 129 bits (instead of the current 65

bit strengthening).
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Are there one-way bijections embedded in
EDON-R?

Example: [-

0

Ao M 1

AL

Kl /‘X{gl) X11} 3
e
Co | X\? X
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Are there one-way bijections embedded in
EDON-R?

Example: [-]o 1+ 2 s 1. FixCy=1, C;=0, By=2,

0
Ay Ay 1
- .
A1 2
Kl /‘X{gl) X11} 3
T,
X !
A o
(X
/
i
Aj 1
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Are there one-way bijections embedded in

Example:

L

L

X b

AN

T
.
|

NICNEN

=
—

EDON-R?

1. Fix Cy=1, C,=0, By=2,
2. For every A, in {0,1,2,3},
compute:

X,®),

X, @),

X, ™,

A,

X,

X,@),

X,),

B,,

ONOORLN =
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Are there one-way bijections embedded in
EDON-R?

Example: [- 1. FixCo=1, C;=0, By=2,

0 2. For every A, in {0,1,2,3},
compute:
1 Mty

| 2. X0,
(X}

1 3 3. X,
% —
| . The mapping: A, — B, is a bijection.

)
2 2) Knowing A,, it is easy to compute B,.
X ; !

[CU] However: Knowing B,, it is “hard” to find A,,.
Xy (3) give bijections for every value of C,, C, and B,
0 ;

pwN o

For tiny quasigroups of order 4 we found that 144 quasigroups.
1 |

Sl e

LY
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Are there one-way bijections embedded in

EDON-R?
Example: 1. FixCo=1, C;=0, By=2,
2. For every A, in {0,1,2,3},
compute:
| oL
e 2. X,
(&)

X b

Hypothesis: For certain values
of C,, C,, By, one-way bijections
can be defined by EDON-R

compression function.
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SW/HW performance and
memory requirements

Software performances of the optimized Memory requirements
C implementation on the NIST

reference p|atform EDON-R 224/256 needs 256 bytes

Intel C++ v11.0.66, in 64-bit mode EDON-R 384/512 needs 512 bytes

EDON-R 224/256 achieves 4.54 cycles/byte

Intel C++ v11.0.66, in 64-bit mode 8-bit MCU (ATmega16, ATmega406)

EDON-R 384/512 achieves 2.29 cycles/byte
EDON-R 224/256, compiled C code

produces ~6KB of machine instructions,

HW — gate count speed 616 cycles/bytes
EDON-R 224/256, ~13,000 gates EDON-R 384/512, compiled C code
produces ~38KB of machine instructions,
EDON-R 384/512, ~25,000 gates speed 1857 cycles/bytes
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Thank you for your attention!
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