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Wiy RaSHA iscseecial?

NaSHA use new quasigroup transformations

NaSHA use novel design principle : the quasigroups used in
every iteration in compression function are different and
depend on the processed message block. Even in one iteration,
different guasigroups are used for two  quasigroup
transformations . This is also what sets NaSHA apart from the
playing field .

Security of NaSHA can be changed with increasing the

security parameter Kk



Wiy RaSHA iscseecial?

NaSHA uses known and well examined starting bijection, to

exclude the fear of a trapdoor function.

The definition of NaSHA allows the sizes of a message digest

to be any number between 125 and 512.

NaSHA can use quasigroups of different order, such as 2 64
2128’ 2 256’ etC

NaSHA is efficient



Wice-pipe domaindtender
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The message M is padded by standard MD - strengthening and
then itis divided into Nblocks M=M 1M ?] | éN. | M

\4

The message block M' and the chaining variable H' are divided into
2"-bits words. i _ i
; M =m|[m]..[Im,  H =H,[[H,[...|[H,

The internal state is formed alternatively from m; and H,.

S=m||H [Im, [[H; [[.m, |[H =S IS I 11 S



NaSHA-(ms Kk, e)oaigorithm

Input: Message M and message digest length m
Output: Message digest H(M)

For i=1to N do

H?=C(H',M") = (MT(LinT2(S))),, ., =Z1Z,I--11Z,

2,4,...2q

HM)=C'(H") = Z, || Zg ||---||qu-4 ||qu(m0d2m)

22



NaSitA-(m; Kk, e)oaigorithm

Input: Message M and message digest length m
Output: Message digest H(M)

For i= do




Compzrssion function
MT = r(RA, JAA, A A (RA )AA
Ah(Xl”Xz||---||X2q)=(21||22||...||zzq)L'J =

€ (l Xl)*lxl j=1
:(z +X)*X 2¢ )¢ 2q

_&X, * (X +Z,) 1¢jec2q-1

RA DGl - 1%)= @1Z2 11-12:)0 2, =10 T T 25

where + is additon modulo 2%, *, and *, are quasigroup
operations for quasigroups of order 22 and r is rotation to the left
of every word, for half of its bits.



Conmprassion funrction

MT =r(RA )AA A.A7(RA )AA

’ X * X+Z+ 1¢ 1¢2g9-1
R (X1 ol )= 212 01220 2, =872 0+ 2] 1e i€ 20

i Kag™ 2(X "'I) ]=2q

where + is additon modulo 2%, *, and *, are quasigroup
operations for quasigroups of order 22 and r is rotation to the left
of every word, for half of its bits.




Compression funnction

Quizsigroup transiormations
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Conypzression funiction
Quiasigroup transiormations




Saoftwearejimpieme@ntation
Properties

. Message Internal Message LinTr Message
Algorithm : : Di . word

NaSHA -(m, k, 1) size statg size |gesj[ size parameter Aumber
- (bits) (bits) (bits) S q
NaSHA-(224,2,6) 64 <2128 512 1024 224 256 8
NaSHA-(256,2,6) 64 <2128 512 1024 256 256 8
NaSHA-(384,2,6) 64 <2128 1024 2048 384 512 16
NaSHA-(512,2,6) 64 <2128 1024 2048 512 512 16




Quasigroup transformations



