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Abstract. SIMD is one of the second round candidates of the SHA-
3 competition hosted by NIST. In this paper, we present some results
on the compression function of SIMD 1.1 (the tweaked version) using
the modular difference method. For SIMD-256, We give a free-start near
collision attack on the compression function reduced to 20 steps with
complexity 27'%7. And for SIMD-512, we give a free-start near collision
attack on the 24-step compression function with complexity 22°%. Fur-
thermore, we give a distinguisher attack on the full compression function
of SIMD-512 with complexity 2%°2. Our attacks are also applicable for
the final compression function of SIMD.
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1 Introduction

Hash functions play a fundamental role in modern Cryptography. Due to the
collision attacks on the series general hash functions [7,8, 1], NIST hosted the
SHA-3 hash function competition to select a new cryptographic hash function as
the standard [5]. Until November 2008, NIST accepted 51 out of 64 submissions
as the first round. In July 2009, NIST announced 14 second round candidates.
The hash function SIMD is one of the second round candidates, and it is
designed by Leurent et al[4]. SIMD is a wide-pipe design based on the MD iter-
ative structure. In Indocrypt 2009 [3], Mendel et al give a distinguisher attack
on the SIMD-512 compression function with complexity 5.24258 using a differen-
tial distinguisher. Because Mendel et al’s attack, the designers found some bad
properties of Feistel structure in SIMD, and they tweaked the SIMD by changing
rotation constants and permutations for diffusion between parallel Feistels. The
new version is named SIMD. In 2010 [4], Nikolic et al give the distinguishing
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attack for the compression function of 12-step SIMD-512 1.1 using the rota-
tion distinguisher [2]. In this paper, we give series cryptanalysis results for the
compression functions of the tweaked SIMD-256 and SIMD-512:

1. For SIMD-256 reduced to 20 steps, we give a free-start near collision attack
with complexity 2'°7. So far, this is the fist analysis result for the SIMD-256.

2. For SIMD-512 reduced to 24 steps, we give a free-start near collision attack
with complexity 22°%. And for the full SIMD-512 compression function, we
give a distinguishing attack with complexity 2402 using a difference distin-
guisher.

This paper is organized as follows. In section 2, we define some notations and
give a brief description of SIMD. In section 3, we give the free-start near collision
attack on 20-step SIMD-256. In section 4, we give a near collision attack on the
24-step SIMD-512 and a distinguishing attack for the full SIMD-512. Finally we
conclude the paper in section 5.

2 Notations and Description of SIMD

The following notations can be used in this paper.

2.1 Notations

1. + and — denote addition and subtration modular 232.

2. x;; is the j-th bit of x;, where x; is a 32-bit word and z; 32 is the most
significant bit.

3. z;[j] and z;[—j] (where z is a 32-bit word) are the resultant values of chang-
ing only the j-th bit of the word x; from 0 to 1 and 1 to 0 respectively.

4. x;[J1, j2, ---, ji] is the value resulting by changing the ji-th, jo-th, ...and j;-th
bits of x;. Again the + sign means that the bit is changed from 0 to 1, and
the - sign means that the bit is changed from 1 to 0.

5. <<< denote right-shift by n-bit.

6. h; denote the chaining values in step ¢ of SIMD-256 (or SIMD-512).

2.2 Description of SIMD

SIMD is an iterative hash function that follow the Merkle-Damgard design. The
SIMD family hash function is based on two functions SIMD-256 and SIMD-512.
The SIMD-n with n < 256 is defined as a truncation of SIMD-256, and SIMD-
n with 256 < n < 512 is defined as a truncation of SIMD-512. Each function



SIMD-n takes as input a message of arbitrary size, and outputs a digest of n
bits. The input message is padded and then divided into k 512-bit (resp. 1024-bit
for SIMD-512) blocks for SIMD-256.

The compression function of SIMD-256 (resp. SIMD-512) takes a 512-bit
(resp. 1024-bit) chaining value and a 512-bit (resp. 1024-bit) message and output
another 512-bit (resp. 1024-bit) chaining value. Each 512-bit (resp. 1024-bit)
block is first expanded into 4096 bits (resp. 8192 bits ). The compression function
of SIMD consist of 4 rounds, and each includes 8 steps. The feed-forward consists
of 4 additional steps with the IV as the message input. Each step have 4 (resp. 8
) parallel Feistel ladders , and they interact together because of the permutations
p()’s. At each step, a new value is computed in each Feistel ladder, and this new
value is sent to another Feistel ladder at the following step. In step 4, the j —th
feistel ladder is given are as follows:

. . . . . . (i) (5

al = (d&_, +w! +P(al_,b]_|,c_)) <<< s+ (af,l(”) <<< T
b =al | <<<m

CZ = bgfl

df = Cz]’—l

For SIMD-256, the permutation used at step i is p(¥°%)  and it is defined
in the following;:

®Gy 1 0 3 2
WGy 2 3 0 1
p?G) 3 2 1

For SIMD-512, p; = p{¥°47) and the seven permutations are defined:

i 0 1 2 3 4 5 6 71

pPDG) 1 0 3 2 5 4 7 6
pMG) 6 7 4 5 2 3 0 1
p@G) 2 3 0 1 6 7 4 5
p®G) 3 2 1 0 7 6 5 4
pMG 5 4 7 6 1 0 3 2
p®G) 7 6 5 4 3 2 1 0
p%G) 4 5 6 7 0 1 2 3

In this paper, we omit to describe the message expansion algorithm because
our attack is independent with the message expansion,.

The Boolean functions @ used in the first 4 steps of each round is the chosen
function I'F and last 4 steps is the majority function M AJ. The rotation con-
stants r; and s; can refer to the original paper [4], and they also are shown in
our detail differential path.



3 The Free-start Near Collision Attack on the reduced
SIMD-256

In this section, we use the modular differential method to find a differential
path with high probability. The modular differential method was presented in
Eurocrypt 2005 by Wang et al [7], and it is a precise differential that uses
integer modular subtraction in conjunction with exclusive-or as a measure of
difference. There are four steps in attacking a hash function using the modular
differential. The first step is to select an appropriate message or initial value
difference, which determines the success probability of the attack. The key step
of the modular differential attack is to select a feasible differential path according
to the selected message difference or initial value difference. This difficult step
requires intelligent analysis, sophisticated technique, lots of patience and good
luck. The third phase is to derive the sufficient conditions that guarantee the
feasibility of the differential path. In the process of searching for differential
paths, the chaining variable conditions can be determined. A feasible differential
path implies that all the chaining variable conditions deduced from the path do
not contradict each other. The last step is the message/I'V modification which
forces the modified messages/IV to satisfy additional sufficient conditions.

3.1 Constructing the Specific Differential Path for 20-step
SIMD-256

In this attack, the difference is only introduced in the IV because the expanded
message has a minimal distance of 520 (resp. 1032) for SIMD-256 (resp. SIMD-
512). Before the search of the differential path, we observe that the difference
propagation of SIMD is slower in the backward direction than the forward di-
rection. Our basic attack strategy is first to introduce one bit difference in the
mediate chaining value and trace this difference forward and backward direction
using the modular difference method to get a difference path with high proba-
bility. Because the IV is introduced in the four feed-forward steps as messages,
we then adjust the differential path slightly so that the differences in IV can be
used to cancel some difference of the the feed-forward steps.

For the SIMD-256, we introduce 1-bit initial difference in the last ladder of
the 16-th step, and go 16 steps in the backward direction to obtain the initial
difference, then we trace this difference in the forward direction for 4 steps to
get a 20-step differential path which is shown in Table 1. From the Table 1, we
observe that the difference dog[—18] of the forth ladder can be canceled by intro-
ducing a difference in dy of the first ladder. And then we expand the difference
bo[—13] to b[13, 14, ..., —18] to offset the impact in the computation of a; of the
first ladder. This way, we go forward another four steps under the specific IV
difference to get the difference in the chaining values of the feed-forward. It’s
easy to compute the probability of the differential path of Table 1 which holds
with probability 272% for the selected IV difference. The sufficient conditions
for the path of Table 1 is given in Table 2.



3.2 Message/IV Modification

In order to get a free-start near collision, we need to carry out the message or
IV modification technique to fulfill the conditions in the IV and the chaining
vales in the first round. In this section, we use the message/IV modification to
fulfill the conditions in IV and a1, az, a3, and a4. For convenient to describe, we
denote the chaining values z; in the j ladder z7.

1.

From the Table 2, there are 41 conditions in IV ( ag, by, co and dy of the four
ladders). These conditions can be satisfied by choosing the IV values freely.

. There are 23 conditions in a{,j =0,1,2,3, and these conditions can be

satisfied by modifying the corresponding dj). From the step update formula
)

al = (d) + w) + IF(a),b), ) <<<23+al ",

if the i-th bit in a? doesn’t satisfied, it’s enough to set d = df @2(i=24)mod32,

. There are 12 conditions in ag, 7 =0,1,2,3. From the trace

J J j
ay; — dy C(J),(i717)mod327

(i—17T)mod32

the i-th bit of aé can be modified by negating the (i — 17)mod32 bit of c{).
In the same way, we need to set the additional condition aé_(i_”)mo gz = 1

so that the change in ¢, can not impact the output of al.

. There are 10 conditions in a}, j = 0,1,2,3. From the trace

J Jj j
43,5 7 Q3 (;—27)mod32 C{,(i—27)mod32 -

J

b9, (i—27ymoas2®

the i-th bit of a?,; can be modified by negating the (i —27)mod32 bit of bg. We
have to set the additional‘ conditions a’g),(if27)mod32 =0 and a{’(i727)mod32 =
1 so that the change in b)) can not impact the output of af and al.

. There are 10 conditions in aj, j = 0,1,2,3. From the trace
J J J J J
@y = s (i_5ymods2 ™ C2,(i—3)mod32 " V1, (i—8)ymod32 " @0,(i—3)mod32’
the i-th bit of ai can be modified by negating the bit aé,(i73)mod32‘ The
i3 iona Bl _ J J _
additional conditions bO,(i—3)mod32 = €0,(i-3)mod32 and @ (i—3)ymodzz = O

and af = 1 are needed so that the change in b? can not impact the
g 0 p

2,(i—3)mod32 ) ) ]
output of aj and a3 and a}. Furthermore, the change of aj
cause the change in a} )
change.

i—3ymodg2 Will

, we have to adjust the value of dg(j) to cancel this

In fact, we can also modify the conditions in as and ag, even a7 and asg,

but it’s more expensive and need to set many pre-conditions. It’s worth to note
that the conditions ag,;, afg, a3 14 and a3 ;g can not be modified using the



IV modification, because the additional conditions needed to modify these bits
are contradict with the fix conditions in Table 2. We can modify these four
conditions by the corresponding message. Due to the message expansion, we can
not select the message completely arbitrary. So we use the IV modification as
much as possible instead of message modification .

After the message/ITV modification for the IV and a; ~ a4, the differential
path in Table 1 hold with probability 27197, This way, we can find a 25-bit
free-start near collision for the 20-step SIMD-256 with complexity 2'°7 which is
higher than the birthday attack.

4 Free-start Near Collision and Distinguishing Attack on
SIMD-512

4.1 Free-start near collision attack for the compression function of
24-step SIMD-512

In this section, we will show that finding a free-start near collision for the 24-step
SIMD-512 can be done with less effort than the birthday attack using our differ-
ential path. Similar to the Section 3, we introduce the 1-bit difference in chaining
value of the 20-th step, and trace the difference in the forward and backward
direction using the modular difference method. We get a near-collision differen-
tial path for 24-step SIMD-512 in Table 3. The probability for the differential
path hold is about 27352, We utilize the message/IV modification technique to
fulfill the 144 conditions in IV and a; ~ a4. After the message/IV modification,
the complexity to find a 47-bit free-start near collision for 24-step SIMD-512 is
about 2208,

4.2 A differential distinguisher for the compression function of full
SIMD-512

Our strategy to find a differential path for the full SIMD-512 is different from
that of the 24-step near collision differential path. We also start from 1-bit dif-
ference in the the 24-th step and trace this difference in backward direction. We
expand the difference completely from the 8-th down to 3-th step, and shrink the
difference from the 2-th step so that we can get the IV difference as little as pos-
sible. The differential distinguisher for the full SIMD-512 compression function
is shown in Table 4, and its most expensive part focus on 3-9 steps.
The numbers of conditions on ag, bg, cs, ds, d7, dg, ds, d4 are as follows.

hs |dr|de|ds |d4
178]90|83|83|36

So we start from the chaining values hg and go in the backward and forward
direction to compute the IV and output hss. and the distinguishing algorithm
for the full compression function of SIMD-512 are as follows.



1. Select a 1024-bit chaining values hg and a 1024-bit message M randomly,
and let h = hg & Ahg where Ahg is the difference in step 8. Modify hg to
satisfy the 176 conditions. Compute the chaining values h7 to hy and A% to

%, in the backward directions.

2. Modify the conditions in dy, dg, ds and d4 by the expanded message ws,
wry, wg and ws respectively. Update the message M according to the 1024-
bit expanded message ws, wg, wy and wg and compute the new expanded
message.

3. Compute the chaining values hs ~ ho and hj ~ h{ in the backward di-
rections. If Ahg is equal to fixed difference ATV in Table 5, go to step 4;
Otherwise, return step 1.

4. Compute hg ~ hgs and hg ~ hf in the forward direction using hg and hg. If
the differences Ahsg is equal to the fixed output difference in Table 5, stop;
Otherwise, go back step 1.

By running the algorithm above, we can find a pair (M,IV) and (M,IV")
which has the fixed input and output differences in Table 5 with complexity
about 2492, By using the more sophisticated message,/IV modification techniques,
the complexity can be improved furtherly. But for the random function with
output length n-bit, to find a pair plain (P, P’) which satisfy the fixed input and
output difference has the probability 27™. So our differential distinguisher is
applicable for both the compression function and the final compression function
of SIMD.

5 Conclusions

In this paper, we find some differential paths using the modular difference
method for reduced and full SIMD compression functions. Based on our dif-
ferential path, we give the free-start near collision and distinguisher attack for
the SIMD. Our attack does not contract with the security claims of the designer.
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Table 1. The differential path for 20-step SIMD-256.

step| r | s | The first ladder The second ladder The third ladder|The forth ladder pr
0 ag ag ag7, —3] ag 220
bo[13, 14, ..., —18] |bg[7, 13] bol—1] bo[—19, 20, 23, 24, —25]
<o col—21, 26] col—32] co
dg (18] dg dg dg[15]
1 [ 3]23]ay ay ay aq[15] 220
by b1 b1[—6,10] b1
c1[13,14..., —18] |e][7,13] ci[—1] c1[—19, 20, 23, 24, —25]
dy dq[—21, 26] dy [—32] dy
2 [23[17]ay ag[—11, —12, —13, —14, 15]|ag[—17] ag 2= 13
b b2 b ba (6]
c co c5[—6,10] c
d[13,14, ... — 18]|d5[7, 13] dy[—1] dy[—19, 20, 23, 24, —25]
3 [17]27[ag[—8] as ag az[l4, —18] 2—12
b3 b3 [—28, —29, —30, —31, 32] [bg[—2] b3
3 c3 c3 c3[6]
ds ds d3[—6, 10] ds
4 [27] 3 [ay ay ay ay 2—10
byl—3] by by byl9, —13]
ca ca[—28, —29, —30, —31, 32] [eq[—2] ca
dg dy dq dq6]
5 | 3]23]as ag ag a5[29] 2~ 10
bs by bs by
e5[—3] s €5 e5(9, —13]
dy ds[—28, —29, —30, —31, 32] [d5[—2] ds
6 [23[17]ag ag[—13, —14, 15] agl[—19] ag P
bg bg be bg [20]
cg c cg c6
dg[—3] dg de dg[9, —13]
7 |17]27]az ar ar a7 [—8] 2—6
by b7[—30, —31, 32] by [—4] by
c7 er c7 cr[20]
dy dy dy dy
8 |27 3 [ag ag ag ag 26
bg bg bg bg[—3]
cg cg[—30, —31, 32] cgl—4] cg
dg dg dg dg[20]
o [28[19]ag ag ag ag[7] PR
by by bgy bgy
) c9 cg cg[—3]
dg dg[—30, —31, 32] dg[—4] dg
10 [19]22]aqq a10[20] a0 aio 23
b10 b1o b1o b10[26]
c10 €10 c1o0 €10
dig dig d19 dig[=3]
11 [22] 7 [a1 a1 a1q a1y 22
b11 b11[10] b1l b11
c11 c11 c11 c11[26]
d diy dyy dyy
12 [ 7 [28[aqs aio a1s aio 22
bi2 b12 bi2 bi2
c12 c12[10] c12 c12
dig di2 dy2 d12(26]
13 [28[19[a13 a3 a3 a13[13] 22
b13 b13 b13 b13
c13 c13 c13 €13
d13 dy3[10] dy13 d13
14 [19]22]a14 ai4 a4 ai4 21
bia big big b14(32]
c14 c14 c14 ci4
digq diq d1g diq
15 |22] 7 [a15 a1s a1s ars 2—1
b1s bis bis b1s
€15 c15 c1s c15[32]
dys5 ds dys5 dis5
16 | 7 [28a1g alg alg alg 21
bie b16 bi6 bie
c16 c16 c16 c
dig die die d16(32]
17 [29] 9 [ay7 ai7 air ay7[-9] 2= T
by7 bi7 b17 bi7
ci7 e17 c17 c17
di7 di7 di7 di7
18 [ 9 [15[ayg[—18] aig aig aig 2= 72
b1g b1g b18 big[—18]
c18 c18 c18 c18
dig dig dig dig
19 [15] 5 [a1g ajgll, —2] alg alg 2= 7
bigl—1] big big big
€19 c19 €19 c19[—18]
dig dig di1g dig
20 [ 5 [29]agg asg asg ago[—6] 25
b20 b20[6, —7] b20 b20
ca0[—1] €20 €20 €20
d2g dao dag dag[—18]
21 | 4 [13[agq[—10] anq[—26] any asy 2= 6
ba1 ba1 ba1 ba1[—10]
c21 c211(6, —=7] c21 c21
doq[—1] dai dai day
22 [13[10[age[—7, —11] ang ags[4,31, —32] |aog 2~ 10
bog[—23] b2 [—=7] ba2 b2
c22 c22 c22 ca2[—10]
dao doa[6, —7] doo dg
23 [10[25]ag3[—9, 14, —28] [ag3[—26, —31] ag3[—17, —21] |ags3[1, 27] 216
bog[—17, —21] b3 bo3[9, —10,14] |bos
c23[—23] c23[=7] €23 €23
dag dag dag dp3[=10]
24 |25 4 [agy aga[—10, —14, 23, —27] ao4[—19, —24] |ag4[—2,7, —14, 19, —21][27 27
bogl—2,7,21] boa[—19, —24] bog[—10, —14] |boy
cogl—17, —21] cou co4[9, —10,14] |coy
do4[—23] do4[—7] doyg dag
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Table 2. The sufficient

conditions for the differential path of 20-step SIMD-256.

step Lo L1 Lo L3
ao |ao,13 = 0, ap,1a = O,jao,7 = 0, ao,10 = 0,lap,i = 0, ag,3 = 1l,|ap,19 = 1, ap20 = O,
ao,15 = 0, apie = 0,|ao,13 = 0, ap,21 = 1,/a0,7 =0, ap,32 =1 ao,23 = 0, ap,2a = 1,
aop,17 =0, ap,18 = 1 ap,26 = 1 ap25 =0
bo [bo,13 = 0, bo,1a = 0,|bo7 =0, bo,13 =0 bo1 =1 bo,15 = ao,12, bo,19 = 1,
bo,is = 0, boie = O, bo20 = 0, bo23 = O,
bo,17 =0, bp,15 = 1 bo,24 =0, bp25 =1
co co21 =1, co26 =0 co,3 = bo,3, co,7 = bo,7
do |do,18 =0 do,15 =0
a1 |a1,13 = 1, ar1a = l,ja17 = 1, a1,13 = 1,|la16 0, ai1,10 = 0O,la1;15 = 0, a1,19 = 1,
ai,15 = 1, a6 = 1,Ja1,20 = ao,8, ai21 =|a1,1 =1, a126 =aop,14 |a120 = 1, a123 = 1,
ari7 =1,a118 =1 ap,9, a1,22 = 1, ai 23 = air24 =1,a125 =1
ao,11, @1,24 = G0,12
az |az.23 = ai 17 az211 = 1, az12 = 1l,Jaze = 1, a210 = 1l,|a2;1 = a1,27, az,6 =
az13 = 1, az14 = 1l,jaz17 =1 az 29 = a1,23
az,15 =0
az |ag;s =1 az,2s = 0, az29 = 0,lag,2 =0 aze = 1, azgia = 0,
az;z0 = 0, azg31 = 0, az1s =1
az 32 =1
a4 |ag,3 = az;1s a4,28 = @3,1, Q4,29 =|A4,2 = A3,7 G4,9 = asz,14, a4,13 =
as,2, @430 = a3,3, a3,18, a4,26 = G3,2
as31 = bza, asgz2 =
as,s
as |as,3 = a4,32 a5,22 = Q4,10, @5,23 =|A5,28 = 44,16 as,29 = 0, as,9 = aae,
a4,11, A5,24 = 04,12 as,13 = 44,10
ag as,13 = 1, ag1a = 1l,jag,19 =1 6,20 = 4,17, 06,23 =
as,15 =0 as5,17
ar ar,30 = as5,7, 7,31 =|a7,4 = A5,13 az,s =1, az,20 = a¢,3
as,8, A7,32 = as,9 D 1
as asg,30 = 1, agz1 = 1l,jaga =1 as,3 =0, ag,11 = ar12
ag 32 =1
ag ag,1 = as,24 ag,3 =1,a9,7 =0
aio 10,20 = 10,26 =
ail aii,i0 =0 aii2e = 1
a2 ai2,10 = a11,3 ai2,17 = aiie
ais aizz3 =0
an a14,32 = G12,4
ais a15,32 = G14,10
a6 a16,12 = G15,2
ai7 |aiz,9 = a16,21 ai7,9 =1
aig |a1g,18 = 1 aig,18 = ai7,24, aig,18 =0
ai18,19 = G17,25
aig |aig,1 =0 aig,1 = 0, a192 = 1, a19,1 = 18,23, 19,18 =
azo |az0,1 = 1, a20,3 = 0,|a20,6 = 0, az0,7 = 0, a20,6 = 1
G20,6 = @19,5 a20,22 = 19,21
az21 (az1,10 = 1, az1,26 = 1,|a21,6 = 0, a21,7 = 0,]az21,23 = a20,32,|a21,10 = 0
a21,30 = 20,7, a21,26 = 1, a21,18 = a20,27,
a21,19 = az0,28 B 1
azz |a22,7 = 1, az211 = 1l,|a22,7 = 0, a2216 =|az2,4 =0, az27 = a21,4,|a22,10 =1
az2,23 = 0, a22,31 =|a21,13, a22,21 = a21,18 |a22,11 = a21,8, 422,31 =
a1,28, A224 = a21,1, 0, aze 32 =1
a22,18 = G21,15
azs |az23,9 = 1, a2z 14 = 0O,|a23,7 = 1, a2326 = 1,lazz,9 = 0, az3,10 = 0,
a23,28 = 1, a2z 17 = 0,|azz .31 =1 az3,14 = 0 a2317 = 1,
az321 =0, as3 23 =1 azz 21 =1
az4 az4,10 = 1, a2a4,14 = 1,|a24,19 = 1, asa24 =1 |aga2 = 1, a2a7 = 0,
az4,23 =0, asq 27 =1 az4,14 = 1, aza,19 = 0,

azq,21 =1




Table 3. The near-collision differential path for 24-step SIMD-512.

11

step| [ s [L] T3 T4 s g Tz Ty pr
0 ag 6] ag[—17]]aq[24] agl2, —11]]ag aq[32] ag 238
bo[—8] b bo[—15] bo bo[—16] bo[—28] bo[—18, 27]
col28] co col7, 8, ..., —13] |egl21] col—14] co co
dg do[—4] |dg[—12,29] dg dg[—10, 23]|dg[—31] dg[6, 12]
1 | 3]23]ay aq ay aq aq[—1] aq[—22] aq[—29,30][2735
b1 (9] b1 [—20] by [27] b1[5, —14] |by b1(3] by
c1[-8] 1 c1[—15] 1 c1[—16] c1[—28] c1[—18, 27]
dq[28] dy dq[7,8, ..., —13]|d{[21] dq[—14] dq dq
2 [23[17]aq ag as[—25] as (6] ag[—31] ag as 2—29
by by 2 by by [24] by [—13] bay [—20, 21]
c2[9] cg[—20]|ca[27] ca[5, —14] jcg c2(3] co
do[—8] do do[—15] do do[—16] do[—28] do[—18, 27
3 [17]27]ag[—3] ag as as ag[—11] as ag[—13,22][2— 19
b3 b3 b3[—10] b3[23] b3[—16] b3 b3
c3 c3 c3 cg cq[—24] c3[—13] cg[—20, 21]
d3[9] dg[—20]|d3[27] da[5, —14]|dg d3[3] dg
4 |27 3 |ay[—12, ay ay ay ay ay ay 2= 17
—14,1
by [—30] by[23] by by by by[—6] by by[—8,17]
c4 c4[10] c4 c4[—10] c4[23] cq[—16] cq c4
dy dy dy dy dy dy[—24] dy[—13] dy[—20, 21]
5 | 3]23[as as as as as as asl4, —5] |as[11] 216
bs[—15, —16, |bg by by by bs by by
—17,18]
c5[—30] c5[23] cs cs cs c5[—6] cs c5[—8,17]
ds ds[10] ds ds[—10] ds [23] ds[—16] ds ds
6 |23[17]ag ag agl—27]]ag 8] agl—1] ag ag ag 2—15
bg be bg be be be bg 27, —28] |bg [2]
cgl—15, —16, |cg cg ce c c ce c6
—17, 18]
dg[—30] dg[23] dg dg dg dg[—6] dg dg[—8,17]
7 |17]27]az ar ar ar ar a7[—1] ar a7[—3] 2~ 12
by by by by [—12] b7 [25] by [—18] by by
cr cr cr cr cr cr cr[27, —28] |7 (2]
d7[—15, —16, |dy dy dy dy dy dy dy
—17,18]
8 [27] 3[ag[—18, —19, |ag ag ag ag ag ag ag 2~ 12
—20, 21]
bg bg bg bg bg bg[—28] bg bg[—30]
cg cg cg cgl—12] cg[25] cg[—18] cg cs
dg dg dg dg dg dg dg[27, —28]|dg[2]
o [28[19[ag ag ag ag ag ag ag ag[21] 2—10
bgl—14, —15, |bg bg by bo boy by boy
~16,17]
cg cg cg cg cg cg[—28] cg cg[—30]
dg dg dg dg[—12] dg [25] dg[—18] dg dg
10 |19|22]ayg aig aio aigl—2] aigll5]  laig aio aig 279
b1o b1o b10 b10 b10 b10 b1o b10l(8]
ciol—14, =15, e1g €10 €10 €10 €10 €10 €10
—~16, 17]
dig d1g dig dig di1g d1g[—28] |dig d10[—30]
11122 7 |ayy ary aiy ary aryl ayy1[—3] ary aiy 27
b11 b11 b11 b11[—24] b111(5] b1y b11 b1l
€11 €11 c11 c11 c11 c11 c11 c11(8]
dyp[—14, —15,|d1; diq di1 diy diy d1 diy
—16,17]
=7
12 | 7 (28|ay2 ayg ai2 ayg ayg ayg aig ayg 2
b12 b12 b12 b12 b12 bya[—10]  [b12 b12
c12 €12 c12 c12(—24] c12(5] €12 c12 c12
dio di2 di2 di2 di2 d12(8] di2 di2
13 |28(19]a13 a13 a3 aig aig aig a3 a13[27] 2=1
b13 b13 b13 013 b13 b13 b13 b13
€13 €13 €13 €13 €13 c13[—10] |eis €13
d13 d13 di13 d13[—24] d13(5] dig di3 d13
14 119122]a1y aiq ai4 aig a14[27]  laig aiq aig 2=3
bia b14 b14 b1g big big b14[14] big
c14 c14 c14 c14 c14 €14 c14 €14
di4 dig dig dig dig d14[—10] |dig dig
15 122| 7 |ags ais ais als als als als als 2=7
bis b1s bis b1s b15[17] bis b1s bis
€15 €15 15 €15 c15 c1s €15 c15(14]
d15 dis5 d15 dis5 dis dis di5 dis .
16 | 7 |28|aje a6 aie a16 a16 a16 a6 a16 27
bie bie bie bi6 bie bie bie bie
c16 c16 c16 c16 c16[17] c16 c16 c16
dig die die di6 di6 di6 die dy16(14] .
17 129( 9 |ay7 ay ayy ary aiy aiy ayy a17[23] 2=
bi7 b17 bi7 bi7 bi7 bi7 bi7 bi7
cir e1r cir e1r c17 c1r c1r c1r
dy7 dir dy7 di7 dy7(17]  ldy7 di7 di7 .
18 | 9 |15/agg a18 a1g a18 a18 aig a1g aig 2"
b1g b1g b1g big big big b1g b18(32]
c18 c18 c18 c18 c18 c18 c18 c18
d1g d1g d18 d1g dig d18 d1g d18 .
19 15| 5 |ag a9 alg a9 aig a9 a9 alg 27
big big big big big big b1g big
c19 c19 c19 c19 c19 c19 c19 c19(32]
d19 dig d1g dig d19 d19 dig d19 .
20 | 5 |29]azg a20 az9 a20 a0 a0 a20 a0 2=
b20 b20 b20 b20 b20 b20 b20 b20
€20 €20 €20 €20 c20 €20 €20 c20
d2o d2g d2o d2g d20 d20 d2o daq[32]
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step| 7 | s [ L1 o L3 T4 Ts g I Ty pr
21 |29] 9 fagy az1 az1 agy azy agy agy a2119] 2= T
ba1 b21 ba1 b21 ba1 ba1 b21 b21
€21 €21 €21 €21 €21 €21 €21 €21
day dai d2y day day day day day
22 |9 |15/agg a2 az2 az2 az2 a2 ag2[18] a2 272
b22 b22 b22 b22 b22 b22 b22 b22[18]
c22 c22 €22 c22 c22 c22 c22 c22
da2 dao dao da2 dag d22 daa d22 -
23 |15] 5 |ag3[—1,2] |ag3 azs a3 a3 a3 a3 a3 27
b23 b23 b23 b23 b23 b23 ba3 (1] b23
c23 c23 c23 c23 c23 c23 c23 c23[18]
d23 d23 da3 da3 d23 d23 d23 d23 -
24 |5 |29)agq agq ag416] ag4 agy ag4 agy agy 27
b24[=6,7] |bag b24 b24 b24 b24 b24 b2g
c24 €24 c24 c24 c24 c24 ca41] c24
dog dog dog dag dog dog dog dg4[18]
25 | 4 [13]ass ag5(10, 21, —22][ags[9] ass ass aos[—14, 15, 28][ass ass 2—1T
bas bas b25[10] bas bas bas bas bas
ca5[—=6,7] |ca5 c25 c25 c25 c25 €25 €25
d2s dgs das das das das das(1] das
26 |13]10|a2g[9] aze aze age[—14] |agg(23] a6 agg[—11, —17]|az6(7] 2~16
b26 bagl2, —3,23]  |bog[22] b26 b26 bo6[9, —27, 28] |bag b26
€26 €26 c26(10] €26 c26 €26 c26 €26
dg[=6,7] |dag d26 d2g d2e d2g d26 d6
27 [10(25|an7[—4, 17, |ag7[—21] ag7[14] as7[1] ao7[—24] |ag7[—9] ag7[—7] as7[—3, 16, 19][2—27
27,31]
b7 [19] bar bar ba7[—24] |ba7([1] ba7 bo7[—21, —27] |ba7[17]
car carl2, =3,23]  |ea7[22] ca7 car ca7l9, —27,28] |ca7 car
da7 dar dg7[10] da7 da7 da7 da7 da7
28 [25] 4 [agg[4, —17][ang[—2, 32] agg[14, —32]asg[—3, 9, asg[10, 20,agg[—14, —22] |asg[7] asg[10, 16, 26] |2~ 46
12, —28] |—24, —29]
bag (10, 20] bag[—14] b2817] b2g[26] b2g[17] bag[—2] bag[—32] bogl9, 12, —28]
24, —29
cogl19] cog cog cogl—24] |eagll] cogl9, —27, 28] |eog[—21, —27] [eg[17]
28 dag[2, —3,23] |dpg(22] dog[12] |dag dag dag dag




Table 4. The differential path for full SIMD-512.
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step| [ s [L] Ty T3 T4 s Tg T, Is o
0 ag agl23, —24] |ag[—3,26, —27]  |ag[6] agll1, 20, ag agl—4, —23,32] [ag 2—16
—21, 29]
bo bol—1, bo bo bo bo[—7, —8,9] |bg[10] bol4,7, —11,
—~15,19] —13, 24, —27]
col—=3] co col-17, col8, 26] col—=3] col—4, co €0
—18,19] —17, 32]
do dg dg 9] dg[—4,15] |dg dg[—23] do dgl3, —12,
16, 30]
1 |3 [23]ay ay ay[—18, —19, —20,]ay[—27,31] [ay[11] ay ay aq[21] 2— 17
—21, 22, 31]
by b1[26, —27] |b1[—6, 29, —30] b1 (9] by (14, 23, by b1[3, =7, —26] |by
—24,32]
c1 c1[—1, c1 c1 c1 c1[—7,—8,9] |eq1[10] c1[4,7, —11,
—15,19] —13, 24, —27]
dy[—3] dy dy[—17, dy[8, 26] dy[—3] dq[—4, dy dy
—18,19] —17,32]
2 [23[17]as[20, ag as ag[11, 25] a5 (20, 21, ag[—2, as as PR
21, —22] 22,23, —24]| —17,21]
by by by[—9, —10, bo[—18,22] |bg[2] 2 by by[12]
.., 13, 22]
co c9[26, —27] |ea[—6, 29, —30] cq[9] coll4, 23, co cal3, =7, —26] |co
—24, 32]
do do[—1, do do do do[—7, —8,9] |da[10] dol4,7, —11,
—15,19] —13, 24, —27]
3 [17(27]ag[17, 18, |ag[—14, —15,|ag ag ag[17] ag[2] ag as[8, —9, 22, 26
., —27] ..., 19] 23, ..., —30,
—31, —32, 1]
b3[5,6, —7] |bg bs b3[10, 28] b3[5,6,7 bg[—2,6, —19]|bg bg
8, —9]
c3 c3 c3[—9, —10, c3[—18,22] |e3[2] cs cg c3[12]
.., 13, 22]
ds d3[26, —27] |d3[29, —30] d3[9] dg[14, 23, ds dg[3, —7, —26] |d3
—24,32]
4 [27] 3]ay ayg[—22,29] |ag[—16, —17, ay ay ay ay[—6, —7, ay 2-62
22, —32] —8,9, —10]
bg[12,13,  |bg[—9, —10, |by by byl12] by [29] by by[3, —4,17,
., —22] ..., 14] 18, ..., —25,
—26, —27, 28]
c415,6, —7] |eg cy c4[10, 28] c4[5,6,7 cg[—2,6, —19] | cy cy
8, —9]
dy dy dy[—9, —10] dy[—18,22] |d4[2] dy dy dy12]
.., 13, 22]
5 | 3]23]as ag [13, —32] as ag ag as ag[—14, 15, —16][27°9
bs bs[—25,32] |bs[—3, 19] bs by bs bs[—9, —10, by
—11,12, —13]
c5[12,13,  |eg[—9, —10, |c5 s c5(12] c5[29] cs c5[3, —4, 17,
., —22] ..., 14] 18, ..., —24,
—26, —27, 28]
ds[5,6, —7] |ds ds d5[10, 28] ds[5,6,7 ds[—2,6, —19]|ds ds
6 [23[17]ag[3, —4, ag ag agl—13, —14,|ag[22, 23, agl—19] ag[—29, —30, |ag 2—8%
—22] ..., 20, L., —31] —31, —32,
—27, —28, —1,..,6]
..., 32]
bg bg bg[4, —23] bg bg bg be bg[—5, 6, —7]
cg cgl—25,32] |cgl—3,19] cg cg cg cgl—9, —10, cg
—11,12, —13]
dgl12,13, |dg[—9, —10, |dg dg dg[12] dg[29] dg
L=22] |, 14]
7 [17]27][ar[8, 9, —10][ar ag ag[—27] ag ag[—24, —25, |ay ar[—21, —22, 2—67
..., 29] ..., 25]
by [—7, by by brl—12, —13,|b7[7, 8, br[—4] br[14, 15, by
20, —21] .17, —30,| ..., —16] ., —23]
—31, ..., 5]
e c crla, —23] e e e c cr[—5,6, —7]
dy dr[—25,32] |d7[—3,19] dr dr dr d7[9, —13] dy
8 [27] 3 [ag[12] ag[—28] ag[—6] ag ag ag[28] ag[12] ag 2—63
bg[3,4, —5] |bg bg bg[—22] bg bg[—19, —20, |bg bgl—16, —17,
.., 24] ..., 20]
cg[—7, cg cg cg[—12, —13,|cg(7, 8, cg[—4] cgll4, 15, cg
20, —21] .17, =30, ..., —16] ..., —23]
—31,...,5]
dg dg dg[4, —23] dg dg dg dg dg[—5,6, —7]
9 [28][19]ag ag[—15] ag[—10, 23] ag ag ag ag[10] ag7, —26] 2=67
by (8] bg[—24] bg[—2] by by bg [24] by (8] bg
cgl3,4, —5] |cg cg cg[—22] cg cg[—19, =20, |cg cg[—16, —17,
..., 24] ..., 20]
dg[—7, dg dg dg[—12, —13,|dg[7, 8, dg[—4] dg (14, 15, dg
20, —21] .17, —30,| ..., —16] ., —23]
—31,...,5]
10 |19)22]ayg aio aig a10[20] aig aig ajol—4] aio 273
b10 biol—2] b10[10, —29] b1o b1o b1o b10([29] b1ol—13,26]
c1ol8] c10[—24] c10(—2] €10 €10 c10(24] c10l8] €10
dyg[3, 4, —5]|d1g dig dyg[—22] dig dyg[—19, —20,|d7g dyg[—16, —17,
...24] ..., 20]
11 122( 7 |a1y ary ary a11[—29] ary aryl aiy ay1[23] 2= 15
b11 b1y b11 b11[10] b11 b11 b11[—26] b11
c11 c11[—2] c11[10, —29] c11 c11 c11 c11[29] c11[—13,26]
d11(8] di1(—24] d11(=2] di1 di1 dq1(24] d11(8] di11
12 | 7 128|aq3[4] a12[—20] aiz aiz ai2 ai2[—20, aig aig 2= 15
21, 22]
b12 b12 b12 bi2[—4] b12 b12 b12 b12([30]
€12 €12 €12 c12(10] €12 €12 c12[—26] c12
di2 di2(=2] d12(10, —29] di2 di2 di2 d12(29] dy12[—13, 26]
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step| v | s [ L1 o T3 T4 Ts g I Ty pr
13 [28[19]ay3 a13[—21] a13[—29, =30, 31]|ay3 a3 a3 a3 a13[13] Pk
b13[32] b13[—16] b13 b13 b13 big[-16, b13 b13
~17, 18]
€13 €13 €13 c13[—4] €13 €13 €13 c13[30]
d13 d13 d13 d13[10] d13 d13 d13[—26] d13
14 |19(22)aq4 aiq aj4[21] ajq aiq ajq aiy aiy 2~ 13
bia bia[—8] b1a[—16, —17,18] |b1g bia bia bia b14(32]
c14(32] c14[—16] ci4 c14 c14 ci14[—16, c14 c14
—17,18]
dig dig dia diga(—4] dig dig dig d14(30]
15 122| 7 layp als als a15(6] als als als a15(5] 2= 12
b1s b1s bis[11] bis b15[—32] b1s b15(—20] b1s
€15 c15[—8] e15(—16, —17,18] fe15 15 €15 €15 c15(32]
dy5[32] dy5[—16] dis dis dis dy5[—16, dys dis
~17,18]
16 | 7 [28|aj6[—28] aig aie aie aie aig(12] ale aie 279
bie bi6 bie bi6 bie b16 b16 big(12]
c16 €16 c1p(11] €16 €16 c16 €16 €16
die di6(—8] d16[16] die die die die d16(32]
17 129] 9 Jay7 ay7[=17] ay7 ayr ay7 ayy alr alr 275
by7[—25] bi7 bi7 bi7 bi7 b179] bi7 bi7
€17 c17 c17 c17 c17 c17 c17 ci7l12]
di7 di7 di7[11] di7 di7 di7 di7 di7
18 |9 115/a1g alg aig alg aig alg alg alg 2=1
big b1g[—26] big big b1g b1g b1g big
c18[—25] c18 c18 c18 c18 c18(9] c18 c
d18 dig d18 dig dig dig d1g dy1g[12]
19 [15] 5 fag alg ajg aig aig aig aig a19[17] 2—1
big b1g big b1g b1g b1g b1g b1g
c19 c19[—26] c19 c19 c19 c19 c19 c19
di19[—25] di9 di9 di9 di9 dy19[9] dig d19
20 | 5]29]agg az0 az0 azo a0 agol6] a0 a0 2=3
b20 b20 b20 b20 b20 b20 b20 b20[22]
€20 €20 €20 €20 €20 €20 €20
d20 dog[—26] d20 d29 d29 d2g d20 d20
21 |29] 9 |agy agy az] ag1 ag1 az1 a2 a2 272
ba1 ba1 b21 b21 b21 b2113] b21 b21
€21 €21 c21 c21 c21 ca1 c21 c21[22]
d2i day d2i day d2i dai day day
22 |9 |15|a22 a2 a2 az2 a2 az2 a2 a2 2=2
ba2 b22 ba2 ba2 ba2 b22 b22 b22
€22 €22 c22 c22 €22 c221(3] c22 c22
d2o d2o d22 dao dao dao dao dgg[22]
23 |15 5 |ag3 a3 a3 a3 a3 az3 azs a3[27] 2=?
b23 b23 b23 b23 b23 b23 b23 b23
c23 c23 ca3 c23 c23 c23 c23 c23
d3 da3 da3 da3 da3 d23(3] da3 da3
24 | 5 129]azg a4 a4 a4 az4 a24 a24 a24 2~ T
b24 b24 b24 b24 b24 b24 b24 b241[32]
c24 c24 c24 c24 c24 c24 c24 c24
doq dog doq dog doq daq d2q doq
25 | 4 |13|azs5 azs azs azs azs azs azs azs 27T
bas bas bas bas bas bas bas bas
c25 c25 €25 c25 c25 c2s5 c25 c25(32]
d2s das das das das das das das
26 [13[10]asg asg asg asg asg asg ang asg 21
b26 b26 ba6 b26 b26 b26 bag b2g
c26 c26 c26 c26 c26 €26 €26 c26
dae d2e6 d2g d2e dae d2e d2e dog[32]
27 |10|25|ag7[25] agy az7 az7 az7 az7 az7 az7 2= 1
ba7 ba7 ba7 ba7 ba7 ba7 ba7 ba7
car car car car car car car car
da7 da7 da7 da7 da7 da7 da7 da7
28 25| 4 |aog a2g azg a2g[18] a2g a2g azg azg 272
bag bag bag bag bag bag b2g bag[18]
cag cag cag cag cag c28 c28 c28
dg dg dg dg dg dg dag dag
29 | 4|13|agg agg ang[22] agg agg agg azg azg 273
b2g ba2g b2g bag[22] b2g bag b2g b2g
c29 c29 c29 c29 c29 c29 c29 ca9[18]
dog dog dag d2g dog d2g dag dag
30 |13|10fazq a3 agzo ago ago[3] ago azo a30 2~7
b30 b30 b30(3] b30 b30 b30 30 30
€30 €30 €30 e30(22] €30 €30 €30 €30
d30 d30 d30 d30 d30 d30 d30 d3o[18]
31 [10[25[ag; ag| agy agy agy ag] ag1[13] agy[—11,12] 26
b31 b31 b31 b3y b31[13] b31 b31 b31
€31 €31 c31(3] €31 €31 €31 €31 €31
d3q d3y dzq d3q[22] d3q d3i d31 d3z1
32 |25/ 4 lagp ag2 aza ag2(26] aga[4] ag2[6] aga aza 27
b32 b32 b32 b32 b32 b32 b3216] b32[4]
€32 €32 €32 €32 c32[13] €32 €32 €32
d3o d3zo d32(3] d3zo d3zo d3o d3zo d3zo
33 |4 [13[agz[10] a33(8] az3 azs agz[—4] agg[—14, —28, 32][a33[30] agz3 2~ 13
b33 b33 b33 b33[30] b331(8] b33(10] b33 b33
€33 €33 €33 €33 €33 €33 c33(6] c33[4]
d33 d33 d33 d33 d33[13] d33 d33 d33
34 [13[10[ags[—4, 13] |ags[11] ag4[—9, 13] agy[—17, 19, 24][ag4[16, 23] asgy asg4l4, 18, a34[23, 25] 22
—31, 32]
b34(23] b34(21] b34 b3g b34[—17] b34[—9,13, =27] |bgq[11] b34
€34 €34 €34 €34(30] c34(8] c34(10] c34 €34
d3q d3q d3q d3q d3q d3q d34[6] d34(4]
35 [10[25]ag5(1, 4, azs ags[9, 14] azs[1, 3] azs[—14, 23] |agzg[21, 32] asg5[—10, —19, [ags[2, —27, 30] |2~ 16
=13, 22, 26) 23, 31]
bas[—14, 23] |bgs[21] bys[—19, 23] bas (2, —27,29] [bgs[l, 26] bas bys[—9, 10, bss[1, 3]
14, 28]
c35(23] c35(21] 35 e c35[—17] c35[—9, 13, —27] |eg5[11] 35
d3s d3s d3s d3s d3s5[8] d35(10] d3s d3s
36 |25 4 |azgl4] agg[—6, 15, 19, [agg[26, 28] asg[2, —23] asg (12, 14, 25] |agg[7, 11, agg[—20] aggl—2,7, 263
25, 26, 29] 14, 15, 28] —12, 20, 24]
bagl—6,15, |b3g b3g (2] b3 (26, 28] bag[—7,16]  |bag[l4, 25] bagl—3, —12, |bgg[—20, 23, 27]
19, 26, 29] 16, 24]
c36[—14,23] |c36[21] c36[—19, 23] c36(2, —27,29] |c3g(1, 26] c36l 636[7]91 10, |e3gl1, 3]
14, 28
d36(23] d3g(21] d3e d36 d3g[17] d3zg[=9, 13, —27] |d3g[11] d3e




