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Description of Hamsi-256

Hamsi

o Hash function designed by Ozgiil Kiiciik from K.U. Leuven.

e One of the 14 second round finalists of NIST SHA-3
competition.
o Supports output sizes of 224, 256, 384, 512 bits.
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Description of Hamsi-256

Hamsi

Hash function designed by Ozgiil Kiiciik from K.U. Leuven.
One of the 14 second round finalists of NIST SHA-3
competition.

Supports output sizes of 224, 256, 384, 512 bits.

This work is focused on the compression function of
Hamsi-256.
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Compression Function of Hamsi-256
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Initialization of the State
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® Hamsi-256 state consists of a 4x4
array of 32-bit words.
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Initialization of the State
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i) iy o cvy
cug cug (P m3
g My cvy cvs
Cug cuy Mg mr,

Cagdas Calik and Meltem Sénmez Turan

® Hamsi-256 state consists of a 4x4
array of 32-bit words.

® It can also be regarded as 128
columns, each containing a 4-bit
value.
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Initialization of the State

® Hamsi-256 state consists of a 4x4
array of 32-bit words.

mg My cvg vy
® It can also be regarded as 128
Uy vz My s .. .
columns, each containing a 4-bit
N Mg vy cvy
value.
Cug cuy Mg Ty

® Each column contains 2-bits from
expanded message and 2-bits from
the CV.
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Substitution

g, \ my V0 V1

CUz 1y \ m3 . .

S — - ® Each column is subsituted by the
my. cv. cv; .

A\ 2 5 4x4 Hamsi s-box.

UG \
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Substitution

g iy o V1

LUz ms m3 . .

S — - ® Each column is subsituted by the
my. cv. cv, .

A\ 2z 5 4x4 Hamsi s-box.
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Diffusion
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Table: Difference distribution table of the Hamsi s-box.
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Diffusion

e Each bit in L affects at least 2 output bits.
e Each bit in L affects at most 7 output bits.
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Differential Properties

Message Expansion

» (128,16,70) linear code over Fy.

¢ Any non-zero difference in a message block spreads to at least
70 columns.

e Probability of a 1-round characteristic is at least
2—2.70 — 2—140_
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Finding unaffected bits

Aim
® Given an input CV difference, find (if there are any) the output bits that will not
be affected with probability 1.
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Differential Properties

Finding unaffected bits

Aim
® Given an input CV difference, find (if there are any) the output bits that will not
be affected with probability 1.

Substitution
® If any of the bits in a column is affected, mark the whole column bits as
affected, i.e. assign the value Oxf to that column.

® Exception: In the first Substitution operation, we can use the truncated
differential property of the s-box. If the input difference is Oxa, assign the value
Oxe to that column, i.e., the least significant bit will not be affected.
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Differential Properties

Finding unaffected bits

Aim
® Given an input CV difference, find (if there are any) the output bits that will not
be affected with probability 1.

Substitution
® If any of the bits in a column is affected, mark the whole column bits as
affected, i.e. assign the value Oxf to that column.

® Exception: In the first Substitution operation, we can use the truncated
differential property of the s-box. If the input difference is Oxa, assign the value
Oxe to that column, i.e., the least significant bit will not be affected.

Diffusion

® Precomputation: For each state bit, construct a list that contains the indices
which affects that bit of the state.
® Using this list, mark a state bit affected if any of the bits it depends is affected.
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Differential Properties Attacks Conclusion

Compression Function
00000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
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Description of Hamsi-256

Compression

Differential Properties

Function

Attacks Conclusion

00000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
l Round 1 Substitute
00000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
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Differential Properties

Compression Function

00000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
l Round 1 Substitute
00000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
l Round 1 Diffuse
00000000 00000010 00000082 40000000
02000000 00000000 00000000 10000000
01020000 00000000 00000000 00200000
80000000 00000004 00000000 00000000
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Differential Properties

Compression Function

00000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
l Round 1 Substitute
00000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
l Round 1 Diffuse
00000000 00000010 00000082 40000000
02000000 00000000 00000000 10000000
01020000 00000000 00000000 00200000
80000000 00000004 00000000 00000000
l Round 2 Substitute
83020000 00000014 00000082 50200000
83020000 00000014 00000082 50200000
83020000 00000014 00000082 50200000
83020000 00000014 00000082 50200000
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Differential Properties

Compression Function

00000000 00000000 00000000 00000000 08771d1a 60£028b1 2e19419f c58be9al
01000000 00000000 00000000 00000000 . 06041549 800028e8 02050105 0608008
00000000 00000000 00000000 00000000 831e5403 68008abd 0e0415ff £0e2e020
01000000 00000000 00000000 00000000 8b000141 49000a0c 00285100 10438828

Round 1 Substitute

-

00000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000
01000000 00000000 00000000 00000000

Round 1 Diffuse

-

00000000 00000010 00000082 40000000
02000000 00000000 00000000 10000000
01020000 00000000 00000000 00200000
80000000 00000004 00000000 00000000

Round 2 Diffuse

Round 2 Substitute

-

83020000 00000014 00000082 50200000
83020000 00000014 00000082 50200000
83020000 00000014 00000082 50200000
83020000 00000014 00000082 50200000
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Differential Properties

Compression Function

00000000 00000000 00000000 00000000 08771d1a 60£028b1 2e19419f c58be9al
01000000 | 00000000 | 00000000 | 00000000 . | 0s0a15e9 | 8000288 | 02050105 | b0608008
00000000 00000000 00000000 00000000 831e5403 68008abd 0e0415ff £0e2e020
01000000 00000000 00000000 00000000 8b000141 49000a0c 00285100 10438828
l Round 1 Substitute l Round 3 Substitute

00000000 00000000 00000000 00000000 8f7£5d5b e9f0aafd 2e3d55ff fS5ebe9a8
01000000 00000000 00000000 00000000 8f7£5d5b e9f0aafd 2e3d55ff f5ebe9a8
01000000 00000000 00000000 00000000 8f7f5d5b e9f0aafd 2e3d55ff f5ebe9a8
01000000 00000000 00000000 00000000 8f7£5d5b e9f0aafd 2e3d55ff fS5ebe9a8

o

3

Round 1 Diffuse &

~

E

00000000 00000010 00000082 40000000 g

~

02000000 00000000 00000000 10000000
01020000 00000000 00000000 00200000
80000000 00000004 00000000 00000000

Round 2 Substitute

-

83020000 00000014 00000082 50200000
83020000 00000014 00000082 50200000
83020000 00000014 00000082 50200000
83020000 00000014 00000082 50200000
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Differential Properties

Compression Function

00000000 00000000 00000000 00000000 08771d1a 60£028b1 2e19419f c58be9al
01000000 00000000 00000000 00000000 . 06041549 800028e8 02050105 0608008
00000000 00000000 00000000 00000000 831e5403 68008abd 0e0415ff £0e2e020
01000000 00000000 00000000 00000000 8b000141 49000a0c 00285100 10438828
l Round 1 Substitute l Round 3 Substitute
00000000 00000000 00000000 00000000 8£7£5d5b e9f0aafd 2e3d55ff f5ebe9a8
01000000 00000000 00000000 00000000 8£7f5d5b e9f0aafd 2e3d55ff f5ebe9a8
01000000 00000000 00000000 00000000 8f7£5d5b e9f0aafd 2e3d55ff f5ebeda8
01000000 00000000 00000000 00000000 o 8£7£5d5b e9f0aafd 2e3d55ff f5ebe9a8
<]
l Round 1 Diffuse E: l Round 3 Diffuse
™
el
00000000 00000010 00000082 40000000 g fEEFFFFfF fEEFFFFF fEEFFFFT fEEFFFFf
02000000 00000000 00000000 10000000 = fffebfff fTE7EEEE Tefffbff ffffdfff
01020000 00000000 00000000 00200000 fEEEFFFF fEEFFFFF jessssssd f5EfffFff
80000000 00000004 00000000 00000000 fffeffd7 fE£77eff defbfff7 fdf7fcfe

Round 2 Substitute

-

83020000 00000014 00000082 50200000
83020000 00000014 00000082 50200000
83020000 00000014 00000082 50200000
83020000 00000014 00000082 50200000
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Differential Properties

Compression Function

00000000 00000000 00000000 00000000 08771d1a 60£028b1 2e19419f c58be9al
01000000 | 00000000 | 00000000 | 00000000 | ooatsas | sooozses | 02050105 | wososoos
00000000 00000000 00000000 00000000 831e5403 68008abd 0e0415ff £0e2e020
01000000 00000000 00000000 00000000 8b000141 49000a0c 00285100 10438828
l Round 1 Substitute l Round 3 Substitute
00000000 00000000 00000000 00000000 8£7£5d5b e9f0aafd 2e3d55ff f5ebe9a8
01000000 00000000 00000000 00000000 8£7f5d5b e9f0aafd 2e3d55ff f5ebe9a8
01000000 00000000 00000000 00000000 8f7£5d5b e9f0aafd 2e3d55ff f5ebeda8
01000000 00000000 00000000 00000000 8£7£5d5b e9f0aafd 2e3d55ff f5ebe9a8
s
g
Round 1 Diffuse & Round 3 Diffuse
~
E
00000000 00000010 00000082 40000000 3 fEEFFFFfF fEEFFFFF fEEFFFFT fEEFFFFf
02000000 00000000 00000000 10000000 = fffebfff fTE7EEEE Tefffbff ffffdfff
01020000 00000000 00000000 00200000 fEEEFFFF fEEFFFFF jessssssd f5EfffFff
80000000 00000004 00000000 00000000 fffeffd7 fE£77eff defbfff7 fdf7fcfe
l Round 2 Substitute l Truncate and Feed Forward
83020000 | 00000014 | 00000082 | 50200000 [feeeeeee | seeeeees | feeesees | sreesees |
83020000 00000014 00000082 50200000 ‘ fEEEFFFF ‘ fEEFFFFF ‘ jessssssd ‘ f5ffffFfF ‘

83020000 00000014 00000082 50200000
83020000 00000014 00000082 50200000
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Description of Hamsi-256 Differential Properties Attacks Conclusion

Unaffected bit list for 1-bit input diff.

Column CV bit Unaffected output bits Condition
14 78 78,150 myg =1, mup =1
15 79 79,151 s = 1, ma3 = 1
76 110 110, 182 mae = 1, miza = 1
47 111 111, 183 my7 =1, my75 =1
78 130 14, 214 m7g = 0, mags = 0
79 131 15, 215 m7g = 0, myo7 =0
110 184 46, 246 my10 = 0, my3g =0
111 185 47, 247 mi11 = 0, my3e = 0
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Description of Hamsi-256 Differential Properties Attacks Conclusion

Unaffected bit list for 2-bit input diff.

Column CV bits Unaffected bits Column CV bits Unaffected bits
0 64,192 165, 201 32 96,224 197, 233
1 65,193 166 33 97,225 198
2 66,194 167 34 98,226 199
3 67,195 168 35 99,227 200
4 68,196 169 36 100,228 201
6 70,198 227 38 102,230 131
7 71,199 228, 230 39 103,231 132, 134
8 72,200 229 40 104,232 133
9 73,201 131, 230 41 105,233 134, 163
10 74,202 132, 231 42 106,234 135, 164
11 75,203 133, 232 43 107,235 136, 165
12 76,204 134, 233 44 108,236 137, 166
13 77,205 135 45 109,237 167
14 78,206 136 46 110,238 168
15 79,207 137 47 111,239 169
26 90,218 195 58 122,250 227
27 91,219 196 59 123,251 228
28 92,220 197 60 124,252 229
29 93,221 198 61 125,253 230
30 94,222 163, 199 62 126,254 195, 231
31 95,223 164, 200 63 127,255 196, 232
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Description of Hamsi-256 Differential Properties Attacks Conclusion

Attacks

o Distinguisher
o Message Recovery Attack
e Pseudo-Preimage Attack
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Description of Hamsi-256 Differential Properties Attacks Conclusion
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 80000000 00000000
00000000 00000000 00000000 00000000

o Start with a low weight difference in the state.
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Distinguisher

Attacks

00000000 00000000 800802c0 02800204
00080010 00010308 00000000 00000000
00000000 00000000 80080280 02800204
00080010 00010308 00000000 00000000
p=24 l Round 1
00000000 00000000 00000000 00000200
00000000 00000200 00000000 00000000
00000000 00000200 00000040 00000000
00000000 00000000 00000040 00000200
p=2"% l Round 2
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 80000000 00000000
00000000 00000000 00000000 00000000

o Trace the difference back for 2 rounds. (P = 27°1)
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Attacks

Distinguisher

00000000 00000000 800802c0 02800204 00000000 00000020 00000000 80000000
00080010 00010308 00000000 00000000 e 00000000 00000000 00000001 00000000
00000000 00000000 80080280 02800204 00000000 10000000 00000000 20000000
00080010 00010308 00000000 00000000 00000000 00000000 00000040 00000000
p=24 l Round 1 p=21 l Round 4
00000000 00000000 00000000 00000200 00800204 00001000 130c010c 00001000
00000000 00000200 00000000 00000000 00000000 20000040 00000080 40105000
00000000 00000200 00000040 00000000 2 020a2a04 20000000 04000108 00000010
00000000 00000000 00000040 00000200 5 00000000 20801008 00000080 00040010
=
p=27% l Round 2 p=275 l Round 5
00000000 00000000 00000000 00000000 00721100 4269a70b 8c300540 abdeddc3
00000000 00000000 00000000 00000000 19105087 334108d1 2e4a0928 a8c88020
00000000 00000000 80000000 00000000 02b72644 5880821a 3e4ab99d 00144d35
00000000 00000000 00000000 00000000 74104000 ac88000a 8e202aa3 32021859

o Trace the difference forward for 3 rounds. (P = 27%)
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Attacks

Distinguisher

00000000 00000000 800802c0 02800204 00000000 00000020 00000000 80000000
00080010 | 00010308 | 00000000 | 00000000 ., | 00000000 | 00000000 | 00000001 | 00000000
00000000 00000000 80080280 02800204 00000000 10000000 00000000 20000000
00080010 00010308 00000000 00000000 00000000 00000000 00000040 00000000
p=21 l Round 1 p=2-15 l Round 4
00000000 | 00000000 | 00000000 | 00000200 00800204 | 00001000 | 130c010c | 00001000
00000000 00000200 00000000 00000000 00000000 20000040 00000080 40105000
00000000 00000200 00000040 00000000 2 020a2a04 20000000 04000108 00000010
00000000 | 00000000 | 00000040 | 00000200 5 00000000 | 20801008 | 00000080 | 00040010
o
p=2-% l Round 2 l Round 5
00000000 00000000 00000000 00000000 00721100 4a69a70b 8c300540 a64eddc3
00000000 00000000 00000000 00000000 19105087 334108d1 2e4a0928 a8c88020
00000000 | 00000000 | 80000000 | 00000000 | 02b72644 | 5880821a | 3e4ab99d | 00144d35
00000000 00000000 00000000 00000000 74104000 ac88000a 8e202aa3 32021859

e Feed forward.
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Attacks

Distinguisher

00000000 00000000 800802c0 02800204 00000000 00000020 00000000 80000000

00080010 | 00010308 | 00000000 | 00000000 ., | 00000000 | 00000000 | 00000001 | 00000000

00000000 00000000 80080280 02800204 00000000 10000000 00000000 20000000

00080010 00010308 00000000 00000000 00000000 00000000 00000040 00000000
p=21 l Round 1 p=2-15 l Round 4

00000000 | 00000000 | 00000000 | 00000200 00800204 | 00001000 | 130c010c | 00001000

00000000 00000200 00000000 00000000 00000000 20000040 00000080 40105000

00000000 00000200 00000040 00000000
00000000 00000000 00000040 00000200

020a2a04 20000000 04000108 00000010
00000000 20801008 00000080 00040010

l Round 5

807a13c0 ‘ 48e9a50f ‘ 8c380550 ‘ a4f47cb ‘
82bf24cd ‘ 5a00801e ‘ 3e42b98d ‘ 00164e3d ‘

Round 3

p=2"8 Round 2

-

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 80000000 00000000
00000000 00000000 00000000 00000000

o 5 round characteristic with P = 27126

Cagdas Calik and Meltem Sénmez Turan Message Recovery and Pseudo-Preimage Attacks on the Compres



Attacks

Distinguisher

00000000 00000000 800802c0 02800204 00000000 00000020 00000000 80000000
00080010 00010308 00000000 00000000 e 00000000 00000000 00000001 00000000
00000000 00000000 80080280 02800204 00000000 10000000 00000000 20000000
00080010 00010308 00000000 00000000 00000000 00000000 00000040 00000000
= l Round 1 p—2-15 l Round 4
00000000 00000000 00000000 00000200 00800204 00001000 130c010c 00001000
00000000 00000200 00000000 00000000 00000000 20000040 00000080 40105000
00000000 00000200 00000040 00000000 : 020a2a04 20000000 04000108 00000010
00000000 00000000 00000040 00000200 5 00000000 20801008 00000080 00040010
&
p=27% l Round 2 p=27"% l Round 5

00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000
00000000 00000000 80000000 00000000
00000000 00000000 00000000 00000000

807a13c0 | 48¢9a50f | 8380550 | a64f47cb |
82bf24c4d ‘ 5a00801e ‘ 3e42b98d ‘ 00154e3d ‘

o Choose an appropriate message and CV to satisfy first round
transitions for free. (P = 2783)
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Attacks

Message Recovery Attack

Challenge

Let CF: M x CV — CV, and m € M be secret. Find m by
observing outputs of CV/(m, cv) for cv’s of our choice.

i.e., we can compute F(cv) = CF(m,cv).

232

If CF would be ideally secure, we had to try possible messages.
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Message Recovery Attack

¢
? vy ? CV3
Cr Cr
CV, CVy
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Table: Unaffected output bits given the differences a, and 2, to column

18

Column Difference Message bits Unaffected output bits
18 ax 0y 26 109 131 140 154 232
18 ax 1y 1310 12 26 30 36 39 49 82 84 109 131 133 134
140 148 154 156 169 196 210 212 232 235 239
18 ax 2 26 109 131 140 154 232
18 ax 3x 113 169 198 241
18 2x 0x 192
18 2x 1x,2x,3x -
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Message Recovery Attack

Table: List of chaining value bit indices used for message recovery

Column m= 1y m = 3y m= 2y
16 1 196 -
17 0 197 -
18 1 198 192
19 2 199 163
20 0 200 164
21 1 201 165
22 2 243 166
23 3 244 167
24 4 245 168
25 5 147 169
26 6 148 168
27 7 149 169
28 8 150 168
29 9 151 169
30 10 152 -
31 11 153 -
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Message Recovery Attack

Complexity (worst case)

o According to the experiments we ran, 2* tries seems sufficient
to decide whether a CV bit changes or not.

2 checks/column for the first 2 and last 2 columns: 2 x 4 =8

3 checks/column for the remaining 12 columns: 3 x 12 = 36
Exhaustive search for the 4 undetermined bits: 2*
Total complexity of the attack: 2%.(36 + 8).2 4 24 = 21048
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Pseudo-Preimage Attack

® Given a target CV.
°

v
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Pseudo-Preimage Attack

CF

cv
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® Given a target CV.

® Find (M, CVp) such that
CF(M, CV,) = CV.
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Pseudo-Preimage Attack

cv
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:
[m] = = =
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‘ 5 ‘ I -
CF
‘I I - ‘
cv
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Pseudo-Preimage Attack

CF
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CF

Q

Va

‘ o
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h

CF
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Pseudo-Preimage Attack

CF
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Pseudo-Preimage Attack

CF
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Pseudo-Preimage Attack

CF
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Pseudo-Preimage Attack

CF
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Pseudo-Preimage Attack

CF
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Example for § = 2%

Vector Covered by Probability Vector Covered by Probability
0000 - 1 1000 2 2—4
0001 2 2—4 1001 - 1
0010 1 22 1010 1 22
0011 1 22 1011 1 2—4
0100 1 2—2 1100 1 22
0101 1 22 1101 1 22
0110 2 2— %4 1110 - 1
0111 - 1 1111 2 2%
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Pseudo-Preimage Attack

Table: The effect of size of S on the complexity gain

k Size of S Expected number Gain
evaluations
2 21 21.09 20.91
3 21 21.81 21.19
4 22 22.54 21.36
5 23 23,60 21.40
6 24 24.25 21.75
7 24 25.46 21.54
8 25 26.36 21.64

e Using 6 CV indices, we can search the whole CV space with
2250.24.25 — 2254.25 CF calls.

¢ Probability of success for 1 instance of the attack is
approximately 63%.

e For 2 and 3 instances, corresponding probability of success
and attack complexities are (86%,225525) and (95%, 22%5-83).
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Summary

e We have found truncated differentials for the compression
function of Hamsi-256 with probability 1.
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Conclusion

Summary

e We have found truncated differentials for the compression
function of Hamsi-256 with probability 1.

o Message recovery attack with complexity 21048 CF calls..
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Conclusion

Summary

e We have found truncated differentials for the compression
function of Hamsi-256 with probability 1.

o Message recovery attack with complexity 21048 CF calls..

o Preimage attack with complexity 225425 CF calls.
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Conclusion

We have found truncated differentials for the compression
function of Hamsi-256 with probability 1.

Message recovery attack with complexity 21948 CF calls..
Preimage attack with complexity 225425 CF calls.

5-round distinguisher with complexity 283.
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Thank You.
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