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Overview

XBX Is almost 'SUPERCOP on microcontrollers'

Some differences:
= Maximum plaintext length = 2048 bytes

= 'Long messages' ;= 20438 - 1024
= Records ROM/RAM usage by default

Please see CHES paper or website for details on XBX

URL.: https://xbx.das-labor.org/trac/wiki


https://xbx.das-labor.org/trac/wiki

Atmel ATmegal281
8bit microcontroller

(atmegal281 16mhz)
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Atmel ATmegal284P
8bit microcontroller

(atmegal284p 16mhz)
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Texas Instruments AR7
MIPS based 32bit SoC

(fritzbox-7170)
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Atmel AT91RM9200
ARM 920T based 32bit SoC

(artila_m501)
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Intel XScale IXP420
ARMV5TE architecture

(nslu2-openwrt)
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Luminary Micro (Tl) Im3s811
ARM Cortex-M3

(Im3s811-evb)
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Summary and Conclusion



Speed (long msg)

Algorithm Atmegal281,AVR Atmegal284,AVR Fritzbox,AR7(MIPS) Artila M501,ARM920T NSLU2,ARMV5TE LM3S811,Cortex-M3
blake32 884 884

blake64 3795 3960 129 119 148 143
bmw256

bmw512 2969 2969 68 81 76

cubehash1632 4168 4168 162 144 147 136
echo256 1065 1065 164 196 196 174
echo512 2108 2108 324 355 385 325
echosp256 - - 419 201 225 175
echosp512 g g 489 240 274 214
fugue256 810 810 99 107 124 118
fugue512 1549 1549 185 198 233 230
groestl256 1309 a1 281 234 296 272
groestl512 3365 3365 508 562 449 396
hamsi 5353 5353 218 266 261 212
jh256 2637 2637 256 345 292 279
jh512 2637 2637 256 333 292 279
keccak512 7949 7949 441 571 581 454
keccak256 4572 4572 156 150 209 241
luffa256 2722 2722 107 86 R 78
luffa512 4688 4688 199 178 140 146
shabal256

shabal512

shavite3256 - 635 - - 126 -
simd256 2353 2353 218 238 216 185
simd512 - - 260 333 296 :
skein256 1204 1204 95 122 110 142
skein512 1443 1443 116 156 151 178
Visual coding  Best=2.5XBest |2.5X-5XBest  5X —10 X Best >10X Best




RAM

Algorithm Atmegal281,AVR Atmegal284,AVR Fritzbox,AR7(MIPS) Artila M501,ARM920T NSLU2,ARMV5TE LM3S811,Cortex-M3
blake32
blake64
bmw256
bmw512

cubehash1632
echo256
echo512
echosp256
echosp512

fugue256
fugue512
groestl256
groestl512

hamsi

jh256

jh512

keccak512

keccak256

luffa256

luffa512

shabal256

shabal512

shavite3256

simd256 1028
simd512 1856
skein256

skein512 704

Visual coding ~ [Best=25XBest 25X -5XBest ~ 5X-10XBest >10XBest




Algorithm Atmegal281,AVR Atmegal284,AVR Fritzbox,AR7(MIPS) Artila M501,ARM920T NSLU2,ARMVSTE LM3S811,Cortex-M3
blake32 3736

blake64 7104 1820
bmw256 7032 2480
bmw512 16724 16812 7117 5020 14076 3340
cubehash1632

echo256 3168 7056 1724
echo512 3168 7016

echosp256 - - 22792 20900 20932 18988
echosp512 - - 22792 20900 20932 18988
fugue256 10212 10212 17134 42342 14298 12632
fugue512 10212 10212 19958 42342 16766 14728
groestl512

hamsi 46478 46478 15267 156408 14284 11556
jh256 8760 8760 6058 4284 4200 3324
jh512 8760 8760 6058 4284 4200 3324
keccak256 3870 3928 16528

luffa256 20380 20380 7862 10852 5412 4228
luffa512 45252 45252 15205 10852 11852 7836
shabal256 17840 _
shabal512 17488

shavite3256 . 65922 31480 . 24880 -
simd256 31930 31930 12386 28416 10844 8276
simds512 - - 6846 9794 4570 -
skein512 10868

Visual coding ~ Best-2.5XBest 25X -5XBest  5X-—10 X Best >10X Best




Conclusions

= Shabal, BMW and Blake are consistently fast
= They are good with RAM and ROM usage, too

= Grgstl has small ROM, good RAM usage
= |s fast on AVR (asm) but not (yet) ARM

= CubeHash is king of ROM, good with RAM

= Achieves decent speed

= Great In really constrained environments like
smartcards

= Hamsi can be extremely good with RAM
= Even though only generic implementation yet!



= Please read the paper with the full results

= Please keep in mind that architecture aware
Implementations make a huge difference

= All of the 13 smallest candidates for both RAM and
ROM on AVR are avr-crypto-lib implementations

= The four fastest candidates on AVR are assembly

Implementations and Skein256 should bring that
number up to five, soon

= SHAvite, JH, Luffa, Fugue, Keccak, SIMD and

Hamsi suffer from a lack of embedded optimized
Implementations



Updates until Aug 22

Keccak-256 RAM 670 627 93.58% Assembly rotate, smaller constants. DO /
CWB

Keccak-512 RAM 638 595 93.26% Assembly rotate, smaller constants. DO /
CWB
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