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SHA-3 Competition and Finalists : Embedded Security

" NIST announced a public competition on November 2, 2007 to develop

a new cryptographic hash algorithm
" The winning algorithm will be named "SHA-3"
®* Hash algorithms currently specified in FIPS 180-3, Secure Hash

Standard, will be augmented
" Five SHA-3 finalists selected

* BLAKE, Grgstl, JH, Keccak and Skein
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Lightweight Applications : Embedded Security

" Lightweight devices and applications: :
e RFID (Radio-Frequency IDentification) tags | _I
O For identification and tracking purposes using radio waves - ||
® Smart cards ~ é‘
O Provide identification, authentication, data swui aye and dpp[iUdLiun
processing
® Sensor nodes
O Perform some processing, gathers sensory information and
communicates with other connected nodes in a network
® otc. WISAN Vi 4
" |ightweight device requirements: o ilge
®* | ow-power consumption
®* |Low-energy consumption
® (Compactness
" Speed/throughput not so important
" With the increase in RFID usage, security and identification problems arose
®  Several protocols using hash functions for the privacy of consumers
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Motivation : Embedded Security

" Need for lightweight cryptographic hash functions repeatedly expressed
®* For implementing cryptographic protocols on lightweight devices
" Few algorithms exist for providing satisfactory security and performance

" Suitability of SHA-3 finalists for lightweight applications should be

investigated!

" The aim of this study: To present efficient lightweight (serial)
implementations of SHA-3 finalists (256-bit message digest for all)

® Serial implementations result in low-throughput, but acceptable for

lightweight applications
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BLAKE : Embedded Security

Algorithm

BLAKE-256  32-bit <2%%-bit 512-bit 128-bit 256-bit
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SHA-3 Finalists

Embedded Security

BLAKE

Serial Data Flow
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Next chain values

[

G4/H2 - G7/H2 outputs

[°]

G4/H1 - G4/H1 outputs

]

GO/H2 - G3/H2 outputs

(]

5 : GO/H1 - G3/H1 outputs

[o]--

Previous chain values

(o]

ON THE SUITABILITY OF SHA-3 FINALISTS FOR LIGHTWEIGHT APPLICATIONS | HORST GORTZ INSTITUT FOR IT-SECURITY, CHAIR OF EMBEDDED SECURITY

THIRD SHA-3 CANDIDATE CONFERENCE

7



RUHR-UNIVERSITAT BOCHUM

hg 1 Lehrstunt fur

BLAKE : Embedded Security

state register

N
> A > A > A > A »| a A P>
LE A > A > A > A >N b B
| ) > >
L. G " G (Half G) module:
S AL =TAlL JALLs ( ')
] :) »| ¢ CH> cnst —
A 4
G L =
Pany E) A ];A SEA SEA M »d D|» a'r::-l [
i=s 1P LWL = b S
i ORI : = (=
d :C‘SC >>> $ : D
N - - - R 8
F)_> A “] A “1 A ' A 4 salt register
hash register
> AL ALIALA L ALIALIA LA L L HASH
— > > > > > > > > > oUTPUT
MESSAGE
/ SALT > - - _ _ _ ~ . .
lablablablablabiablablalb
message
register
»APPIAPIAPIAPIAPRPIAPAPA
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B |_ AKE : Embedded Security

clock
start pulse _,_l
pop LI 1 | l ]
push .
phase ——X 0 X1 X2 X 3 X__7_X 3 X Z -
round X 0 X X3 ¥—X 0 X . X__15__K¥

last |
active | L
ready —

® Phase-0: Read SALT

®* Phase-1: Read LENGTH

®* Phase-2: Read first MESSAGE block

®* Phase-3: Processing

® Phase-4: Read further MESSAGE blocks
®* Phase-4: Write MESSAGE DIGEST
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Grostl

: Embedded Security

Algorithm (1)

Grastl-256  32-bit < (273-577) - bit 512-bit 256-bit

o oy o il?f.@?.m

" Compression function: " Qutput transformation:
f(h,m)=P(hOm) O Q(m) Oh (Q(x) = trunc,(P(x) 0 m)

m » Q

hi_; P %—r h; h; —L> P —)é—) —» H(m)
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Grostl

" P/Q Composition

<

AddRoundConstant

Shif B
MixBytes

hg 1 Lehrstunt fur
: Embedded Security
® SubBytes e ShiftBytes for P
> S(.)

\ 4 .

* MixBytes * ShiftBytes for Q

circ(02,02,03,04,05,03,05,07)

—>
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G r¢$tl : Embedded Security
Serial Flow
. 0 0 12 !
ShiftBytes ~ ShiftBytes  [° S
for P g 14 fOF Q g 14
4x4 toy 5| [ 15 15
version 12— ) - : 12— [ 5 N
13— — N | ] 13— | N B
14— > > | ] 14— BN N B
15— > > 15 15— L > 3] |
—> —> - 15 —> —> E
MixBytes Ll N — = L] —
—> —> | 15 —> — ]
circ(02,02,03,04) B g B - B g K L7
7 —> 8 7 —>
é 7 N [ ] 7 L N
7 —> 7 —> N
E + 0 + D : output bytes B e | D : recycled bytes e E
11
1|5[9 1|5[9 T . ! = o
2 |6 |10[14 2 |6 [10[14 T — . L
3|7 [11]15 3|7 [11]15 11| [17] 71 [7]
0244] 02 4] 03 4] e
04x 02x \ 02>< 02x \-> OZXE 0 E] \>

0
0 065] ——

04{4] 025]+02{6] > 02:4] 0 [5]+03<6] > 0 03[5]+04 [6] ——
0

03x 04xE] + 02><
02x osx@ + 04xE] > 03x 04xE] + ozx@ + 02x o 04x 0 E] + ozx@ + 03x (N osz] +03 E] + 04x

ON THE SUITABILITY OF SHA-3 FINALISTS FOR LIGHTWEIGHT APPLICATIONS | HORST GORTZ INSTITUT FOR IT-SECURITY, CHAIR OF EMBEDDED SECURITY 12
THIRD SHA-3 CANDIDATE CONFERENCE

[N [=] [ [



RUHR-UNIVERSITAT BOCHUM M
hg 1 Lehrstunt fur

(E;'-cajsii:l : Embedded Security

" Single block for both P and Q operations,
" Message stored in the temp register while being processed for P,

" Result of P stored in the temp register while message restored from
temp being processed for Q

" Same block used for both f and Q functions.

MESSAGE
o S— ) | P/QBlock [> -
4 N L 4
VN D )—»A P APIAPIAPIAPI AP A A :(? > HASH

Y
N
\
a

| A

SN

hash register

APIAP

Y
Y
Y
Y

Y
\ 4

A

A

A

A

A
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G ro Stl : Embedded Security

" P/Q Block

SubByte

@:lbyte

MixBytes }

out <«
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G ro Stl : Embedded Security

clock

start pulse _ﬁ

half round

X
! | I
X 0 X1 XX % X 0o XX X
last

active |

ready

round

® Phase-0: Read LENGTH

® Phase-1:Read IV

®* Phase-2: Read MESSAGE blocks and Process
®* Phase-3: Write MESSAGE DIGEST
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G r¢stl : Embedded Security
Timing Flow (2)

clock

start pulse

push
phase X 2 X
half round |
ann 0 X1 X-X_ 9 X 0o X. 9 X

X

last i

active

ready

clock ||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||

start pulse
pop
push Mririririeririe o
phase 2 X 3
half round 1 J
rond X0 X.-X_ 9 X0 X.X_¢ X ; Ve
last
active 1
ready |_
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J H : Embedded Security
Algorithm (1)

JH-256 32-bit < 264-bit 512-bit 256-bit
v v v v
Iv —»| Fg | Fg | Fg > ----- —>»| Fg | Hm)
" Compression function Fyg: " Bijective function Eg:
[ I ] HFY
0 ) 4 group
" _%,9 | — * Bit grouping
v . " e 42 rounds of
Eg L round function
T s2x P Rg
: : » ' Sl * Bit de-grouping
0 de-group
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JH

® 4-bit S-boxes selected
via round constant

So|S:

Rc»é%

hg 1 Lehrstunt fur

: Embedded Security

" Linear tranformation L applied on bytes

H - OO0 OMF M M

oo o0ok+ H MO

oo+ O OO+

o OO0 = O = O

oOo0ookr B = OO

OO0 O OO0 =

oOr OO OO0 KO

0

= OO0 O O

" Permutation layer P, composed of three permutations: i, P‘; @

Ao
A,
A,
A;

Bo
B:
B,
Bs

P, Example for
reseeconeeeec E d=4 p, T U T U T U
M O aldundls
] | TS
s i s |\ (T YY)
| Pd I L }%

18
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J H : Embedded Security

Serial Flow (1)

N H O

\
|
|
0] :
|
|
(

N GROUPING
round

26 [25[24[23[22]21]20[10[18[17[16[15[14[13[12[11[10[ 8 [8 [7[6 [ 5[ 4|3 | 2[ 1| O
27 |
28 |
29 |
|
|
/

30
31

16 31]23|15| 7 |30]22[14] 6 |29]21]13| 5 |28 4 |27]19|11| 3 |26|18|10] 2 |25|17| 9| 1 |24|16

- round -1

\

|

|

|

|

\

(

[

15 I
23 :
31 ]
\

|

|

[

[

{

(

[

|

[

|

I}

16 31|23|15] 7 |30]22|14| 6 |29]21|13] 5 |28 4 |27]19|11| 3 |26|18]10] 2 |25|17]9| 1 16

- round -2

15
23 |15] 7 |30)22|14| 6 |29]21|13] 5 |28]|20|12| 4 |27|19]11| 3 |26]18|10] 2 |25|17| 9 | 1 |24|16| 8 | 0 |31|23
31 |23|15] 7 |30]22|14 6 |29|21]13| 5 |28]20|12| 4 |27]|19|11] 3 |26|18]10] 2 |25{17]| 9 | 1 |24|16]| 8 | O |31
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JH : Embedded Security
Serial Flow (2)
0 !
8 31|23[15] 7 [30[22[14[ 6 [29]21]13] 5 [28]20 27|19[11] 3 [26(18|10[ 2 [25[17[ 9 | 1 |24 :
16 31|23|15] 7 [30[22[14] € [29]21[13[ 5 |28 4 [27]1e[11] 3 J26]18[t0f 2 [25[17] o [1] [r6f !
L] L] L] L] (
; ; ; : - round - 42
15 l
23 :
31 |
<
0 \
8 31|23[15] 7 [30[22[14[ 6 [29]21]13] 5 [28]20 27|19l11] 3 [26(18|10[ 2 [25[17[ 9 | 1 |24 :
16 31[23|15] 7 [30]22]14] 6 |29]21[13] 5 |28 4 [27|19[11] 3 |26[18|10[ 2 [25[17[ 9 |1 | [16] !
. . [ N : DE'
' ' ' ' ' GROUPING
Vs
30 l round
7 |
|
15 |
23 :
31 30| //
31|30[29]28[27[26] [24]23]22|21|20[19]18]17|16|15[14 MINEIRRBBABE 0
31|30[29|28]27| |25|24|23]22|21]2019[18[17[16[15] [13|12[11[10] 9|87 6|54 [3] | 1

|31 30[29]|28|27|26|25|2423]|22|21|20|19|18|17]|16]15|14|13|12|11|[10] 9 |8 |7 | 6
31|30]29|28|27]26]|25|24|23|22|21|20|19|18|17]|16|15|14|13|12]|11|10|9 |8 | 7

N O eee-

® Additional rounds for GROUPING and DE-GROUPING
®* One extra quarter round required for output squeezing
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J H : Embedded Security
v GROUP / DE-GROUP BLOCK
v gu gu gu gu gu gu gu gu reS;?;teer
SN Al AlT Al] Al] ATl ALl ATl ALl

HASH

LD A B A A A AN A A AN A A AN S A AN A AN A AEHEHE]

VI VIVIVIVIVIVIVIVIVIVIVIVIVIVIVIVIVIVIVIVIVYIVYIVYIVYIVYIVYIVYlilVYlVvYylilvyilivyl

P’y Permutation

: message
i register

MESSAGE — i
mmmmmmmmmmmmmmmm

® 32-bit datapath

®* Message backed up in message register for post-processing

® Partial grouping (only at word level)

®* S-box, linear transformation and m-section of permutation layer applied in 32-bits

® P'-section of permutation modified w.r.t. new definition of group function and applied in
parallel on the whole state

® (-section of permutation also applied in 32-bits
* Partial de-grouping (adapted to partial grouping function)
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J H : Embedded Security
clock
start pulse _|_|
pp — [ LT LT LT 1L | I 1
push |—|—
phase —X 0 ) G 2 —
round X 0 X1 X.X_# X 0 X__ 1 X-X 2 —

last :

active | L
ready —

® Phase-0: Read LENGTH

® Phase-1:Read IV

®* Phase-2: Read MESSAGE (Round-0) blocks and Process

® Phase-2: Write MESSAGE DIGEST (Round-44 of last message block)
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Keccak : Embedded Security
Algorithm (1)

Keccak-256 64-bit < 2128—bjt 1088-bit 256-bit

A ) ) ) Lm L

Jobsdsf bl bl b ENRINER

| f f fl i f

cl |0 > P — P - — —-—» — P >

v \/ \/ J \/
ABSORBING SQUEEZING

" Permutation function f: " State organized as a 5x5

matrix of 2i-bits ((=64)
" =1088, c=512

O pPPl 7P ¥ PP 1
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Kecca k : Embedded Secunty
Algorithm (2)

-
,,,,,,

® 9 Step: @ ® T Step: [- , ; N
5 T ! AN
Pl ° alalelY]Y s °,\,/'
T T T : A\
ya J‘ 1: s/ | < . ® X
F-EREC -
| | | [ Y vsJT/ A A
| : : ¢ P w \
| N
i mil=dniys 1 < \ *NE/
lLA__z __t/ B 1Y f

&Y EL

@™
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Ke CcCa k : Embedded Security
Serial Flow
3x%3 toy version
. 0-Step p-Step
State Registers . - 0-Ste
g Y-Registers State Registers Z-Registi rs Temp
__________________________________________________ e Regs
S8S5756555453S52S:1 So 22 21 20 SS75655545352,5: S0 2, 21 2o T1To
0,0 <
100 \ 30 X
20 —[>»10 31 30 Oi
01—[>210 Pl 32 s 30 <
11—|>»0 210 A 300 32 31 ; 0-init (0) 0210 2 30 0
21—J»10210 511 500 52 p  half 10210 51 30 140
02—(>210210 0] 522 311 300 | round 21021 52 31 30 :
12—J»0210210 3000 322 311 i 02102 300 32 31 0 "vg:_‘?t"d
22->10210210 111 30 322 | 10210 11 300 32 RO
> 2 1 021021 50 ./ 21021 222 311 200 half round
0210210 2 51 02102 e o ’
D 101210210 52 | o210 0 (2) 11T 20 222 142
> 2 1 01210 21 20 ;i S z ; 3\ ?1]
&02103727102 31 | gandp e 0 (3 52
\)~1 0210210 32 - (0+p) half b
D2 10210021 5o | round 210321 HO) 20 =
G 2. 02102 0\ 51 i gandp
\‘0 2102102 21 1021 0! Q\ 32 - (6+p) half
0210 2 oﬁz 31 :
20 1021021 767] 32

Y

A
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P(‘a(:cual( : Embedded Security

0/1

MESSAGE o1 3 2l | 0

HASH <

+1Ul

24 23

"  B4-bit datapath
® Each round completed in two half rounds:
® First half round for @ and p steps,

® Second half round for r, ¥ and s as well as initialization of columns summations for
the next @ step.
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SHA-3 Finalists hg1: Lehrstuhl for
Ke cCca k : Embedded Security
Timing Flow
clock
start pulse _|_|
pop I LT 1T 1 [ I
push |—\_
round —X 31 X 0 X ! XX 2 ) S ¢ ! X-X 3 A = X—
half round [ | —,—| [ | —’—|_| L

last 1

active | L
ready [

® Round-31:Read LENGTH

®* Round-0: Read MESSAGE blocks

®* Rounds-1 to 24: Process

®* Round-24: Write MESSAGE DIGEST (last message block)
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SHA-3 Finalists hg1: Lehrstuhl for

Skeln : Embedded Security
Algorithm
Skein-256 32-bit < 2%%-Dbit 512-bit 256-bit
" Based on the ThreeFish cipher
Plaintext
config m; my 0 SubKey0—>¢ vy v ¢EE¢ Y v v
Y VvV VvV VvV Vv v + +
4 4 4 Mo oMix ] | omix | [ oM
0_)T|!1i;erz‘e ;C‘S ;Tll'ni;z‘e ;C‘S R _>T|?i;ie ;C‘S ;T:i;ie ;C‘S > H(m) |+ v v +M+ v v +|
! ! ! ! +MI+||+MM+]|+MM+II+MI+I
type:CFG type:MSG type:MSG type:OUT I+ + + + _ + + + +I
® 72 rounds with SubKey addition every 4 rounds o +I |+M.X+| |+M.x+| |+M. +I
e Add-Rotate-XOR (ARX) based | A
: : Y VvV VvV VvV VvV VvV VvV v
MIX function (rotation controlled B M ] [mx | [Mx | [ M ]
: Y VvV VvV VvV VvV VvV VvV v
via round constant RC [ M |
, | ! T 2 I 2 2 T
* Word (64-bits) permutation same | SubKey 1 —» =x
for every round v VY Y Y Yy oYy
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|
1 1 ]
SHA-3 FIH?UStS hg 1 Lehrstuhl fir
S ke in : Embedded Security
Serial Flow
IN Rs Rr Rs Rs Ri Ry Ry Ry Rg | OUT IN R7 Rs Rs Ry Rs Ry Ri Ry | X [MUX| PEI 1 ouT
ko j ThreeFish e
ki 2ko |[ko e | |estko
ko | [ Skiko [k [Ko SubKey e | [extka|fo
ks | [Tkz K |k |k ko . Key Init : es | eatko|f1[fo
ke | [Zks Kk [k [ko |k [ko " Round Generation e | [estks|fa |1 [ fo B Round
ks ks k |k |kalk |k |ko €5 estks | fa | fa [ f1 | fo fs | fs4 1
ke | [Zks K [k [ka|k [k [k [Ko es | |estks|fi|fs[f2|f1[fo [s]
kz | |Zke k |k [ks|k [k [k [k [ko ) er | |estke|fs [fu|fs[fa|fi|fo] || f7]fs] [v7...vol
Tk K |K |Kko|k |k |k [k |k [ko|| ko Vo || vz |ve|vs|va|vs|va|vi]ve
ko |ke|ks |k [k [k [k [k [ki|| Ka vi || vo . fo
ki |ko|ks|k [k |k [k [ka|kz2|| k2 v vi |fo Rounds
k: |k |ko|ks|k |k |k |ki|ks|| ks i Rounds ' ' ' _2,6,10,...
ks |k |K |Ko|Ka|K |K |Ks|ka|| ke | 0,4,8,... ’ ’ ’ 3,7,11,...
ki |k |ko[k [ko[ks|k [ks|ks|| ks V7 ve |fs|fs|fa|fa|f1|fo |f7|fs| |V7---V0| 4,8,12,...
ks |k |ks|k |k [ko|ks|k7|ks|| ke Vo vz |ve|vs|va|vs|va|vi|vo
ke |k |ka|k |k |k |ko|ks|kz|| k7 V1 | |skotvg f1|fo
kr |k |ks|k [k [k [k [ko|ks V2 | [skctvil fo]
ke |k |Ke|K |k |K |K |K |ko ThreeFish : : : _ Rounds
ko [k [kr|k [k [k [k [k [k : : = " 5,9,13,...
Ko |K | Ky |Ke|Ks|Ka|Ks| Ko [Ks .. Rounds State vi | [sxetvefs [fa[fs [ o]t [to]  |[Fr]H6]|  |[vreuvo)
: : : 1’5'9"" . Vo V7 |vs Vs (V4| V3| Va|Vi|Vo
P = Processing ;| 5
ko [k [ks[ke[ks[k [ks[k[k - : -
ko |k [kz|ks|ks|ke|ks|ks[ki Rounds Vi Vo 1| fo
P E - 2,6,10,.. v |l b
- : ' 19925 : ' ' Round
ko [a[ ke Ko Ko Ka KKk P30 P = 42
ko |K |kr|ke|ks|K [Ks|ko|ka|| ki vi |[ e [fs]f]fa]fe]fi]fo] [[t]fs]| |[VrVi]
ki kol ks |k7 | ke | ks|ks| k3 |ka|| ko RETT S €p V7 |Vg|Vs|Vs|V3|V2|V [Vg Vo
' ' ' ' e e eotkolz |Ve|Vs|Va|Va|va|vi |f1 | f0| \1
P an 4,8,12,... : : Round
| ks [Ke|Ks|ke|ks|ke|ki ko ks|| ks = : 43
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SHA-3 Finalists hg 'i Lehrstuhl fur
S ke I n : Embedded Security

Block Diagram

i message
J ;register
MESSAGE
—PA AR3IAMBIAR A SIAM3IAN A
state
MIX register
A
I
v v v 4 v v 4 v Tweak
PERMUTE Gen
ma)
HASH < & * x
v
B} t_L}D_,@LL;A_E;A-u?AJ—LtAJl?A-u?A-I—LtAJl?A-u?AJ--

key expansion register

®* GB4-bit datapath
512-bit IV value directly read from RAM (additional ThreeFish run not necessary)

ON THE SUITABILITY OF SHA-3 FINALISTS FOR LIGHTWEIGHT APPLICATIONS | HORST GORTZ INSTITUT FOR IT-SECURITY, CHAIR OF EMBEDDED SECURITY 30
THIRD SHA-3 CANDIDATE CONFERENCE



RUHR-UNIVERSITAT BOCHUM

hg 1 Lehrstuhl fur
S ke i n : Embedded Security

ook MLMLMLMLML ML LML L A A U L L L L L

start pulse _|_|

pop [ L1 | [ ]

push —

phase —X 0 X+ X 2 X 3 X 2 X 3 X 2
round X0 XX 7 ¥—X 0 X X772 }—x 0 XX

last 1

active _| |—
ready —

® Phase-0: Read LENGTH

® Phase-1:Read IV

®* Phase-2: Read MESSAGE blocks and Process

®* Phase-3: Update HASH

®* Phase-3: Write MESSAGE DIGEST (last message block)
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Interface for Modules : Embedded Security

" 32-bit1/O interface

® FIFO based interface to external controller

* Simple REQuest/ACKnowledge signaling (REQ when FIFO almost empty,
ACK when result ready)

®* Even/Odd FIFOs for message read/write via external controller

® |[nternal interface with modules 64-bit for KECCAK, 32-bit for all others
e 2016 byte memory for MESSAGE/DATA

® 32 byte for HASH result (message DIGEST)

" Only selected module active, others shut down via clock gating
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hg 1 Lehrstunt fur M

Interface for Modules : Embedded Security
Lightweight SHA-3 ASIC
KECCAK
DATA
INPUT BLAKE
REQ EVEN OoDD
PUSH > FIFO FIFO GRA@STL
ACK <€—— (MESSAGE) (MESSAGE)
POP —1» JH
DATA s S SKEIN
OUTPUT
MODULE
SEL/ENB
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Results

hg 1 Lehrstun fur M

: Embedded Security

BLAKE  90nm
Grgstl  90nm

JH 90nm
Keccak  90nm
Skein 90nm

11.3K
9.25K
13.6K
15.2K
15.5K

012

512
1088

512

1280

1440

1200
Sl

213.33

40.00
89,018
90.67
86.49

18.88
4.32
2.61
5.96
5.58
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Comparison with Previous Works : Embedded Security
BLAKE

180nm 13.58 0.63
[1] 180nm 8.6 100 0.63 N.A.
Our Work 90nm 11.3 N.A. 2.13 240

a) This compact core uses an external memory to hold the message block and does not provide

salted hashing.
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Comparison with Previous Works : Embedded Security
Grgstl

350nm 14.622 2.61
Our Work 90nm 9.2 N.A. 0.40 1280
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Comparison with Previous Works : Embedded Security
JH

180nm  58.832  380.22 13.13
[4] 90nm  31.864 353 13.14 N.A.
Our Work 90nm 13.6 N.A. 0.36 1440
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Comparison with Previous Works : Embedded Security

Keccak

130nm 9.3 0.20 5160
Our Work 90nm 15.2 N.A. 0.91 1200

a) This value includes the area of the RAM. With external RAM, the coprocessor uses 5kGE (as
reported in the Keccak main document). Including the area of the RAM yields 9.3kGE.
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Comparison with Previous Works : Embedded Security
Skein

350nm 12.890@) 0.25
[4] 90nm 22.562b) 50 26.94 10
Our Work 90nm 15.5 N.A. 0.86 592

a) Skein-256-256.
b) Skein-512-256.
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Remarks and Comments : Embedded Security

" The first comprehensive study on the suitability of SHA-3
finalists for lightweight applications

O Better results than most of the previous works in terms
of area and throughput

" Best gate count: Grestl (first) and BLAKE (second)

" Best Throughput: BLAKE (first) and Keccak (second)

" Best Tput/Area: BLAKE (first) and Kececak (second)

v’ Note that, except for Keccak, all hash functions have half the block
size defined for SHA-256 w.r.t. SHA-512. Such a normalization (i.e.
Keccak-800-256) would make Keccak best in gate count, worst in
throughput!
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Conclusion and Future Directions : Embedded Security

" SHA-3 candidates are implemented in “lightweight, form

" These candidates can be used in lightweight devices,

depending on the application and its needs

" Options/extensions can be added into the standard for

lightweight version(s) of the selected hash algorithm

" Chip realization in progress for:

O Comprehensive power analysis
O Testing against side-channel attacks
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