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BLAKE

» Main bottleneck is the keyed permutation
» State: 4 x 4 matrix of 32- or 64-bit words
Vo, - - -, V15

Gi(vy ,v5 ,v9 ,013)
G3(U3 y U1 ,”011,1115)
G (U1 » U6 ,”011,”012)
G (Ug , U4 , Vg ,U14)

» 14 (or 16) of these per compression
» 4-way parallelism
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BLAKE

BLAKE-256’s G; looks like this:

SN0 U T &R

TTTTTTTT

a+ b4 (Mg, 12:) D U, [2i11])
(d®a) > 16

c+d

(bdc) > 12

a+ b+ (Mg, [2i41] D Uo,[21))
(d®da)>>8

c+d

bdc)>T



BLAKE

BLAKE-512’s G; looks like this:

SN0 U T &R

TTTTTTTT

a+ b4 (Mg, 12:) D U, [2i11])
(d®a) > 32

c+d

(b c) > 25

a+ b+ (Mg, [2i41] D Uo,[21))
(d®a)>>16

c+d

(bdc) > 11



SIMD BLAKE

Put vy, v4, vs, v12 in SIMD register r0
Put vy, vs, v, v13 in SIMD register r1

Perform single G call over r0, r1, r2, r3
Put V4, U5, V10, V15 in SIMD register r0

Put vy, vg, v11, v12 in SIMD register r1

Perform single G call over r0, r1, r2, r3
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Anatomy of SIMD BLAKE

function ROUND(r)

my..3 = LoadMsg(r) s Mg [2i] D Ug, [2i4+1]
state = G(state,mg.1) ; Go, G1, Go, G
state = Diag(state) ; Diagonalize

state = G(state,mq.3) ; Gy, Gy, Gg, G7
state = Undiag(state) ; Undiagonalize
end function



Anatomy of SIMD BLAKE

function ROUND(r)
mo.3 = LoadMSg<T’)
state = G(state, mg_1)
state = Diag(state)
state = G(state, ms_3)
state = Undiag(state)
end function

s M, 2i) D Ug, [2i+1]
; Go, G, Gg, G3

; Diagonalize

; Gy, G5, Gg, G7

; Undiagonalize
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Timeline of SIMD BLAKE

BLAKE-256

2008 sse2
2009 sssed
2010 sse4t
2011 vect128
2012 avx, xop

BLAKE-512

2008 sse?
2009 ssse3d
2011 vect128

2012 ssed1, avx,
Xop
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AVX and XOP

AVX
» Sandy Bridge, 2011
» Extends 128-bit XMM to 256-bit YMM registers
» Non-destructive operations
» Floating-point only

XOP

» Bulldozer, 2011

» Integer rotations

» Advanced byte shuffles
» Integer MAD
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AVX2

AVX2
Haswell, 2013
Extends AVX to the integers
Gather/Scatter instructions
More cross-lane instructions

Useful new instructions:
VPERMD
VPERMQ
VPGATHERDD
VPGATHERDQ
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BLAKE-512 and AVX2

AV X2 enables same SIMD strategy as
BLAKE-256

VPSHUFD — VPERMQ
Multi-op permutations — VPGATHERDQ
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BLAKE-512 and AVX2: message load

Option 1: Copy BLAKE-256’s approach

Up to 12 instructions per message load
Some useful SSE4.1 instructions still not in
AVX2

Option 2: Use VPGATHERDQ

vpcmpeqq  ymmi4, ymmi4, ymmi4 ; set mask to 1111..11
vmovdqga xmm8, [perm + 00] ; permutation indices
vpgatherdg ymm4, [rsp + 8-xmm8], ymmi4 ; permute from stack

vpxor ymm4, ymm4, [const_z + 00] ; xor with constant
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BLAKE-512 and AVX2: G,

vpaddq
vpaddq
vpxor
vpshufd

vpaddq
vpxor
vpsliq
vpsrlg
vpxor

vpaddq
vpaddq
vpxor
vpshufb

vpaddq
vpxor
vpsliq
vpsrlq
vpxor

ymmO,
ymmO,
ymm3,
ymm3,

ymm2,
ymm1,
ymm8,
ymmf1,
ymm1,

ymmO,
ymmO,
ymm3,
ymma3,

ymm2,
ymmi,
ymm8,
ymmf1,
ymm1,

ymmoO,
ymmoO,
ymm3,
ymm3,

ymmz2,
ymm1,
ymm1,
ymm1,
ymm1,

ymmoO,
ymmoO,
ymm3,
ymm3,

ymm2,
ymmT,
ymm1,
ymm1,
ymm1,

ymm4
ymm1
ymmO
10110001b

ymm3
ymm2
64—25
25
ymm8

ymmS
ymm{1
ymmO
ymm15

ymm3
ymm2
64—11
11
ymm8

a+ (Mg, [2i] © Uo, [2i41])
a+b

dda

d>> 32

c+d

bdc

b>> 25

a+ (Mg, [2i41] © Uo,[24])
a+b

d®a

d>> 16

c+d

bdc

b> 11

18/26



BLAKE-512 and AVX2: performance

Pessimistic assumptions
Message loading consumes 5 cycles
Single cycle operations, 3-cycle odd rotations
6.63 cycles per byte

Optimistic
Message loading can be run fully in parallel
with G
Single-cycle instructions, 3-cycle odd rotations
4.00 cycles per byte
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BLAKE-256 and AVX, XOP

Non-destructive syntax greatly reduces pop
count

AVX allows storing data in upper 128 bits of
YMM registers

XOP adds native rotations(!)

VPPERM useful in message loads
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BLAKE-256 and AVX2

Enables faster tree modes
Also useful for message loads in non-tree

mode

vpcmpeqd
vmovdqga
vpgatherdd

vpcmpeqd
vmovdqa
vpgatherdd

vpxor
vpxor

ymmi2, ymmi2, ymmi2
ymm8, [perm + 00]
ymm4, [ymm8«4+rsp], ymmi2

ymm13, ymmi13, ymm13
ymm9, [perm + 32]
ymm6, [ymm9s4+rsp], ymm1i3

ymm4, ymm4, [const_z + 00]
ymm6, ymm6, [const_z + 32]
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BLAKE-256 and AVX2

Enables faster tree modes
Also useful for message loads in non-tree

mode

vmovdqga
vmovdqga
vpermd
vpermd
vpblendd

vmovdqga
vmovdqga
vpermd
vpermd
vpblendd

vpxor
vpxor

ymm§8,
ymm9,
ymm4,
ymmS5,
ymm4,

ymm8,
ymm9,
ymme,
ymm?7,
ymme,

ymm4,
ymme,

[perm0 + 00]
[perm0 + 32]
ymm8, ymm10
ymm9, ymmi1
ymm4, ymm5, 01111101b

[perm0 + 64]
[perm0 + 96]
ymm8, ymm10
ymm9, ymm11
ymm6, ymm?7, 00010100b

ymm4, [const_z + 00]
ymm6, [const_z + 32]
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BLAKE-256 and AVX2: performance

Unlike BLAKE-512, marginal improvement
Two compression functions at nearly no
extra cost

AVX and XOP have more direct effect
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Message caching

10 distinct permutations

14 (resp 16) rounds

Reuse permutations from r» — 10

Does not improve nor degrade performance
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Results

AVX
7.62 cpb (Sandy Bridge)
AVX2

We’ll only know in 2013
Estimated to range from 4 to 6.63 cpb
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Updated numbers (20120310)

blake256

mangetsu: 7.49 cpb
hydra6: 11.83 cpb

blakeb512

mangetsu: 5.64 cpb
hydra6: 6.88 cpb

Compare to elroy (20110106)

blake256: 8.25 cpb
blake512: 7.93 cpb

26/26



