
Key Management Workshop Preliminary Agenda 
June 8-9, 2009 

 
June 8, Morning 

• Registration 
• NIST Welcome, Statement of Workshop Purpose 
• Framework Basics 
• Morning Keynotes (Innovative Future Computing Applications) 
• Key Management Today: Status and Issues 
• Perceived Shortcomings of the Current PKI-Style Protocol 
• Proxied KM and Associated Trust Issues 
• Participant Discussion 
 

June 8, Afternoon 
• Afternoon Keynotes (Advance in Telecommunications and  Cryptography) 
• Security and Ease of Use 
• Key Management Lifecycle 
• Five minute presentations 
 

June 9, Morning 
• Future of Key Management 
• Leap Ahead Technologies (possible topics) 

o Enterprise Key Management 
o Identity-Based Key Management  
o Transparent Systems  
o Cloud Key Management 
o Cloud Secure Channel  
o Automated Evaluation and Validation 
o Quantum Key Distribution  

• Scalability and Control Realized with a Centralized Key Management  Approach  
• Approaches to Globally Scalable Key Distribution 
 

June 9, Afternoon 
• Key Management for Symmetric Keys 
• StrongKey, Open Source Symmetric Key Management 
• Semi-Automatic Key Management for Embedded Objects 
• Essentials of the Framework 

o Requirements for KM 
o Components and Structure 
o Discussion 

• Five Minute Presentations (At end of each day) 
• Summary and Closing Remarks 


