Comments received during the Key Management Workshop on
September 20-21, 2010

On 9/20/10 8:47 AM, "Benjamin Gittins" <cto@pgs.io> wrote:
[Response to Framework questions]

1-2 General
* Is a Framework useful?

I feel the Framework would be very helpful in comparing two confirming CKMS. The
framework guides asks many of the "right" questions, questions that a client may or may
not know they should ask. It also helps provide a benchmark to establish "how capable" a
CKMS design is. However, the current CKMS design requirements document (SP 800-
130) does not clearly articulate how the different types of organisations should use this
document, or how SP 800-130 could be applied by one type of organisation
communicates with another organisation of a different types. e.g.

» how does a vendor organisation uses SP 800-130 to describes the properties of existing
CKMS product they are offering for sale to one or more different client organisations

* how should a client organisation use this framework to describe their CKMS specific
requirements to satisfy that organisations mission objectives

* how should a lead contractor/integrator organisation take the CKMS documents of one
client and one or more vendors, and create a new CKMS document that satisfies the
client’s CKMS requirements based on the performance details of the various vendor
CKMS product design documents.

((e.g. A client sets the scalability requirements of a CKMS implementation along with a
justification for the necessary performance requirements. A vendor offers documentation
outlining the actual capabilities of various CKMS deployment(s) of their product as
measured. The integrator creates CKMS documentation that projects the capabilities of a
specific tailored CKMS deployment configuration along with supporting justifications.
The integrator then must show that the final deployment achieves the requirements of the
client before turning the system on. ))

* Is the current Scope about right? If not, what is the proper Scope?

I feel that Key Management Framework document does not adequately match the goals
identified at the previous CKM workshop, nor as stated internally within the front-section
of the framework document. For example, the current draft is clearly targeted at the
deployment of a CKMS for the purpose of managing long-term keys in a large
Enterprise/Government, at the expense of not providing adequate guidance for TLS/SSH
like systems. In many cases, components such as Virtual Private Networks may
implement TLS and SSH as part of a larger CKMS designed to distribute and store static
keys. So it's not possible to describe a "large Enterprise CKMS" without describing its
constituent components. I feel the framework should be re-factored in a way so that it can



address all common key management case uses in a clear and concise way.

I do not think the current revision of the draft framework is ready to be used to describe
"a global cryptographic key management infrastructure" as called for on the front page of
the NIST CKM project website.

* Is the major components list complete?

The identity management component is missing from key management. An important
part of key management revolves around controlling who we issue keys to based on
policies. The current draft framework text allocates approximately 8 lines out of 88 pages
to identity management. I feel this is inadequate. I would like to see the NIST CKMS
Framework project co-operate with US National Strategy for Trusted Identities in
Cyberspace and the Department of Homeland security global-scale Identity Management
project.

3 Goals
* Are significant goals missing?

The draft framework does not appear to be well suited for describing mesh based key
distribution networks such as Quantum Key Distribution networks, military ad-hoc mesh
networks, and so on.

4 Security Policies

The security policies are not adequate. They are very top-down centric. It is not clear if
the designers of the system have to consult with the stake-holders to determine if the
system meets their needs. It is not clear where the user-centric requirements fits in the
design cycle. The security policies are written from the perspective of the customer
describing a particular deployment. It is not clear how a vendor would design and
describe the security policy capabilities of their commercial off the shelf offering to
potential clients.

It is not clear that "getting the cryptographic key management" security policies right will
work without also "getting the identity management" security policies right. How can we
define the requirements on a CKMS without also defining the requirements IdMS?

5. Roles and Responsibilities

I am not sure this section would be well suited to describing cryptographic key
management systems, such as the federal (X.509) PKI bridge, where more than one
organisation is responsible for provisioning key management services.

Likewise, in CKMS deployments which must provide trustworthy services to mutually-
suspicious parties, both parties may have local system administrators, cryptographic
officers. Likewise, Key Ownership may be shared responsibility between two
organisations, etc.



6. Cryptographic Keys and Metadata

The meta-data does not take identity management operations sufficiently into account.
For example a key may be assigned to a human identity, that human may loose their
ability to authenticate using a hardware token. How do we re-enrol the user into the
system so they can authenticate online with sufficient levels of assurance.

The key metadata does not take into account composite security ratings that consider
different types of attack vectors. For instance a quantum key distribution network may be
information theoretically secure against outsiders, however trivially insecure against
attacks by trusted relays against users. Unless of course public key cryptography is used
in combination, in which case the system may then be classically secure against rogue
quantum key distribution relay nodes.

7. Interoperability and Transition Requirements

Semantic interoperability is extremely important requirement that needs to be clearly
addressed comprehensively by SP800-130 consistently through out the entire document.
It may require a section dedicated to addressing the definition of semantic
interoperability and how semantic interoperability can be validated.

Furthermore, I have a concern that interoperability testing is often only perceived in a
vendor's interest for importing key material and not exporting. Proprietary extensions
may make it difficult for a client to migrate from one vendor to another. This needs to be
carefully addressed.

8. Security Controls

The physical security controls are excellent for a specific type of CKMS deployment. So
for instance, a back-end storing long-lived key material can exploit these physical
controls, however a smart card implementing a cryptographic key management system
which is enrolled in the large-back end and deployed in the field cannot employ the same
physical security measures. The Framework document needs to be refactored to take into
account the full spectrum of typical case-uses.

The section on security controls does not take into account insider attacks. We cannot
necessarily trust that a Hardware Security Module is without accidental or deliberate
vulnerabilities. We can easily imagine scenarios where the primary and backup sites are
taken down sequentially as a result of a common vulnerability being exploited in the
same hardware security modules used on both sites.

9. Testing and System Assurance

It is possible that certain systems should be encouraged to use Functional Safety
Standards such as IEC 61508 which is used in systems that must achieve freedom of
unacceptable risk of physical injury or damage to health of people, and/or where the
consequence of failure could have serious economic implications. A global scale or
Federal CKMS may have serious consequences of failure in both cases.



10. Disaster Recovery

I feel that the disaster recovery approach described in the framework is inadequate for
global-scale/mission critical CKMS deployments. The concept of using back-up tapes
complicates key management life cycle operations with very little obvious benefit.
Recovery using out-of-date information does not make sense (compromised security
policies, enabling expired keys, loss of data access). Rather a system which employs a
transaction based, decentralised database run over multiple sites is required to ensure
synchronisation at all times between the clients of a CKMS and the CKMS primary,
secondary and tertiary sites. Failure of a site need not invalidate the integrity of the
CKMS as a whole, nor require the down-time by recovering from tape backups.

11. Security Assessment

The CKMS should specify all system testing (known answer tests) that is required to be
performed as part of the periodic security review and specify the expected results.
Furthermore, The CKMS should specify all system self testing that is to be performed
routinely by the system during it’s normal operation and specify the expected results.

On 9/20/10 11:44 AM, "Benjamin Gittins" <cto@pgs.io> wrote:
[Regarding the scope]

I do not think the whole federal government is too large. The issue is to find a good
CKMS abstraction that is flexible enough to be deployed in a large number of
applications. If you understand the various case-use requirements, you then look for a
simple common abstraction.

I really don't think this is something that you can incrementally revise by deploying a
CKMS in one space, and then taking on the next
case use.

On 9/20/10 1:03 PM, "Robert Lockhart" <Robert.Lockhart@thalesesec.com> wrote:

[On the key state model]

Looking at the new draft key state model. I have questions on why the suspended state
allows keys to move back to an active state. I understand a state that allows for a revoked
or a disabled mode that can then be moved to deactivated so that process only which can
then be enforced via policies or state specific access controls.

I see the suspended state being better handled by access controls (time of day/day of
week rules or removing a key from accessibility from all devices or end points so that it
may be returned to the active state). By allowing a key to return to active state means
that the number of transitions and times of the state change become infinite.

In the case of a potential exposure a key should never be returned to active status but
move to deactivated so that it may be used to access a key only as needed and can be
audited for use.



As I understand it the compromised state is reserved for keys that are known to have been
exposed in one fashion or another (e.g. encrypted information exposed, information lost
& recovered, key exposed in some way).

When I look at the state model I expect that a state transition can be set to occur based on
non-human intervention or actions. Preferably in an automated fashion from either
external interfaces (think CKMS specific API for external applications or devices) or
policy automation within the CKMS system. When the only option is human interaction
then it should be accomplished via access controls.

At some point in the future, this would help to remove the malicious or error prone
human from the equation of state changes other than potentially key destruction when

absolutely required.

Maybe I am missing something and if so would very much like to understand its
necessity.

If further clarification or discussion on the above comments are needed please call me at
the below number.

On 9/20/10 2:18 PM, "Thierry Moreau" <thierry.moreau@connotech.com> wrote:

[A suggestion for ID management abstraction in the framework]

About expanding the framework scope to include ID management, here is a
suggestion for incremental changes.

The notions of key ownership (section 5.5), owner registration (section
6.4.2), and registration agent (section 5.8) are already in the draft;

these are closely related to ID management. Key metadata already conveys
elements of key ownership: mainly key owner (section 6.2 item n) and key
ACL (Access Control List) (section 6.2 item 0), and also various aspects
of key ownership that are implicitly embedded in key type, key

protection (source authentication), security policy, and in the notion

of bound metadata.

However, when ID management goes beyond *cryptographic* key management
(e.g. password-based authentication), it falls out of scope.

Let me suggest that ID management is relevant for keys controlled at
arms length with respect to the CKM operator immediate control. This
suggests a special attention to, at the abstract level in the framework,
keys for individuals, roles, and network elements. Keys associated with
information resources (e.g. a document confdentiality key) are less
likely bound by ownership and may be more readily handled by ACL
management functions.



So, the framework abstraction already "supports" CKMS and IdMS
integration. But the criticalness of (the cryptographic portion of) ID
management points towards a major component addition.

Also, the SP800-130 draft ignores key ownership registration in the key
life cycle states and transitions.

Thanks for webcasting this workshop, and I did applaud when the audience
didn't.

On 9/21/10 9:21 AM, "Benjamin Gittins" <cto@pgs.io> wrote:

I would agree with the statement of:
- Everything that touches a key is part of the framework.

I think there might be sub-divisions of this all-encompassing framework for different
case-uses. Policy management and meta-data are common for all case-uses (and would
help ensure interoperable). From there are more specific requirements for the different
types of usage (SSL / TLS vs global-scale long-term key storage). This suggests that
maybe we could split the framework into different specialized parts.

On 9/21/10 9:30 AM, "Benjamin Gittins" <gittins.b@gmail.com> wrote:

[Level of influence after the key is issued]

I think we need to focus on absolutely "everything that touches the key". In many cases,
we need to ensure that slave-devices comply with "enterprise/government" policy
controls on that key. Often the user is not in control of a key, but rather they have been
granted conditional access. In a production environment, this may require a new revision
of SSL/TLS to be a compliant client consumer of a federal key management CKMS
system. At the moment i understand SSL/TLS tries to do that with regard to federal PKI
X.509 standards

On 9/21/10 3:23 PM, "Benjamin Gittins" <cto@pgs.io> wrote:

[On usability]

It is possible that usability and user satisfaction might be adequately addressed within the
profile. However, this section may require drafting by experts in usability testing in close
collaboration with cryptographic security experts. It may be beyond the ability of
cryptographic experts working alone to write this section.



