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Server: Replicated, synchronised keys across domain boundaries 
Client: KMIP operations with key server in same domain 
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Hello and welcome to this session on strategies for key management in the hybrid cloud environment. My name is Robert Griffin and I am Chief Security Architect at RSA, the Security Division of EMC, where I am responsible for standards and strategy.  In that role, I also serve as the co-chair of the OASIS Key Management Interoperability standard, which I’ll touch on later in this presentation.
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In this session, we’ll start by look at the issues that are raised by moving encryption and key management into the cloud.  We’ll then look at various models for key management, as well as the pros and cons of these approaches.  Next, we’ll discuss several industry standards that are useful in addressing some of the issues we’ve identified.  Finally, we’ll look at some of the problems that will need to be addressed for effective key management for the cloud.
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When we look at moving key management into the cloud, a number of issues come up. For example, are the keys owned by the enterprise or by the cloud service provider? How are keys protected when they move between the enterprise and the cloud service provider? How are they protected while they are present in the cloud service provider infrastructure? How is trust established between the enterprise and cloud service provider to enable distribution of keys? How is access to keys managed, particular in terms of segregation of duties? How is policy about key access and other parameters managed and distributed? How is the key life-cycle managed, such as in setting end-of-life for keys? And how much visibility can the enterprise have into the cloud service provider infrastructure?
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In defining models for key management in the cloud, there are four big issues that need to be considered:

Where are keys created?

Where are keys used?

Where are keys stored?

Where are key policies managed?
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The second model retains the key management in the enterprise, but entrusts encryption to the cloud service provider. In this model, keys have to distributed from the enterprise to the cloud service provider environment, perhaps to a key manager dedicated to that tenant.

This approach has the benefit of  enabling all encryption to take place within the contracted resources at the cloud service provider. It has the drawback of requiring keys to be transported outside the enterprise environment, increasing their vulnerability to attack.
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When we look at moving key management into the cloud, a number of issues come up. For example, are the keys owned by the enterprise or by the cloud service provider? How are keys protected when they move between the enterprise and the cloud service provider? How are they protected while they are present in the cloud service provider infrastructure? How is trust established between the enterprise and cloud service provider to enable distribution of keys? How is access to keys managed, particular in terms of segregation of duties? How is policy about key access and other parameters managed and distributed? How is the key life-cycle managed, such as in setting end-of-life for keys? And how much visibility can the enterprise have into the cloud service provider infrastructure?
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In this session, we’ll start by look at the issues that are raised by moving encryption and key management into the cloud.  We’ll then look at various models for key management, as well as the pros and cons of these approaches.  Next, we’ll discuss several industry standards that are useful in addressing some of the issues we’ve identified.  Finally, we’ll look at some of the problems that will need to be addressed for effective key management for the cloud.



A Hardware Security Module is…



…a dedicated crypto processor…

…designed for protection of the crypto key lifecycle…

…validated for security by third parties…
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In this session, we’ll start by look at the issues that are raised by moving encryption and key management into the cloud.  We’ll then look at various models for key management, as well as the pros and cons of these approaches.  Next, we’ll discuss several industry standards that are useful in addressing some of the issues we’ve identified.  Finally, we’ll look at some of the problems that will need to be addressed for effective key management for the cloud.
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In this session, we’ll start by look at the issues that are raised by moving encryption and key management into the cloud.  We’ll then look at various models for key management, as well as the pros and cons of these approaches.  Next, we’ll discuss several industry standards that are useful in addressing some of the issues we’ve identified.  Finally, we’ll look at some of the problems that will need to be addressed for effective key management for the cloud.
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The second model retains the key management in the enterprise, but entrusts encryption to the cloud service provider. In this model, keys have to distributed from the enterprise to the cloud service provider environment, perhaps to a key manager dedicated to that tenant.

This approach has the benefit of  enabling all encryption to take place within the contracted resources at the cloud service provider. It has the drawback of requiring keys to be transported outside the enterprise environment, increasing their vulnerability to attack.
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The second model retains the key management in the enterprise, but entrusts encryption to the cloud service provider. In this model, keys have to distributed from the enterprise to the cloud service provider environment, perhaps to a key manager dedicated to that tenant.

This approach has the benefit of  enabling all encryption to take place within the contracted resources at the cloud service provider. It has the drawback of requiring keys to be transported outside the enterprise environment, increasing their vulnerability to attack.
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When we look at moving key management into the cloud, a number of issues come up. For example, are the keys owned by the enterprise or by the cloud service provider? How are keys protected when they move between the enterprise and the cloud service provider? How are they protected while they are present in the cloud service provider infrastructure? How is trust established between the enterprise and cloud service provider to enable distribution of keys? How is access to keys managed, particular in terms of segregation of duties? How is policy about key access and other parameters managed and distributed? How is the key life-cycle managed, such as in setting end-of-life for keys? And how much visibility can the enterprise have into the cloud service provider infrastructure?
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In this session, we’ll start by look at the issues that are raised by moving encryption and key management into the cloud.  We’ll then look at various models for key management, as well as the pros and cons of these approaches.  Next, we’ll discuss several industry standards that are useful in addressing some of the issues we’ve identified.  Finally, we’ll look at some of the problems that will need to be addressed for effective key management for the cloud.
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When we look at moving key management into the cloud, a number of issues come up. For example, are the keys owned by the enterprise or by the cloud service provider? How are keys protected when they move between the enterprise and the cloud service provider? How are they protected while they are present in the cloud service provider infrastructure? How is trust established between the enterprise and cloud service provider to enable distribution of keys? How is access to keys managed, particular in terms of segregation of duties? How is policy about key access and other parameters managed and distributed? How is the key life-cycle managed, such as in setting end-of-life for keys? And how much visibility can the enterprise have into the cloud service provider infrastructure?
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When we look at moving key management into the cloud, a number of issues come up. For example, are the keys owned by the enterprise or by the cloud service provider? How are keys protected when they move between the enterprise and the cloud service provider? How are they protected while they are present in the cloud service provider infrastructure? How is trust established between the enterprise and cloud service provider to enable distribution of keys? How is access to keys managed, particular in terms of segregation of duties? How is policy about key access and other parameters managed and distributed? How is the key life-cycle managed, such as in setting end-of-life for keys? And how much visibility can the enterprise have into the cloud service provider infrastructure?
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When we look at moving key management into the cloud, a number of issues come up. For example, are the keys owned by the enterprise or by the cloud service provider? How are keys protected when they move between the enterprise and the cloud service provider? How are they protected while they are present in the cloud service provider infrastructure? How is trust established between the enterprise and cloud service provider to enable distribution of keys? How is access to keys managed, particular in terms of segregation of duties? How is policy about key access and other parameters managed and distributed? How is the key life-cycle managed, such as in setting end-of-life for keys? And how much visibility can the enterprise have into the cloud service provider infrastructure?
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