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Introduction

Cryptography is implemented
on physical devices.

[N g
"Enigma-rotor-stack”. Wikimedia Commons
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Introduction

Much of the cryptography we
use today was designed with
desktop processors in mind.

“Apple Il plus.” Wikimedia Commons. Original uploader Hellis it.wikipedia.
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Fast forward

ight constraints on
resources (area,
power, energy,...)

highly interconnected

heterogeneous

networks )

serious security JA"" \\\X\
challenges P N

What should crypto look like to work well in this world?
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http:dreamstime.com

Specialists and generalists

consists almost entirely of euca-
lyptus leaves.

The American crow — a
highly adaptable generalist.
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Specialists and generalists

Specialists require stable environments; generalists are better
able to adapt to changing environments.

Question: What kind of cryptographic environment should we
prepare for in the IoT era?
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Specialists and generalists

are koalas, highly optimized for particular platforms or use
cases.

Performance in other use cases or on other platforms might
be ignored, or may be treated as an afterthought. Often this
untargeted performance is poor.

We believe this represents a misreading of future needs.
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Specialists and generalists

hlgh performance on a large range of existing platforms and in
many use cases.

We believe they are best positioned to provide high perfor-
mance on future constrained platforms, whatever they may be.

NSA Trusted Systems Research Group



Qur view

algorithms most Iikel will not be those that are tailored for spe-
cific current platforms or use cases!

In the words of Donald Knuth (taken out of context!),

Premature optimization is the root of all evil.
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Our advice

Question premises: Is x really what lightweight crypto is all
about? How will algorithm y perform for other uses?

Question comparisons: Are the authors comparing their
algorithms to the best implementations of the competing
algorithms?
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SIMON and SPECK

We’re now ready to discuss our algorithms.
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SIMON and SPECK

each with 10 block/key sizes, ranging from 32/64 to 128/256.

They have high performance on ASICs, FPGAs, microcon-
trollers, and microprocessors.

They support a range of implementations from very compact to
very high throughput / low latency.
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iiiii

For pure hardware applica-
tions SIMON is best.

Small, fast, low energy and
power. Record breaking
performance on ASICs and
FPGAs.

Excels on microcontrollers
and microprocessors too.
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f(y) = (Sy&S8y) @ S?y,

where S is a left circular shift by 1 bit.
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For pure software applica-
tions SPECK is best.

Small, fast, low energy and
power. Record breaking
performance on microcon-
trollers and microproces-
Sors.

Excels on ASICs and FP-
GAs too.

"Stdtiroler Spect mit Gitesiegel Fotograf Frieder
Blickle, Wikimedi mons
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For pure software applica-
tions SPECK is best.

Small, fast, low energy and
power. Record breaking
performance on microcon-
trollers and microproces-
sors.

Excels on ASICs and FP-
GAs too.

Sl
Blickle, Wikimedia Commons
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tions SPECK is best.
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Security

48 96 36 25 (69%) 23 15 (65%)
64 96 42 30 (71%) 26 18 (69%)
64 128 44 31 (70%) 27 19 (70%)
% 9 52 37 (71%) 28 16 (57%)
9 144 54 38 (70%) 29 17 (59%)
128 128 68 49 (72%) 32 17 (53%)
128 192 69 51 (74%) 33 18 (55%)
128 256 72 53 (74%) 34 19 (56%)
AES-128 10 7 (70%) 10 7 (70%)
PRESENT 31 26 (84%) 31 26 (84%)

SIMON and SPECK have been analyzed by the world’s leading cry-
tologists; about 30 cryptanalysis papers to date. (See our paper for

references.)
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Interlude: AES vs. SIMON and
SPECK

We give visual depictions of the differences between these al-
gorithms.

First — ASIC implementations (AES and SIMON). Then — fast
C code (AES OpenSSL and SPECK).
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AES S-box

Fig. 13. Complete layout of the S-Box/Inv S-Box.

From Ahmad and Hasan, Low-power compact composite field AES S-Box/Inv S-Box design in 65 nm CMOS using Novel
XOR Gate. In INTEGRATION, the VLSI journal, vol. 46 (2013), pp. 333-344.
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SIMON S-box
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SIMON S-box
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SIMON round function, bit serial
implementation

N D, N
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AES 128 C code

0x0e070709U, 0x24121236U, 0x1b80809bU, Oxdfe2e23dU, Oxcdebeb26U, 0x4e272769U, 0x7fb2b2cdU, 0xea75759fU,
0x1209091bU, 0x1d83839eU, 0x582c2c74U, Ox34lala2el, 0x361blb2dU, b4 U,
0xa45252£6U, 0x763b3b4dU, 0xb7d6d661U, Ox 7bU, Oxdde3e33eU, 71U, 0x13848497U,

0xa65353£50, 0xb9d1d168U, 0x00000000U, Oxcleded2cU, 0x40202060U, Oxe3fcfclfU, 0x79blblc8U, 0xbé5bSbedy,
0xd46a6abel, 0x8dcbcb46U, 0x67bebeddU, 0x7239394bU, 0x944adadeU, b y, 0x85cfcfdau,
0xbbd0d06bU, Oxc5efef2al, Oxdfaaaae5U, Oxedfbfbl6U, 0x864343c5U, 0x9a4dddd7U, 0x66333355U, 0x11858594U,
0x8a4545c£U, 0xe9£9£910U, 0x04020206U, Oxfe7f7£81U, 0xa05050£0U, 0x783c3cd4U, 0x259£9fbal, Ox4basaBe3U,
0xa25151£3U, 0x5d feU, U, £8£8aU, 0x3£9292adU, 0x219d9dbcU, 0x70383848U, Oxf1f5£504U,
0x63bcbedfU, 0x77b6b6clU, Oxafdada75U, 0x42212163U, 0x20101030U, Oxe5fffflaU, 0xfdf3£30eU, Oxbfd2d26dU,
0x8lcdedd4cU, 0x180c0cl4U, 0x26131335U, Oxc3ecec2fU, OxbeSf5felU, 0x359797a2U, 0x884444ccU, 0x2e171739U,
0x93c4c457U, 0x55a7a7f2U, Oxfc7e7e82U, 0x7a3d3d47U, 0xcB86464acl, Oxba5d5de7U, 0x3219192bU, 0xe6737395U,
0%c06060a0U, 0x19818198U, 0x9e4f4fdlU, Oxa3dcdc7fU, 0x44222266U, 0x542a2a7eU, 0x3b9090abU, 0x0b888883U,
0x8c4646cal, Oxcleeee29U, 0x6bbBb8A3U, 0x2814143cU, 0xaldede79U, OxbcSeSee2U, 0x160b0bldu, Oxaddbdb76U,
0xdbe0e03bU, 0x64323256U, 0x743a3adeU, Ox140alaleU, 0x924949dbU, 0x0c06060aU, 0x4824246cU, Oxb85cScedy,
0x9£c2c25dU, Oxbdd3d36eU, 0x43acacefl, 0xc46262a6U, 0x399191a8U, 0x319595a4U, 0Oxd3eded37U, 0x£279798bU,
0xd5e7e732U, 0x8bc8c843U, 0x6e373759U, Oxdabdédb7U, 0x018d8d8cU, 0xbld5d564U, 0x9cdeded2U, 0x49a9a%elU,
0xd86c6cbaU, Oxac5656faU, 0xf3f4£407U, Oxcfeaea25U, 0xca6565afU, Oxf47a7a8eU, Ox47aeaeedU, 0x10080818U,
0x6fbabad5U, 0xf0787888U, 0x4a25256fU, 0x5c2e2e72U, 0x38lclc24U, 0x57a6a6flU, 0x73bdbdc7U, 0x97c6c651U,
0xcbeBe823U, Oxaldddd7cU, 0xe874749cU, Ox3elfl£21U, 0x964bdbddU, Ox6lbdbddcU, 0x0d8b8bB6U, 0x0f8a8a85U,
0xe0707090U, Ox7c3e3ed2U, 0x71b5b5c4U, Oxcc6666aal, 0x904848d8U, 0x06030305U, 0x£7£6£601U, OxlcOelel2U,
0xc26161a3U, 0x6a35355fU, 0xae5757£9U, 0x69b9b9d0U, 0x17868691U, 0x99clcl58U, 0x3aldld27U, 0x279e9ebIU,
0xd9elel38U, Oxebf8f813U, 0x2b9898b3U, 0x22111133U, 0xd26969bbU, 0xa9d9d970U, 0x078e8e89U, 0x339494a7U,
0x2d9b9bb6U, Ox3clele22U, 0x15878792U, 0xc9e9e920U, 0xB7ceced9U, Oxaa5555ffU, 0x50282878U, OxaSdfdf7au,
0x038c8c8£U, 0x59alalf8U, 0x09898980U, 0x1a0d0d17U, 0x65bfbfdal, Oxd7e6e631U, 0x844242c6U, 0xd06868b8U,
0x824141c3U, 0x299999b0U, 0x5a2d2d77U, 0x1e0f0f11U, 0x7bbObOcbU, 0xa85454fcU, 0x6dbbbbd6U, 0x2cl6163aU};
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AES 128 C code

0x090e0707U, 0x36241212U, 0x901b8080U, Ox3ddfe2e2U, 0x26cdebebU, 0x694e2727U, 0xcd7fb2b2U,
0x1b120909U, 0x9e1d8383U, 0x74582c2cU, Ox2e34lalal, 0x2d361b1bU, b4 U,
0x£6245252U, 0x4d763b3bU, 0x61b7d6d6U, Oxceldb3b3U, 0x7b522929U, Ox3edde3e3U, 0x715e2£2fU, 0x97138484U,
0x£52653530, 0x68b9d1d1U, 0x00000000U, Ox2cclededU, 0x60402020U, Ox1fe3fcfcU, 0xc879blblU, Oxedb65b5bU,
Oxbed46a6aU, 0x468dcbcbU, 0xd967bebel, 0x4b723939U, Oxde944adaU, 0xd4984cdcU, 0xe8b05858U, Ox4a85cfcfu,
0x6bbbd0d0U, Ox2acSefefl, Oxe5d4faaaal, 0x16edfbfbU, 0xc5864343U, 0xd79addddU, 0x55663333U, 0x94118585U,
0xc£8a4545U, 0x10e9£9£9U, 0x06040202U, 0x81lfe7f7fU, 0x£0a05050U, 0x44783c3cU, 0xba259£9£U, Oxe34baBasy,
0x£3a25151U, OxfeSd. U, U, 2058£8£U, 0xad3£9292U, 0xbc219d9dU, 0x48703838U, O0x04£1£5£5U,
0xdf63bcbcU, 0xcl77b6b6U, 0x75afdadal, 0x63422121U, 0x30201010U, OxlaeSEfffu, 0x0efdf3£3U, Ox6dbfd2d2u,
0x4c8lededU, 0x14180c0cU, 0x35261313U, Ox2fc3ececU, OxelbeS£SfU, 0xa2359797U, 0xcc884444U, 0x392e1717U,
0x5793c4c4U, 0xf255a7a7U, 0x82fcTelel, 0x477a3d3dU, 0xacc86464U, Oxe7ba5d5dU, 0x2b321919U, 0x95e67373U,
0%a0c06060U, 0x98198181U, 0xd1l9e4f4fU, Ox7faddcdcU, 0x66442222U, Ox7e542a2aU, 0xab3b9090U, 0x830b8888U,
0xcaBc4646U, 0x29cTeeeel, 0xd36bb8b8U, 0x3c281414U, 0x79a7dedeU, Oxe2bc5eSeU, 0x1d160bObU, 0x76addbdby,
0x3bdbe0e0U, 0x56643232U, 0xde743a3al, Oxleld0alaU, 0xdb924949U, 0x0a0c0606U, 0x6c482424U, Oxedb85c5cU,
0x5d9fc2c2U, Ox6ebdd3d3U, Oxef43acacl, 0xa6c46262U, 0xaB8399191U, 0xa4319595U, 0x37d3ededl, 0x8b£27979U,
0x32d5e7e7U, 0x438bc8c8U, 0x596e3737U, Oxb7da6dédU, 0x8c018d8dU, 0x64bld5d5U, 0xd29cdedel, Oxe049a9ady,
0xb4dB6c6eU, 0xfaac5656U, 0x0T£3£4£4U, Ox25cfeaeal, Oxafca6565U, Ox8ef47a’laU, Oxed47aeaeU, 0x18100808U,
0xd56fbabal, 0x88£07878U, 0x6f4a2525U, 0x725c2e2eU, 0x2438lclcU, 0xfl57a6a6U, 0xc773b4bdu, 0x5197c6c6U,
0x23cbe8e8U, Ox7calddddU, 0x9ceB7474U, 0x213elflfU, 0xdd964b4bU, Oxdc6lbdbdlU, 0x860d8b8bU, 0x850£8a8al,
0x90e07070U, 0x427c3e3eU, 0xc471b5b5U, Oxaacc6666U, 0xd8904848U, 0x05060303U, 0x01£7£6£6U, 0x121cOeleU,
0xa3c26161U, 0x5£6a3535U, 0x£9ae5757U, 0xd069b9bIU, 0x91178686U, 0x5899clclU, 0x273aldldu, 0xb9279e9eU,
0x38d9elelU, 0x13ebf8f8U, 0xb3209898U, 0x33221111U, 0xbbd26969U, 0x70a9d9d9U, 0x89078e8eU, 0xa7339494U,
0xb62d9b9bU, 0x223clelel, 0x92158787U, 0x20c9e9e9U, 0x4987cecel, Oxffaa5555U, 0x78502828U, OxTaaSdfdfU,
0x8£038c8cU, 0xf859alall, 0x80098989U, 0x171a0d0dU, 0xda65bfbfU, 0x31d7e6e6lU, 0xc6844242U, 0xb8d06868U,
0xc3824141U, 0xb0299999U, 0x775a2d2dU, 0x111e0f0fU, 0xcb7bb0b0U, Oxfca85454U, 0xd66dbbbbU, 0x3a2c1616U};

0x9fea’575U,
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AES 128 C code

0x07090e07U, 0x12362412U, 0x809b1b80U, Oxe23ddfe2U, Oxeb26cdebU, 0x27694e27U, 0xb2cd7fb2U,
0x091b1209U, 0x839e1d83U, 0x2c74582cU, Oxla2e34lal, 0x1b2d361bU, U,
0x52£6a452U, 0x3b4d763bU, 0xd661b7d6U, Oxb3ce7db3U, 0x297b5229U, Oxe33edde3U, 0x2f715e2fU, 0x84971384U,
0x53£5a6530, 0xd168b9d1U, 0x00000000U, Oxed2ccledU, 0x20604020U, Oxfclfe3fcU, 0xblc879b1U, 0x5bedb65bU,
Ox6abed46aU, 0xcb468dcbU, Oxbed967beU, 0x394b7239U, Ox4ade944aU, 0x4cd4984cU, 0x58e80058U, Oxcf4a85cfu,
0xd06bbbd0U, Oxef2ac5efU, Oxaae54faal, Oxfbl6edfbU, 0x43c58643U, 0x4dd79addU, 0x33556633U, 0x85941185U,
0x45c£8a45U, 0x£910e9£9U, 0x02060402U, Ox7£81fe7fU, 0x50£0a050U, 0x3c44783cU, 0x9fba259£U, OxaBe34basy,
0x51£3a251U, Oxa3fe5da3U, 0x40c08040U, 0x8£8a058fU, 0x92ad3£92U, 0x9dbc219dU, 0x38487038U, Ox£504£1£5U,
0Oxbcdf63bcU, 0xb6cl77b6U, Oxda75afdal, 0x21634221U, 0x10302010U, OxfflaeSffuU, 0xf30efdf3U, Oxd26dbfd2u,
0Oxcd4c8lcdU, 0x0c14180cU, 0x13352613U, Oxec2fc3ecU, 0x5felbe5fU, 0x97a23597U, 0x44cc8844U, 0x17392e17U,
0xc45793c4U, 0xa7£255a7U, 0x7e82fcTel, 0x3d477a3dU, 0x64acc864U, Ox5deTba5dU, 0x192b3219U, 0x7395e673U,
0x60a0c060U, 0x81981981U, 0x4fd19e4fU, Oxdc7fa3dcU, 0x22664422U, Ox2a7e542aU, 0x90ab3b90U, 0x88830b88U,
0x46caBc46U, Oxee29cTeeU, 0xb8d36bb8U, 0x143c2814U, 0Oxde79a7deU, OxSee2bcSeU, 0x0bld160bU, Oxdb76addbU,
0xe03bdbe0U, 0x32566432U, 0x3ade743al, OxOaleld0aU, 0x49db9249U, 0x060a0c06U, 0x246c4824U, OxScedb85cU,
0xc25d9£c2U, 0xd36ebdd3U, Oxacefd43acl, 0x62a6c462U, 0x91a83991U, 0x95a43195U, Oxed37d3edU, 0x798b£279U,
0xe732d5e7U, 0xc8438bc8U, 0x37596e37U, 0x6db7daédU, 0x8d8c018dU, 0xd564b1d5U, Oxded29cdel, 0xa9e049adu,
0x6cb4d86cU, 0x56faac56U, 0xf407£3f4U, Oxea25cfeal, 0x65afcab5U, Ox7a8efd7aU, Oxaee947aeU, 0x08181008U,
Oxbad56fbal, 0x7888£078U, 0x256£4a25U, 0x2e725c2eU, 0x1c2438lcU, 0xa6fl57a6U, 0xbdc773b4U, 0xc65197c6U,
0xe823cbe8U, Oxdd7calddU, 0x749ce874U, 0x1£213elfU, 0x4bdd964bU, Oxbddc6lbdlU, 0x8b860d8bU, 0x8a850£8aU,
0x7090e070U, 0x3e427c3eU, 0xb5c471b5U, Ox66aacc66U, 0x48d89048U, 0x03050603U, 0x£601£7£6U, Ox0Oel2lcleU,
0x61a3c261U, 0x355£6a35U, 0x57f9ae57U, 0xb9d069boU, 0x86911786U, 0xcl5899clU, 0x1d273aldU, Ox9eb9279eU,
0xel38d9elU, 0xf813ebf8U, 0x98b32b98U, 0x11332211U, 0x69bbd269U, 0xd970a9d9U, 0x8e89078eU, 0x94a73394U,
0x9bb62d9bU, Oxle223clel, 0x87921587U, 0xe920c9e9U, Oxced987cel, Ox55£faas55U, 0x28785028U, Oxdf7aaSdfy,
0x8c8£038cU, 0xalf859alU, 0x89800989U, 0x0d171a0dU, Oxbfdab5bfU, Oxe631d7e6U, 0x42c68442U, 0x68b8d068U,
0x41c38241U, 0x99b02999U, 0x2d775a2dU, 0x0f111e0fU, 0xb0cbTbb0U, 0x54fca854U, Oxbbd66dbbU, 0x163a2c16U};

0x759fea7su,
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AES 128 C code

0x0707090eU, 0x12123624U, 0x80809b1bU, Oxe2e23ddfU, Oxebeb26cdU,
0x09091b12U, 0x8383%e1dU, 0x2c2c7458U, Oxlala2e34U, 0x1b1b2d36U, .
0x5252£6a4U, 0x3b3b4d76U, 0xd6d661b7U, Oxb3b3ce7dU, 0x29297b52U, Oxe3e33eddU, 0x2f2£715eU, 0x84849713U,
0x5353£5a6U, 0xd1d168b9U, 0x00000000U, Oxeded2cclU, 0x20206040U, Oxfcfclfe3U, Oxblblc879U, 0x5bSbedbélU,

u, 3 7U, 0x39394b72U, Ox4adade94U, 0x4c4cd498U, 0x5858e8b0U, Oxcfcf4assy,

U, U, £U, OxfbfbléedU, 0x4343c586U, Ox4dddd79au, 0x33335566U, 0x85859411U,
0x4545c£8aU, 0x£9£910e9U, 0x02020604U, OxT£7£81fel, 0x5050£0a0U, Ox3c3c4478U, 0x9£9£fba25U, OxaBage3dby,
0x5151£3a2U, Oxa3a3fe5dU, 0x4040c080U, 0x8£8£8a05U, 0x9292ad3fU, 0x9d9dbc21U, 0x38384870U, Ox£5£504£1U,
0Oxbcbcdf63U, 0xb6b6c177U, Oxdada75afU, 0x21216342U, 0x10103020U, OxfffflaeSU, 0xf3f30efdU, 0xd2d26dbfu,
0Oxcdcd4c81U, 0x0c0c1418U, 0x13133526U, Oxecec2fc3U, 0x5f5felbeU, 0x9797a235U, 0x4444cc88U, 0x1717392eU,
0xc4c45793U, 0xa7a7f255U, O0x7e7e82fcU, 0x3d3d477aU, 0x6464acc8U, Ox5d5de7bal, 0x19192b32U, 0x737395e6U,
0%6060a0c0U, 0x81819819U, 0x4f4fd19eU, Oxdcdc7fa3U, 0x22226644U, 0x2a2a7e54U, 0x9090ab3bU, 0x8888830bU,
0x4646ca8cU, Oxeeee29c7U, 0xb8bBd36bU, 0x14143c28U, Oxdede79a7U, Ox5e5ee2bcU, 0x0bObldl6U, Oxdbdb76adu,
0xe0e03bdbU, 0x32325664U, 0x3a3ade7dU, 0x0alaleldU, 0x4949db92U, 0x06060a0cU, 0x24246c48U, Ox5c5cedbsy,
0xc2c25d9£U, 0xd3d36ebdU, Oxacacef43U, 0x6262a6c4U, 0x9191a839U, 0x9595a431U, Oxeded37d3U, 0x79798bf2U,
0xe7e732d5U, 0xc8c8438bU, 0x3737596eU, Ox6dédb7dal, 0x8d8d8cOLU, 0xd5d564blU, Oxdeded29cU, Oxa9a9e049U,
0x6c6cb4adBU, 0x5656faacU, 0xf4f407£3U, Oxeaea25cfU, 0x6565afcal, Ox7a7la8ef4U, Oxaeaee947U, 0x08081810U,
0Oxbabad56£U, 0x787888f0U, 0x25256f4aU, Ox2e2e725cU, 0x1clc2438U, 0xa6a6f157U, 0xbdbdc773U, 0xc6c65197U,
0xeBe823cbU, Oxdddd7call, 0x74749ce8U, Ox1£1£213eU, 0x4b4bdd96U, Oxbdbddc6lU, 0x8b8b860dU, 0x8aB8a850£U,
0x707090e0U, Ox3e3e427cU, 710, U, 0x03030506U, 0x£6£601£7U, Ox0Oe0el2lcy,
0x6161a3c2U, 0x35355f6aU, 0x5757f9aeU, 0xb9b9d069U, 0x86869117U, Oxclcl5899U, 0x1dld273aU, OxJe9eb927U,
0Oxelel38d9U, 0xf8£813ebU, 0x9898b32bU, 0x11113322U, 0x6969bbd2U, 0xd9d970a9U, 0x8e8e8907U, 0x9494a733U,
0x9b9bb62dU, Oxlele223cU, 0x87879215U, i 4987U, 0x5555£faal, 0x28287850U, Oxdfdf7aaSu,
0x8c8c8£03U, 0xalalf859U, 0x89898009U, 0x0d0d171aU, Oxbfbfda65U, Oxe6e631d7U, 0x4242c684U, 0x6868b8d0U,
0x4141c382U, 0x9999b029U, 0x2d2d775aU, 0x0f0fllleU, 0xb0bOcbTbU, 0x5454fca8U, Oxbbbbd66dU, 0x16163a2cU};

0x2727694eU,

0xb2b2cd7£U,
9

0x75759feal,
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AES 128 C code

0x272727270,

0xb2b2b2b2U,
9

0x75757575U,

0x07070707U, 0x121212120, 7
0x09090909U, 0x83838383U, 0x2c2c2c2cU, Oxlalalalal, O0x1blblblbU,
) ,

Oxe3e3e3e3U, ,
Oxfcfefefcl, 0xblblblblU, 0x5b5b5b5bU,

0:

0x53535353U, 0xdldldldlU,
U,

0x39393939U, Ox4adadadau, .

] £U 0x434343430, ;0 U,

454545450, Oxf9IL9FIEIU, Ox J, OxTE£T£7£T£U, 3, 0x3 U £9£9£9£0,
0x51515151U, Oxa3 U, u, £8£8£8£U, i 0 U, OXf5£5£5£5U,
5, U, 0x21212121U, 0x10101010U, OXxfEffffffU, OxE3F3£3£3U, 0xd2d2d2d2v,
I 0131313130, 0xSESESE5EU, 0x97979797U, 0x44444444U, 0x17171717U,
OxcdcdcdcdU, Oxa7ala7a7l, O0x7e7eTe7eU, 0x3d3d3d3dU, 0x64646464U, 0x5d5d5d5dU, 0x19191919U, 0x73737373U,
0x60606060U, 0x81818181U, 0x4f4f4F4£U, 0 3, 0 U, u, U,
0x46464646U, U, 0x14141414U, J, U 1, U
3, 0 U, 0 a3a3aU, 0x49494949U, 0x06060606U, 0x24242424U, 0x5c5c5c5cU,
0xc2c2c2c2U, 0xd3d3d3d3U, Oxacacacacl, 0x62626262U, 0x91919191U, 0x95959595U, Oxededededl, 0x79797979U,
0xe7e7e7e7U, 0373737370, J U U, 0xa%a9a%adu,

0x6c6C6C6CU, 0x56565656U, 0xfAf4f4F4U, Oxeaeaeaeal, 0x65656565U, Ox7a7a7a7laU, OxaeaeaeaeU, 0x08080808U,
Oxbabababal, 0x78787878U, U, Oxlclclcley, ij u, )
0xe8eBeBe8U, OxddddddddU, 0x74747474U, Ox1f1f1f1fU, u, y I, y

J 48484848U, 0x03030303U, 0xf6£6£6£6U, 0xOelelelel,

0x70707070U, O.

0x61616161U, 0x35353535U, 0x57575757U, 0xb9b9b9boU, 0x86868686U, OxclclclclU, 0x1dldldldy, OxJe9ededeU,
OxelelelelU, Oxf8f8£8f8U, U, 0x11111111U u, y J, 0%x94949494U,
0x9b9b9b9bU, OxlelelelelU, 0x87878787U, i 3, 5, 0 U, Oxdfdfdfdfu,
0x8c8c8c8cl, Oxalalalall, 0x89898989U, 0x0d0d0d0dU, Oxbfbfbfbfl, Oxebe6ebe6lU, 0x42424242U, 0x68686868U,
0x414141410, » 0x2d2d2d2dU, £0£0£0£U, U, 0x54545454U, OxbbbbbbbbU, 0x16161616U};
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AES 128 C code (6)

k = —>rd_key; K — o)
rk[0] = GETU32 (userKey ); <rk[l] = GETU32 (userKey + 4);
rk([2] = GETU32 (userKey + 8); rk[3] = GETU32 (userKey + 12);
for (;;) {
temp = rk[3];
rk([4] = rk[0] " (Te4[(temp >> 16) & Oxff] & 0xff000000) ~
(Ted4 [ (temp >> 8) & Oxff] & 0x00££0000) ~
(Ted [ (temp ) & Oxff] & 0x0000££00) ~
(Ted [ (temp >> 24) ] & 0x000000ff) "~ rcon[i];
rk([5] = rk[1l] ~ rk[4]; «rk[6] = rk[2] "~ rk([5]; <rk[7] = rk[3] = rk[6];
if (++i == 10) return 0;
rk += 4;

rk[4] = GETU32 (userKey + 16);
rk[5] = GETU32 (userKey + 20);
rk[6] = GETU32 (userKey + 24);
rk[7] = GETU32 (userKey + 28);

return 0;
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AES 128 C code (7)

assert (in && out && key); rk = key->rd_key;

s0 = GETU32 (in ) © rk[0];
sl = GETU32(in + 4) ~ rk[1];
s2 = GETU32(in + 8) "~ rk([2];
s3 = GETU32(in + 12) ~ rk[3];

r = key->rounds >> 1;

for (;;) {
t0 = TeO[(s0 >> 24) ] ~ Tel[(sl >> 16) & Oxff] °
Te2[(s2 >> 8) & Oxff] "~ Te3[(s3 ) & Oxff] ~ rk[4];
tl = TeO[ (sl >> 24) ] ° Tel[(s2 >> 16) & Oxff] ~
Te2[(s3 >> 8) & O0xff] ° Te3[(s0O ) & Oxff] ° rk[5];
t2 = TeO[(s2 >> 24) ] ° Tel[(s3 >> 16) & Oxff] ~
Te2[(sO >> 8) & Oxff] ~ Te3[(sl ) & Oxff] ° rk[6];
t3 = TeO[(s3 >> 24) ] © Tel[(sO >> 16) & Oxff] °
Te2[ (sl >> 8) & Oxff] ~ Te3[(s2 ) & Oxff] ~ rk[7];

rk += 8; if (-—-r == 0) break;
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AES 128 C code (8)

Te2[(t0 >> 8) & O0xff] Te3 [ (tl ) & Oxff] rk([2];
s3 = TeO[(t3 >> 24) ] ° Tell[(tO >> 16) & Oxff] ~
Te2[(tl >> 8) & Oxff] ~ Te3[(t2 ) & Oxff] ° rkI[3];
}
s0 = (Ted[(t0 >> 24) ] & 0xff000000) " (Te4[(tl >> 16) & Oxff] & 0xf£0000)
© (Ted[(t2 >> 8) & Oxff] & O0xff00) "~ (Te4d[(t3 ) & Oxff] & Oxff)
~ rk[0]; PUTU32 (out , s0);
sl = (Ted[(tl >> 24) ] & O0xff000000) "~ (Ted4[(t2 >> 16) & Oxff] & 0xff0000)
~ (Ted[(t3 >> 8) & Oxff] & Oxff00) "~ (Te4[(tO ) & Oxff] & Oxff)
~ rk[1l]; PUTU32(out + 4, sl);
s2 = (Ted4[(t2 >> 24) ] & 0xf£000000) "~ (Te4[(t3 >> 16) & Oxff] & 0xf£0000)
© (Ted4[(t0 >> 8) & Oxff] & O0xff00) ~ (Ted[(tl ) & O0xff] & Oxff)
®~ rk[2]; PUTU32(out + 8, s2);
s3 = (Te4[(t3 >> 24) ] & 0x£f£000000) ~ (Ted[(t0 >> 16) & Oxff] & 0xf£0000)
© (Ted[(tl >> 8) & Oxff] & 0xff00) ~ (Ted[(t2 ) & O0xff] & Oxff)

° rk[3]; PUTU32(out + 12, s3); //132 characters for this part, just under one tweet!
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SPECK 128/128 in one tweet

#define R(x,y,k)x=x>>8|x<<56, x+=y,x =k, y=y<<3|y>>61,y " =x
void E(uint64_t *T,uint64_t *K) {for (int i1=0;i<32;){R(T[1],*T, *K);
R(K[1],*K,i++);}}

Adapted from code by Bo Zhu, https://gist.github.com/zhuzhuor
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SIMON and SPECK performance

ASIC/FPGA area

ASIC/FPGA efficiency (throughput/area)
Latency

Ease of side-channel protection

Power and energy efficiency

Software performance (size, speed, energy)
on 8-, 16-, 32-, and 64-bit processors

We don’t have the time here to discuss all the various imple-
mentation results. Please see our workshop paper for more.

We briefly mention /atency on the next slide.
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algorithm area latency clock cycles
(GE) (ns) (MHz)

PRINCE 8679* 28.17 355 1
9522 229 43.7 1
SIMONG64/128 6576 27.56 3991 11
9516 22.88 393.3 9
SPECK®64/128 6377 52.36 191.0 10

* registers not counted
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The SIMON and SPECK Team

Ray Beaulieu rayb@ccrwest.org

Doug Shors djshors@tycho.ncsc.mil
Jason Smith jksmit3@tycho.ncsc.mil
Stefan Treatman-Clark sgtreat@tycho.ncsc.mil
Bryan Weeks beweeks@tycho.ncsc.mil
Louis Wingers Irwinge@tycho.ncsc.mil
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