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Introduction

* In 1978 Robert McEliece
proposed a public key scheme
based on Coding Theory

* The scheme could be used only
for encryption

* Difficulty of decoding random
linear codes

* Not so attractive as RSA (public
key bigger than 32KB)

* Scheme was analyzed 35 years

and seems solid
— Some parameters adjusted in 2008 @ NTNU
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McEliece Public-Key Scheme

* Key Generation
— Alice chooses S, G and P
* Sis arandom (k X k) nonsingular binary matrix.

* G'1s a (k x n) generator matrix of a z-error-correcting binary linear
code.

* Pisarandom (n X n) permutation matrix.
— Alice’s secret key : S, G and P
— Alice’s public key : G’ =SGP
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McEliece Public-Key Scheme (Cont.)

* Encryption
— Bob sends a k-bit binary message m to Alice, by computing
c=mG +e

* e is an n-bit random error vector of weight z.
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McEliece Public-Key Scheme (Cont.)

* Decryption
— When Alice receives c, she
1. Calculates ¢’ = cP!' = mSG + eP!
2. Uses the decoding algorithm of the original code G to obtain
m’=msS form ¢’
3. Recovers message m by computing m = m’S"!
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McEliece Public-Key Scheme (Cont.)

Parameters

* For 80 bits of security McEliece originally suggested to
use Goppa codes and the security parameter sizes of
n=1024, k=524, t=50

* Recent analysis (Bernstein, Lange and Peters, 2008)
suggests parameter sizes of n=2048, k=1751, =27 for 80
bits of security (standard algebraic decoding for the
Goppa codes)

* Orn=1632, k=1269, =34 when using list decoding for the

Goppa code
C NTNU
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McEliece Public-Key Scheme (Cont.)

Q: Why Bob must

Parameters | produce just so little
* For 80 bits of security M

use Goppa codes and the errors when he en(’:?rypts
n=1024, k=524, =50 the messages :

* Recent analysis (Bernstein, Lange and Peters, 2008)
suggests parameter sizes of n=2048, k=1751, =27 for 80
bits of security (standard algebraic decoding for the -
Goppa codes) -

* Orn=1632, k=1269, t=34 when using list decoding for the
Goppa code
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How the codes are decoded In
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How the codes are decoded In
Coding Theory?

Y Minimum distance of the code C
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How the codes are decoded In
Coding Theory?

t=d/2 _ .
radius for unique

decoding of the code C
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How the codes are decoded In
Coding Theory?

t=d/2
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How the codes are decoded In
Coding Theory?

t=d/2
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How the codes are decoded In
Coding Theory?

t=d/2
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How the codes are decoded In
Coding Theory?

C
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How the codes are decoded In
Coding Theory?

C

¢’ can not be decoded if ||e||> ¢
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Can we do better with some
other decoding approach?
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Can we do better with some
other decoding approach?

* Yes we can :-)
— By using List decoding
— Proposed in 50’ by Elias and Wozencraft (but no efficient algorithm)

— Sudan in 1997 proposed an efficient list decoding algorithm with
polynomial run-time

— Guruswami and Sudan in 1998 significantly improved Sudan’s
algorithm
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Can we do better with some

other decoding approach?

.+ Yes we can -) Can we do EVEN BETTER

— By using List decodin than the classical list

— Proposed in 50’ by Elic decoding if our

— Sudan in 1997 propos:¢ , . .
coding/decoding is for

polynomial run-time

pCLCREWENINTEEY cryptographical purposes?

algorithm
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Can we do better with some

other decoding approach?

.+ Yes we can -) Can we do EVEN BETTER

— By using List decodin than the classical list
— Proposed in 50’ by Elig der‘-oding, if our

Can the errors introduced /decoding is for
in encryption phase be |phical purposes?

chosen from some
arbitrary set and still be
decodable?
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Can we do better with some

other decoding approach?

* Yes we can -) Can we do EVEN BETTER
i decadi than the clacssic3] list

YES!1 o

Jis for
in encryption phase be phical purposes?
chosen from some
arbitrary set and still be
decodable?
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Our approach
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Our approach

* Instead of the classical approach in coding theory
where errors are forming a Hamming sphere with
radius ¢ around the codewords
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Our approach

* We want to form an arbitrary set of errors around the
codewords

* We want also to increase the \——T \ﬁ
set of possible errors that the
encryptor can introduce

* Still to be capable to decode o
efficiently and reliably

© NINU
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Our approach

A classical modeling of an error set around a An artistic visualization of our idea with an
code word with the Hamming sphere. arbitrary error set around the codewords
(Escher’s tessellations).
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Our approach

* McEliece in the world of Escher

* Cryptology ePrint Archive: Report 2014/360
http://eprint.iacr.org/2014/360
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http://eprint.iacr.org/2014/360

Some definitions and properties

Definition 1. Let £ be a positive integer, and let E; C T4 such that |E,| > 2'=1. We define the|density
of the set E; as:

D(E,) = |E(|/*.

We will refer to the integer ¢ > 0 as granulation| (when clear from context we will use just E).

Proposition 1. 1. Let By, C Iﬁ’gl, Eq, C Fg‘?, for some integers £1,0s > 0. Let D(Ey,) = D(Ey,) = p
Then D(E; x Ep,) = p.

2. Let Eyy.Epo,...,Epp CFS 0> 0, and D(Ey,) = D(Ego) =+ = D(Ey,) = p.

Then D(Epq X Ega X -+ X Egm) = p.
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Some definitions and properties

* Example

1. Let E} = {z € F3|wt 2} = {(0,0),(0,1),(1,0)}. Then D(Ey) = |Es|'/? = 3Y2 and also
D(E3) = |E3|V/* = Qlfq = 3”‘ as well as D(Em) — 312 for any positive integer m.
. Let E41 = {z € F|2 < wt(x) < 3}. Then D(Es;) = (X5, (5)V4 = 101/4, and also D(E) =
10174 for any positive 111teger m. Note that the set Eyo = {z € Filwt(z) < 2} \ {(0,0,0,0)} has
also density D(E o) = 10174,
3. Let By = {(0,1,0,0),(0,0,0,1),(0,1,0,1),(1,0,0,1),(0,0,1,0), (0,1,1,0),(1,0,1,0),(1,1,1,0),
(0,1,1,1),(1,1,1,1)}. The values of E4 are chosen without any particular rule in mind. Then
D(E,) = \E4W4 = 10Y/4 as well as D(EY") = 104 for any positive integer m.

R
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Some definitions and properties

Proposition 3. Let C be any binary (n,k) code and E C F5 be an error set of density p. Let w be
any word of length n, Wi = {w + ele € E} and Cyw,, denote the set of codewords in W. Then:

1. The expected number of codewords in Wy is p"25=". The probability that Cw, is an empty set is
given by Pr[Cy, = (] < e—(pm2FnHl_1)2/(prak—n+3)

2. Suppose there exists a codeword ¢ € Wg. Then the expected number of codewords in Wg \ {c} is
approzimately p"2¥=" for large enough n and k. The probability that Cwi\{c} has another element

except ¢ is estimated by Pr[|Cyy 1y > 1] < e—(1=p"2577)2 [(14pm2571)
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Some definitions and properties

Proposition 3. Let C be any binary (n,k) code and E C F5 be an error set of density p. Let w be
any word of length n, Wi = {w + ele € E} and Cyw,, denote the set of codewords in W. Then:

1. The expected number of codewords in Wy is p"25=". The probability that Cw, is an empty set is
given by Pr[Cy, = (] < e— (P28 HI_1)2/(pn2knt3)

2. Suppose there exists a codeword ¢ € Wg. Then the expected number of codewords in Wg \ {c} is
approzimately p"2¥=" for large enough n and k. The probability that Cwi\{c} has another element

except ¢ is estimated by Pr[|Cyy 1y > 1] < e—(1=p"2577)2 [(14pm2571)

1. Let C be a (1280,256) binary code. The code rate is 0.2. We consider an error set E of density
p = 32 Let ¢ be a codeword and w = ¢ + e for some e € E. Then, from Proposition 3 the
decoding list of the word w is of average length 1 4+ p"2%=™ = [1.00127. The probability that there
is another element in the list except c is| 0.37.| Note that these parameters may be suitable for

building an encryption scheme, since we can expect that the list has only one element.

. Let C be a (1208,256) binary code. The code rate is 0.211921. We consider an error set F of
density p = 3%/2. Let w be a word of length n. Then, the decoding list of the word w is of average
length 39.8733, and the probability that the list is empty i::{ 272% Such parameters are suitable

for (building a signature scheme| since with great confidence we can always expect ﬁlﬁpFﬂNﬁl

signature. Moreover, the number of valid signatures is relatively small.

2
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Some definitions and properties

* Example of Code where we can decode up to n/2
errors

( I \

\ W )
Let E) = {z € F3|wt(z) < 2} = {(0,0),(0,1),(1,0)}. Then D(E;) = |Es|"/?> = 3"/2, and also
D(E?) = |E2|1/4 = ol/4 = 3”‘ as well as D(E"-Z” — 312 for anv positive integer m.
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Some definitions and properties

* Example of Code where we can decode up to n/2

errors |
( i~ \
ki< B[
By
G — Ik _ —i Bsr‘
K W )

Let By = {z € F3|wt(z) < 2} = {(0,0), 000, (1.0)}. Then D(E;) = |E|'? = 32, and also

D(E?) = |E2|M/4 = o1/4 = 31/2 45 well as D(E™

= 3U 2 for anv positive integer m.

Up to 1 error in every two

bits AND up to n/2 errors
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Encryption

m € Fk.
c = mGpy, +e € Fy

e (drawn from a specific error set E™)
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Encryption

m € F%,
c = mGpy, +e € Fy

e (drawn from a specific error set E™)

The scheme looks similar as LWE

schemes, but with different error set
and powerful list decoding algorithm.
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Decoding

®NTNU

Innovation and Creativity

www.ntnu.no E A new code based public key encryption and signature scheme based on list decoding



Decoding
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Decoding
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Decoding

g’
L 2
*
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Decoding

g’
L
L g
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Decoding
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Decoding
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Decoding

X
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N )
\\ [59
—_—— I )
F — ll : / 4
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: 0 .
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\ 1
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e 4
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Decoding

—ll. |

T
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Decoding

T — ll' i

g’
*
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Decoding

T — ll' i

g’
*
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Decoding

y = Je | ),
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A nice property of the scheme

* The scheme is both encryption and signature
scheme
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A nice property of the scheme

* The scheme is both encryption and signature
scheme

* Why the ordinary McEliece scheme is so hard to
use it for digital signatures?
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Recall ...

t=d/2
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Recall ...

t=d/2
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Recall ...
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A nice property of the scheme

Algorithm 3 Signing
Input: A value h € F5 to be signed. The private key S, G and P.

Algorithm 4 Verification

Input: A pair (h,o) € F} x F5. and the public
Output: A valid signature & € F§, so that ¢Gou,+h € E™ C F3. key Gpup.
Procedure:
rocedure Output:
1. Compute y =hP '
2. Decode y ulsing Algf:nrithln 1, to obtain a list L., of (possibly Ver(h, o) —
several) valid decodings. '
3. Select any element x < L., and compute & = xS~ .

Accept, if eGpun +h e E™ c F3.

Reject, otherwise.
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A nice property of our approach

Algorithm 3 Signing Algorithm 4 Verification
Input: A value h € F5 to be signed. The private key S, G and P.

Input: A pair (h,o) € F} x F5. and the public
Output: A valid signature & € F§, so that ¢Gou,+h € E™ C F3. key Gpup.

Procedure: Output:
1. Compute y =hP ' R
2. Decode y using Algorithm 1, to obtain a list L, of (possibly Ver(h, o) — Accept, if oGpup +h e E™ C F3.

several) valid decodings.

Reject, otherwise.
9 Quloct anv eleme ) o 1 ] -
3. Select any element x « L., and compute & = x5 .

Recall (we can control the number of elements in the decoding list):

Let C be a (1208,256) binary code. The code rate is 0.211921. We consider an error set E of
density p = 3'/2. Let w be a word of length n. Then, the decoding list of the word w is of average
length [39.8733 Jand the probability that the list is empty is 272®. Such parameters are suitable
for building a signature scheme, since with great confidence we can always expect to have a valid

signature. Moreover, the number of valid signatures is relatively small.
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A nice property of our approach

Algorithm 3 Signing Algorithm 4 Verification
Input: A value h € F5 to be signed. The private key S, G and P.

Input: A pair (h,o) € F} x F5. and the public
Output: A valid signature & € F§, so that ¢Gou,+h € E™ C F3. key Gpup.

Procedure: Output:
1. Compute y =hP ' R
2. Decode y using Algorithm 1, to obtain a list L, of (possibly Ver(h, o) — Accept, if oGpup +h e E™ C F3.
several) valid decodings. " Reject, otherwise ;1
3. Select any element x < L., and compute & = xS~ . S

Recall (we can control the number of elements in the decoding |j

Let C be a (1208,256) binary code. The code rate is 0.211921. Wge
density p = 3'/2. Let w be a word of length n. Then, the decodi

R~

consider an error set E of

ist of the word w is of average

length [39.8733,|and the|probability that the list is empty is 2

Such parameters are suitable
for building a signature scheme, since with great confidence we can always expect to have a valid

signature. Moreover, the number of valid signatures is relatively small.
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Security analysis

* Four types of attacks analyzed

1. Information Set Decoding
for Error Sets of a Given Density

2. Modeling ISD using Polynomial System Solving

Groebner bases apprach

3. Rank Attacks
4. Cheap distinguishers (equivalent keys finders)
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Security analysis

1. Information Set Decoding
for Error Sets of a Given Density

Theorem 1. The probability of success of one iteration and the cost of one iteration of the Lee-Brickell
variant, Stern variant, Finiasz-Sendrier variant, Bernstein-Lange-Peters variant, May-Meurer-Thomae
variant and Becker-Jouz-May-Meurer variant adapted to error sets of density p are given in Table 1.
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Variant | pPry agr pCostyap — Costauss

| (| (-

ST (wﬁf)ﬁ (0" k—_:i‘*" IApL + QP'?E-E'—E, I — (k,:?f) (pt —1)P

FS ((h-l—)x]f?f) h—ﬂ"*f IApL + gp_nér_i I — ([k—.;},fzf) (p° —1)P

BLP (Fc,-”?f) (Alff) (A??ff) (M?E){p 1)P2(A1 + Ao)p + (n,;zf) ((A;;’E) n ()x:;,f‘f?)) (Pt —1)PT (A1 + Aa2)gq

_ (f—i]ff'fq n (k126)? (Mdgifi’:j( —1)2p+2a 2p + g)n

MMT ((R-I--;];”Ef)Q% MopL + (2n + X — Ao }pz% -I-pngf‘T;, _ (c:ct:’}jéf@f){pf — 1)p/2
BIMM | (/81"

P P

N Lg L3R, LIR
—IPT’CG?EPQ (Lg logs Ra —-n_R_i) 19 (Pi 2z 2 EJ\ 1) |

. 2 4 —
Preau = (M) (4479

p'!—].

1
, Pi = +e€i, 1=1,2,p0 = p,

L; = (Hc+:i}f2-f){p£‘ —1)Pii=1,2, L3= ({k-l—)x]f?f)ipf

_ 1yP2/2
p2/2 1P,

R; = () (VP (of = 1), i=1,2,p0 = p
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Variant | pPry ag pCostyar — Costgauss
R R
ST | (2 2ApL +2pnkl, L= (%
Variant | LB ST FS MMT BJMM
_ 9212 9107 5186 9146 5123
_ 9416 9381 9356 9279 9226
MMT (‘”ﬂ”ﬁf)z@;,\—_ﬁ 20opL + (20 + X = Aa)pls + pgiesy, L= (F)%) (pf — 1)7/2
BIMM | (*+M/f) 0" APr =4 po (L::. log, Ra + n%) +2n (;m +plaks
Preat = (S0 (0 ™ pi= Bt b, i= 12,0 =
L. — ([k+;)fﬂf){p£’ _Pii— 1,2, {h:;;é'if)[p _1yp2/2

R; ( Pi—1 )(ik—-’\}f’f—m_L

pi—1/2

€4

)" = 1), i=1,2,pp=p
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Security analysis

2. Modeling ISD using Polynomial System Solving

Groebner bases apprach

Example 1.
Let the error set be £ ={(0,0), (0,1), (1,0)}. This set is completely

described by the following quadratic equation:
ee, = 0,

i.e. the solutions of that equation coincides with the error set.

Example 2.
Let the error set be E ={(0,1,0,0), (0,0,0,1), (0,1,0,1), (1,0,0,1), (0,0,1,0),
(0,1,1,0), (1,0,1,0), (1,1,1,0), (0,1,1,1), (1,1,1,1)}. This set is completely
described by the following cubic equation:

e,tete tee tee tee Teee = l.
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Security analysis

2. Modeling ISD using Polynomial System Solving

Groebner bases apprach

Given a public generator matrix Gpup and a ciphertext ¢, we can form n linear equations
XGpub +y =rc,

where x denotes the & unknown bits of the message, and y is the n-bit unknown error. Clearly, we don’t have
enough equations to find the correct solution efficiently. However, from the known structure of the error vector
we can derive additional equations of higher degree that describe exactly the error set. If we denote these
equations as P(y) = 0, then a solution of the system

XGI-')UI'J + y =cC (13}
P(y) =0
will give the same solution for the message and the error vector as the decoding algorithm with the knowledge
of the private key.
We emphasize that any error set can be described by a system of equations, including the set of errors of
a bounded weight used in the McEliece system. The efficiency of this approach strongly depends on the error

structure.
O NTNU
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Security analysis

2. Modeling ISD using Polynomial System Solving

Groebner bases apprach

Furthermore, it is possible to introduce an optimization parameter in the form of a guess of some of the
errors, or a guess of linear equations for the errors. In what follows we present the modeling of an error set of
density p = 3'/2 and granulation ¢ = 2.

Let E, be an error set of density p = 3'/? and granulation £ = 2. Without loss of generality, we can assume

that £, = {(00), (01),(10)}. Let (e1,e2) € Ey. Then, the equation e;e; = 0 describes completely the error set
Ey. Hence, the system (13) turns into:

(-Tl: . 135'-{&}0[3!11) + (yl‘, e '..y??-) =cC
Y1y2 =0

Yn—1Yn = 0
The system can be easily transformed to the following form:
Ay(zy, .. o) Ag(xq, ... yxp) =0

(14)
An—l(mla sy 3:.31.')-‘/1'r1(3:l1- sy 'Tfi.') =0

where A; are some affine expressions in the variables xq,..., 7.
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Furthermore, it is possible to introduce
errors, or a guess of linear equations for th
density p = 3'/2 and granulation ¢ = 2.

Let E; be an error set of density p = 3'/2 and grar oss of generality, we can assume
that £, = {(00), (01),(10)}. Let (e1,e2) € Ey. Thee the equation ejeq 20 describes completely the error set
Ey. Hence, the system (13) turns into:

L L
(-Tla“-1mk)Gpub+(yla---:'y'n C
yy2 =10

Yn—1Yn = 0

The system can be easily transformed to the following form:

Al(mla . ,ﬂfk)Ag(.’ﬂl,. . .,ﬂfk) =0
(14)
An—l(mla . -amk)An(mlw : 'amk) =0

where A; are some affine expressions in the variables x,..., L.
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Groebner bases apg

Furthermore, it is possible to introduce
errors, or a guess of linear eqlmtlom for th

density p = 3'/2
Let Ey be a we can assume

s \\/e can look at this scheme as the first ity
AaAaE public key encryption and signature
multivariate (quadratic, cubic, ...)
scheme that is not given in a form

The system can

(14)

An—l(mla . -amk)An(mlw : 'amk) =0

where A; are some affine expressions in the variables x,..., L.
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2. Modeling ISD using Polynomial System Solving

Groebner bases apprach

We can introduce an optimization parameter p as follows. Suppose we have made a correct guess that the
equation yo;—1 +y2: = bs, by € {0, 1} holds for p pairs (y2¢—1,y2¢) of coordinates of the error vector. Adding these
p new equations to the system reduces the complexity of solving it. Note that it is enough to correctly guess k
equation to obtain a full system of k£ unknowns. The probability of making the correct guess is Pr = (2/3)F.
Under the natural constrain 0 < p < k, we can roughly estimate the complexity to

Comp = (3/2)" - ((Die;kp_p) +p)w

® NTNU

Innovation and Creativity

www.ntnu.no 4 A new code based public key encryption and signature scheme based on list decoding



Security analysis

2. Modeling ISD using Polynomial System Solving

Groebner bases apprach

We can introduce an optimization parameter p as follows. Suppose we have made a correct guess that the
equation yo;—1 +y2: = bs, by € {0, 1} holds for p pairs (y2¢—1,y2¢) of coordinates of the error vector. Adding these
p new equations to the system reduces the complexity of solving it. Note that it is enough to correctly guess k
equation to obtain a full system of k£ unknowns. The probability of making the correct guess is Pr = (2/3)F.
Under the natural constrain 0 < p < k, we can roughly estimate the complexity to

oo ((52) )

where Dregy.—, denotes the degree of regularity of a system of & — p variables of the form (14).
We performed some experiments using the F); algorithm [19] implemented in MAGMA |34], and based on

rather conservative projections of the degree of regularity, we give the following table with a rough estimate of
the lower bound of the complexity.

Table 3. Estimated complexity of solving pISD using the Fy algorithm for £ = 2, p = 31/2,

k Complexity
128 284
956 9152
| 512 2237
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3. Rank Attacks (on the code and on the dual code)
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3. Rank Attacks (on the code and on the dual code)

If k, is too small, decoding is fast

but system is unsecure.
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3. Rank Attacks (on the code and on the dual code)

J1

If k, is too small, decoding is fast

but system is unsecure.

If k1 is small, decoding is afordably fast,
and for the encoding scheme the security
can be increased by increasing the n .
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3. Rank Attacks (on the code and on the dual code)

If k, is too small, decoding is fast

but system is unsecure.

If k1 is small, decoding is afordably fast,
and for the encoding scheme the security
can be increased by increasing the n .

But n_can not be too big, because
Groebner attacks will break the system.

® NTNU

Innovation and Creativity

www.ntnu.no 4 A new code based public key encryption and signature scheme based on list decoding




Security analysis

3. Rank Attacks (on the code and on the dual code)

If k, is too small, decoding is fast

but system is unsecure.

If k1 is small, decoding is afordably fast,
and for the encoding scheme the security
can be increased by increasing the n .

But n_can not be too big, because

Groebner attacks will break the system.
Code rates 1:4, 1.5, 1.6
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3. Rank Attacks (on the code and on the dual code)

For encryption, k, values in

range 20 — 34 and code rates I B
1:4, 1.5, 1:6 offer security !
against known attacks in range

280 _ 5160 & 0
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3. Rank Attacks (on the code and on the dual code)

For encryption, k, values in For signatures, k, values in
range 20 — 34 and code rates range 256 — 1024 and code

1:4, 1:5, 1.6 offer security rates around 1:2 offer security
against known attacks in range against known attacks in range
280 _ 9160 280 _ 2160
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3. Rank Attacks (on the code and on the dual code)

P (/= E /1) (0t B
Trank =\ N, /0 — (K, /0 +1) |\ N, /¢

The rank computation takes approximately k(K; + ¢)“~! operations, where w is the linear algebra
constant.

Table 3. Concrete complexity of rank attack for £ = 2, p = 31/2.

k 256 512 768 1024 1280 1536 1792 2048
K1 20 22 24 26 28 30 32 34

i wd i 'y i . i . i e = i [aln g~ i .t i
SV YISO {1324 39 51569 1685 S T80

Complexity of the attack
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4. Cheap distinguishers or equivalent keys finders
(brought to us by Nicolas Sendrier)

From the elements in L; we build up the temporary list 77 of all possible decodings of yy having length
441=5:

i1 Unlike other code-based systems, if you try to find an
equivalent key (by some more efficient distinguishers
than those discussed in part 3.), you have to pay
attention your key to keep this ratios in order to be
usefull for the list-decoding.

Repeating the above proc

Thus, in this case we obtain a unique decoding.
The efficiency of the list decoding algorithm depends on th¢/size of the lists Ly, L;....,L,,, and whether
during the decoding process each new list has a smaller siz¢/than the previous one. If the size of the lists
decreases, the overall complexity is dominated by the size of £he initial list Ly. Therefore, givep-a-parasmater k;
(which determines Lg), we want to impose constrains on t)fe values of n;/k; in order to avoid |“blow=up™ jof the
list sizes.

Proposition 3. Let E[|L;|| denote

af1the lists Ly, La, ..., Ly. Then |Lo| >
n; logy p

. > ... > El|Lyll i > 62l <i<w.
|EHL1H > -« > E[|Lw|] if and only i b = T—log, p forall2 <i<w




6 Choosing Parameters

One important issue with any cryptographic primitive is its efficiency for a given level of claimed security. For
public-key primitives, this can be examined by analyzing the sizes of the private and public key, and the number

of operations necessary for encryption, decryption, signing and verification.

Public key size (kB) Public key size (kB)
19 66 145 254 394 556 755 984 12 17 23 30 37 46 55 65 75
T T T T T T T T T T T T T T T T T
200 - _g— Code 7 200 - [ _g— Code 7
—m— Dual ‘/. ] —m— Dual
180 - _ 4 Decode 7] 180 - | _y Decode 7
160 160 - s
w140 w140 | -
Z 120 Z 120 = =
; ; _.—_-_',_'.'—-':F-_
@ = _ ____;::j__,.
2 100 = wolp __J___.;—r-_;;':a_!:' ___________________________ -
5 8 —
£ . >
=80 B ~
60 |- s 60 - s
40 e A 40 | B s
__.l.———-l——*___"___‘___‘_ __‘___‘___‘___a——l———_“_ —*
20 r— 1 I I | I I 20) 4 1 I | I | I
160 314 476 638 800 954 1116 1278 306 366 426 486 546 606 GG6 726 786
k k
(a) Encryption (b) Signature
Fig. 5. Comparison between the complexity of decoding and the distinguishing attacks for encryption and signature.
Dashed horizontal lines denote three security levels: 2% 996 and 2'%%,
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Some concrete parameter proposals

Variant Security n k Public key | Decoding
level size [KB] operations

Encryption 280 1280 256 10 219

Encryption | 2% 2560 512 160 2206
Encryption | 228 5120 1024 640 9238
Signature | 28%° 1208 256 37.7 219

Signature | 2% 2416 512 151 9206
Signature o128 4832 1024 604 9238
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Potentials of these Staircase-
Generator Codes for other
applications

» Approaching Maximum Embedding Efficiency on Small Covers Using Staircase-
Generator Codes, S. Samardjiska and D. Gligoroski, 2015 IEEE International
Symposium on Information Theory, June 14-19, 2015, Hong Kong

» By applying a simmilar approach as in the signature variant of the public key
scheme, but used for steganographic matrix embedding, these codes achieve
almost the upper theoretical bound of the embedding efficiency for sizes of the
covers in the range of 1000 — 1500.

» Other steganographic schemes based on matrix embedding that offer embedding
efficiency close to the theoretical bound are based on the low-density generator

matrix (LDGM) codes, and they achieve that bound for large covers in the range
105 — 108,

» These Staircase-Generator Codes achieve the upper theoretical bound with two
or three orders of magnitude smaller covers.
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Thank you for your attention!
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