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Introduction 
•	 In 1978 Robert McEliece 

proposed a public key scheme 
based on Coding Theory 

•	 The scheme could be used only 
for encryption 

•	 Difficulty of decoding random 
linear codes 

•	 Not so attractive as RSA (public 
key bigger than 32KB) 

•	 Scheme was analyzed 35 years 
and seems solid 
– Some parameters adjusted in 2008
�
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McEliece Public-Key Scheme
�

• Key Generation 
–	 Alice chooses S, G and P 

•	 S is a random (k × k) nonsingular binary matrix. 
•	 G is a (k × n) generator matrix of a t-error-correcting binary linear 

code. 
•	 P is a random (n × n) permutation matrix. 

–	 Alice’s secret key : S, G and P 
–	 Alice’s public key : G’ = SGP 
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McEliece Public-Key Scheme (Cont.)
�

• Encryption 
–	 Bob sends a k-bit binary message m to Alice, by computing 


c = mG’ + e
	
• e is an n-bit random error vector of weight t. 
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McEliece Public-Key Scheme (Cont.)
�

• Decryption 
– When Alice receives c, she 

1. Calculates c’ = cP-1 = mSG + eP-1 

2. Uses the decoding algorithm of the original code G to obtain 
m’ = mS form c’ 

3. Recovers message m by computing m = m’S-1 
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McEliece Public-Key Scheme (Cont.) 

Parameters 
• For 80 bits of security McEliece originally suggested to 

use Goppa codes and the security parameter sizes of 
n=1024, k=524, t=50 

● Recent analysis (Bernstein, Lange and Peters, 2008) 
suggests parameter sizes of n=2048, k=1751, t=27 for 80 
bits of security (standard algebraic decoding for the 
Goppa codes) 

• Or n=1632, k=1269, t=34 when using list decoding for the 
Goppa code 



             

Eliece originally suggested to 
ecurity parameter sizes of 

 

  

  
 

McEliece Public-Key Scheme (Cont.)
�

Parameters 
•	 For 80 bits of security Mc 

use Goppa codes and the s 

● Recent analysis (Bernstein, Lange and Peters, 2008) 

suggests parameter sizes of n=2048, k=1751, t=27 for 80 

bits of security (standard algebraic decoding for the

Goppa codes)


• 
Goppa code 
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n=1024, k=524, t=50 

Or n=1632, k=1269, t=34 when using list decoding for the 

Q: Why Bob must 
produce just so little 

errors when he encrypts 
the messages? 
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How the codes are decoded in 
Coding Theory? The set of all codewords 

composes the code C 



             

 
 

       

How the codes are decoded in
�
Coding Theory? 

d – Minimum distance of the code C 
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How the codes are decoded in
�
Coding Theory? 

t=d/2 
radius for unique 

decoding of the code C 
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How the codes are decoded in
�
Coding Theory? 

t=d/2 
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How the codes are decoded in
�
Coding Theory? 

t=d/2 

When the dimension of 
the codewords is n, and 

their number is 2k, and the 
minimum distance is d, we 
talk about (n, k, d) codes. 
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How the codes are decoded in
�
Coding Theory? 

t=d/2 

t=d/2 is constrained by: 
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How the codes are decoded in
�
Coding Theory? 

e 
c 

c'=c+e 
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How the codes are decoded in
�
Coding Theory? 

e 
c 

c'=c+e 
c' can not be decoded if ||e||> t 
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Can we do better with some 

other decoding approach?
�
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Can we do better with some 

other decoding approach?
�
•	 Yes we can :-) 

–	 By using List decoding 
–	 Proposed in 50’ by Elias and Wozencraft (but no efficient algorithm) 
–	 Sudan in 1997 proposed an efficient list decoding algorithm with 

polynomial run-time 
–	 Guruswami and Sudan in 1998 significantly improved Sudan’s 

algorithm 
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polynomial run-time 

– 
algorithm 

other decoding approach? 

Proposed in 50’ by Elias and W 

Sudan in 1997 proposed an ef 

Guruswami and Sudan in 1998 significantly improved Sudan’ 

Can we do EVEN BETTER 
than the classical list 

decoding, if our 
coding/decoding is for 

cryptographical purposes? 
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Can the errors introduced 

in encryption phase be 
chosen from some 

arbitrary set and still be 
decodable? 
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Can we do better with some 
other decoding approach? 
• Yes we can :-) 

– By using List decoding 
– Proposed in 50’ 

Can we do EVEN BETTER 
than the classical list 

our 
ng/ ng is for 

ographical purposes? 
Can the 

in encryption phase be 
chosen from some 

arbitrary set and still be 
decodable? 

YES ! 
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Our approach 

•	 Instead of the classical approach in coding theory 
where errors are forming a Hamming sphere with 
radius t around the codewords 

e 
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Our approach
�

•	 We want to form an arbitrary set of errors around the 
codewords 

•	 We want also to increase the 

set of possible errors that the 

encryptor can introduce 
•	 Still to be capable to decode 

efficiently and reliably 
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Our approach 

A classical modeling of an error set around a 
code word with the Hamming sphere. 

An artistic visualization of our idea with an 
arbitrary error set around the codewords 

(Escher’s tessellations). 



             

     

    
 

Our approach 

● McEliece in the world of Escher 

● Cryptology ePrint Archive: Report 2014/360 
http://eprint.iacr.org/2014/360 
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Some definitions and properties
�
• Example 
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Some definitions and properties
�
•	 Example of Code where we can decode up to n/2 

errors 
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Some definitions and properties 
• Example of Code where we can decode up to n/2 

errors 

Up to 1 error in every two 
bits AND up to n/2 errors 



             

Encryption
�
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Encryption
�

The scheme looks similar as LWE 
schemes, but with different error set 
and powerful list decoding algorithm. 
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A nice property of the scheme
�
•	 The scheme is both encryption and signature 

scheme 
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A nice property of the scheme 
•	 The scheme is both encryption and signature 

scheme 
•	 Why the ordinary McEliece scheme is so hard to 

use it for digital signatures? 
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�

t=d/2 

A new code based public key encryption and signature scheme based on list decoding





             

 
 

 

Recall …
�

t=d/2 

The probability that a 
random syndrome lies in 
the “decodable areas” is 

exponentially small. 

A new code based public key encryption and signature scheme based on list decoding





             

Recall …
�

A new code based public key encryption and signature scheme based on list decoding





             

 
 

   
 

Recall …
�
The probability that a 

random syndrome lies in a 
“decodable area” for our 

codes is almost 1. 
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A nice property of our approach 

Recall (we can control the number of elements in the decoding list): 
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�

Recall (we can control the number of elements in the decoding list): 
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Security analysis 
• Four types of attacks analyzed 

1.	� Information Set Decoding 
for Error Sets of a Given Density 

2.	� Modeling ISD using Polynomial System Solving 
Groebner bases apprach 

3. Rank Attacks 

4. Cheap distinguishers (equivalent keys finders)
�
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Security analysis 

1. Information Set Decoding
�
for Error Sets of a Given Density 
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Security analysis
�

2.	�Modeling ISD using Polynomial System Solving 
Groebner bases apprach 

Example 1. 

Let the error set be E ={(0,0), (0,1), (1,0)}. This set is completely 

2

described by the following quadratic equation: 


e e = 0,

1 2 

i.e. the solutions of that equation coincides with the error set. 

Example 2. 

Let the error set be E ={(0,1,0,0), (0,0,0,1), (0,1,0,1), (1,0,0,1), (0,0,1,0), 
4

(0,1,1,0), (1,0,1,0), (1,1,1,0), (0,1,1,1), (1,1,1,1)}. This set is completely 
described by the following cubic equation: 

e  + e  + e  + e e  + e e  + e e  + e e e

2 3 4 1 2 2 3 2 4 1 2 3

 = 1. 
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Security analysis 

2. Modeling ISD using Polynomial System Solving
�
Groebner bases apprach 

x 
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Security analysis 

2. Modeling ISD using Polynomial System Solving
�
Groebner bases apprach 
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Security analysis 

2. Modeling ISD usin 
Groebner bases apprach 

Given a concrete encryption c, we model 
the algebraic system to solve it by 

Groebner bases as a MQ system where 
the unknown variables are from the 

message and the error. 
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Security analysis 

2. Modeling ISD usin 
Groebner bases apprach 

Given a concrete encryption c, we model 
the algebraic system to solve it by 

Groebner bases as a MQ system where 
the unknown variables are from the 

message and the error. 

We can look at this scheme as the first 
public key encryption and signature 
multivariate (quadratic, cubic, ...) 
scheme that is not given in a form 

S · P · T 
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Security analysis 

2. Modeling ISD using Polynomial System Solving
�
Groebner bases apprach 
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2. Modeling ISD using Polynomial System Solving 
Groebner bases apprach 
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3. Rank Attacks (on the code and on the dual code)
�
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Security analysis 

3. Rank Attacks (on the code and on the dual code) 

If k
1
 is too small, decoding is fast 

but system is unsecure. 
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3. Rank Attacks (on the code and on the dual code)
�

If k
1
 is too small, decoding is fast 

but system is unsecure. 

If k1 is small, decoding is afordably fast, 
and for the encoding scheme the security 

can be increased by increasing the n
w 
. 
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Security analysis 

3. Rank Attacks (on the code and on the dual code)
�

If k
1
 is too small, decoding is fast 

but system is unsecure. 

If k1 is small, decoding is afordably fast, 
and for the encoding scheme the security 

can be increased by increasing the n
w 
. 

But n 
w
 can not be too big, because 

Groebner attacks will break the system. 
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Security analysis 

3. Rank Attacks (on the code and on the dual code)
�

If k
1
 is too small, decoding is fast 

but system is unsecure. 

If k1 is small, decoding is afordably fast, 
and for the encoding scheme the security 

can be increased by increasing the n
w 
. 

But n 
w
 can not be too big, because 

Groebner attacks will break the system. 
Code rates 1:4, 1:5, 1:6 
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Security analysis 

3. Rank Attacks (on the code and on the dual code)
�

For encryption, k
1
 values in 

range 20 – 34 and code rates 
1:4, 1:5, 1:6 offer security 

against known attacks in range 
280 - 2160 
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Security analysis 

3. Rank Attacks (on the code and on the dual code)
�

For encryption, k
1
 values in 

range 20 – 34 and code rates 
1:4, 1:5, 1:6 offer security 

against known attacks in range 
280 - 2160 

For signatures, k
1
 values in 

range 256 – 1024 and code 
rates around 1:2 offer security 
against known attacks in range 

280 - 2160 

A new code based public key encryption and signature scheme based on list decoding





             

           

Security analysis 

3. Rank Attacks (on the code and on the dual code)
�
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Unlike other code-based systems, if you try to find an 
equivalent key (by some more efficient distinguishers 

than those discussed in part 3.), you have to pay 
attention your key to keep this ratios in order to be 

usefull for the list-decoding. 

Security analysis 

4. Cheap distinguishers or equivalent keys finders 

(brought to us by Nicolas Sendrier) 
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Potentials of these Staircase-
Generator Codes for other 
applications 

● Approaching Maximum Embedding Efficiency on Small Covers Using Staircase-
Generator Codes, S. Samardjiska and D. Gligoroski, 2015 IEEE International 
Symposium on Information Theory, June 14-19, 2015, Hong Kong 

● By applying a simmilar approach as in the signature variant of the public key 
scheme, but used for steganographic matrix embedding , these codes achieve 
almost the upper theoretical bound of the embedding efficiency for sizes of the 
covers in the range of 1000 – 1500. 

● Other steganographic schemes based on matrix embedding that offer embedding 
efficiency close to the theoretical bound are based on the low-density generator 
matrix (LDGM) codes, and they achieve that bound for large covers in the range 
105 − 106. 

● These Staircase-Generator Codes achieve the upper theoretical bound with two 
or three orders of magnitude smaller covers. 

A new code based public key encryption and signature scheme based on list decoding





             

Thank you for your attention!
�

A new code based public key encryption and signature scheme based on list decoding




	Slide 1
	Slide 2
	Introduction
	McEliece Public-Key Scheme
	McEliece Public-Key Scheme (Cont.)
	McEliece Public-Key Scheme (Cont.)
	McEliece Public-Key Scheme (Cont.)
	Slide 8
	How the codes are decoded in Coding Theory?
	How the codes are decoded in Coding Theory?
	How the codes are decoded in Coding Theory?
	How the codes are decoded in Coding Theory?
	How the codes are decoded in Coding Theory?
	How the codes are decoded in Coding Theory?
	How the codes are decoded in Coding Theory?
	How the codes are decoded in Coding Theory?
	Can we do better with some other decoding approach?
	Can we do better with some other decoding approach?
	Can we do better with some other decoding approach?
	Can we do better with some other decoding approach?
	Slide 21
	Our approach
	Our approach
	Our approach
	Our approach
	Slide 26
	Some definitions and properties
	Some definitions and properties
	Some definitions and properties
	Some definitions and properties
	Some definitions and properties
	Some definitions and properties
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	A nice property of our approach
	Recall …
	Recall …
	Slide 51
	Slide 52
	A nice property of our approach
	A nice property of our approach
	A nice property of our approach
	Security analysis
	Security analysis
	Slide 58
	Slide 59
	Slide 60
	Security analysis
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Security analysis
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72
	Slide 73
	Slide 74
	Slide 75
	Slide 76
	Some concrete parameter proposals
	Slide 78
	Slide 79



